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                                                                         Abstract 

Technology improves society by transforming and elevating every facet of modern life. 

However, the numerous benefits of technology can often be diminished by its intrusive nature, 

which may lead to violating an individual’s privacy, or impeding upon a person’s civil liberties. 

The uses and implementations of technology raise legal and ethical concerns, especially when 

the intentions of the technology are not well-understood. To gain some insight into the ethical 

implications of technology, a two part research project has been created to advance the 

knowledge of technology and ethics. In part one, a college course that teaches hacking is to be 

evaluated for its benefits, drawbacks, and ethical concerns. In part two, self-driving cars are to be 

assessed, and software and ethical issues are to be discussed. The research is meant to examine 

ethical theory, and apply the concepts of ethics to real-world scenarios.  

               Keywords: Technology, ethics, hacking, self-driving car 
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Unit 4 Research Project 

               A new era is marked by its technological achievements. As such, technology has 

become an effective way to measure progress of a society (American Association for the 

Advancement of Science, 1990). In a digital age, where software and hardware have become 

universal tools, the effects of technology border on the edge of miraculous. However, technology 

with all the wonders and advancements it brings, there is also a dark side. There are people that 

use technology in ways that violate the rights and privacy of an individual (Department of 

Homeland Security, 2014). This darker aspect of technology raises legal and ethical concerns, 

which warrants the regulation of technology. To better understand technology, as it relates to 

ethics, two separate topics have been researched and a discourse prepared for review. The first 

topic deals with a college networking security course. In the course, students are educated on 

network security, and then taught how to hack into computer network systems. The assignment 

objectives are to explain the advantages and disadvantages of such a course; state a specific 

position; associate the topic with an ethical theory; and finally, discuss whether or not the 

student’s level of education would make any difference in teaching hacking. The second topic 

pertains to car automation, specifically self-driving cars. The objectives of the assignment are to 

consider the software and ethical issues of self-driving cars, if autonomous vehicles were to 

become mainstream. 

                                                                        Part I  

               In a perfect world, computers and networking systems would exist, and there would be 

no need for security. Computer systems would not require passwords, nor would they need 

protection against viruses, worms, Trojan horses, or denial-of-service attacks. However, it is not 

a perfect world. Computers and networking systems are not safe. Computer networks are under 
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constant attack from hackers and cyber-attackers, those that wish to damage and steal data from 

these systems (Daya, 2008). Cyber-attacks, which is a term that defines malicious activities 

conducted over the Internet, are on the rise in the United States (Carman, 2014). Consequently, it 

is critical to gain a better understanding of network security and hacking. Thus, a computer 

security course has been designed for university undergraduate students. This course is split into 

two semesters. In the first semester, students will learn about the history of networks, network 

security, and study popular network attacks. In the second semester, specific hacking skills will 

be taught. Students will have the opportunity to hack into a computer system, learn how to create 

malware, and perform a denial-of-service (DoS) attack. Before making the course available to 

students, the material must be evaluated for its advantages and disadvantages, and associated 

with an ethical theory. Additionally, it should be determined if the course was delivered to 

graduate students, would this make any difference from an ethical point of view. 

Advantages 

               The security of networks and the protection of network resources are so vital to 

business operations, that when cyber-attacks do happen, business processes can literally come to 

a halt (McGregor, 2014). Hence, learning about network security can be essential to building and 

maintaining secure networks. In the first semester of the computer science course, students will 

benefit from the material in several ways. One, students are exposed to the history of networking 

and variety of network security concepts. This information will serve as the building blocks of 

networking, and advance their knowledge and understanding in the fundamentals of network 

security (Daya, 2008). This material will be highly beneficial within their professional careers, 

and is meant to be applied in the design and administration of secure networks. Two, students 

will gain an appreciation for network security, by studying popular network attacks and the 



UNIT 4 RESEARCH PROJECT  6 
 
 

damage that these attacks can cause. This particular aspect of the course is useful to students in 

three ways: (1) students will learn to recognize network attacks; (2) students will realize the 

ramifications of network attacks; and (3), students will acquire techniques and skills that are 

considered best practices—a set of best practices will be used to operate networks in a secure 

manner (Cohen, 2014).               

               In the second semester, where hacking is the main topic, there are specific advantages 

of teaching students how to hack. Unlike learning about network security, where a defense 

approach is taken in thwarting cyber-attacks, hacking is more about staging an attack to prevent 

cyber-attacks. Why would it be advantageous to stage attacks? The primary reason is due to 

finding network vulnerabilities (Elizabeth, 2010). Eventually, students will move into the 

professional world, where they will be tasked with protecting network systems. All networks 

have vulnerabilities, and as cyber-attacks continue to rise, it will be the network professional’s 

responsibility to not only understand these attacks, but to also prevent them from happening in 

the first place. This is where knowing how to hack will be a valuable asset. By employing the use 

of [ethical] hacking skills, businesses can benefit in three ways. First, because all networks are 

susceptible to Internet-based attacks, staging attacks will expose vulnerabilities before an 

attacker has the chance to exploit these weak areas (Elizabeth, 2010). As a result, uncovered 

vulnerabilities can be patched and network security hardened. Second, the hacking techniques 

taught in a classroom environment can be used to simulate specific kinds of attacks. For 

example, students will learn how to create malware and to perform denial-of-service attacks. 

Because both of these attacks are used by online criminals, this knowledge will allow networking 

professionals to test the strengths and weaknesses of the company’s network systems. As such, 

when malware and denial-of-service attacks are conducted with network security in mind, the 
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end result is the creation of stronger networking policies and the implementation of better 

security practices. Third, and arguably the most critical, when a network professional hacks 

internal systems, the weak and strong areas of the network can be documented (Elizabeth, 2010). 

This documentation can serve as the catalyst in creating new network policies and procedures, 

justify purchasing software and hardware to hardened network security, and the documentation 

can be used to train and educate company personnel on matters of security. Thus, hacking 

network systems to create documentation, could possibly be the greatest asset to business 

operations when executed properly.  

Disadvantages 

               Conversely, the computer science course does have certain drawbacks. Based on the 

research presented thus far, it is evident that teaching students about network security can be 

crucial in preventing cyber-attacks, however, the practicality of hacking into network systems—

albeit with good intentions—seems less beneficial, and could actually prove disastrous. There are 

four disadvantages to teaching hacking. One, while the intention of the hacking portion course is 

meant to strengthen network security knowledge, this information could be used to perform 

malicious activities; the course could train new cyber-attackers (Elizabeth, 2010). Because the 

course teaches students how to create malware and perform denial-of-service attacks, there is no 

guarantee that students will not use these skills to perform hacks of their own, outside that of a 

controlled environment. Two, although hacking may be done in an ethical manner, there is an 

increased risk of violating personal and company security policies (Elizabeth, 2010). For 

example, the network professional may be given access to human resource records, financial 

records, and other business data that is highly confidential. Three, when the company authorizes 

an ethical hack, the network professional could place malicious code, or install subroutines, 
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meant to steal data and harm computer systems (Elizabeth, 2010). It can be imagined, just 

because a company approves a hacking activity, does not mean the network professional will 

carry out the activity with the best intentions. Unless there is a system of checks and balances put 

into place, and the hacking process is audited, the company could be opening itself up to be 

internally hacked. The fourth and final disadvantage of teaching hacking is that it could cause a 

breach in security. For example, the hacking taught in the course teaches students how to hack 

and bypass network security. If any of these techniques are executed in a business environment, 

there is the possibility that the exploit could weaken network security, and consequently allow 

cyber-attackers to steal data and damage computer systems (Elizabeth, 2010). 

Ethical Theory 

               Considering ethics and the computer science course, the primary objective is to support 

the course with a selected ethical theory. The ethical theory chosen for further discussion is Act 

Utilitarianism. The specific position taken is that both semesters of the computer science are to 

be taught, and the delivery of the content is not to be censored in any way. First, explaining some 

of the core components of Act Utilitarianism is in order. Act Utilitarianism is an ethical theory 

that encourages happiness through maximizing positive outcomes (LaFollette, 2000). These 

positive outcomes are not only for the individual, but also for society. Additionally, the theory 

seeks to understand what is good and what is bad, while at the same time developing a social 

strategy that works best for everyone in society. Because of this awareness of society, the theory 

of Act Utilitarianism has come to be known as a principle of utility, supporting the welfare of all 

humans (LaFollette, 2000, p. 165).  

               When examining the computer science course through the lens of Act Utilitarianism, 

the question is raised, does society benefit from teaching a network security course, which 
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includes hacking in its curriculum? The simple answer is yes, yes it does. In a perfect world, 

there would be no need to teach security at all. The fact remains, the world is imperfect. There 

are criminals that create malware and perform denial-of-service attacks, with the sole intention of 

harming computer network systems (Daya, 2008). In an online world, where cyber-attacks are on 

the rise, it is in the best interests of society to gain knowledge and skills that will prevent these 

attacks (Carman, 2014). According to the theory of Act Utilitarianism, human welfare is of 

paramount concern. Hacking, with malicious intentions, is the exploitation of human welfare. 

Hacked computer systems result in breaches of security, stolen data, denial of network resources, 

and lost company revenue (Federal Communications Commission, n.d.). To increase network 

security, network professionals must learn to create and use the same tools that hackers use. By 

staging hacking activities, network vulnerabilities can be quickly found and patched, thus 

reducing the effectiveness of a cyber-attack. In Act Utilitarianism, the theory is concerned with 

maximizing goodness and increasing happiness (LaFollette, 2000). Teaching hacking, with 

network security in mind, would facilitate goodness and happiness by creating more secure 

network systems, which consequently would reduce cyber-attacks. On a personal level, learning 

about network security, especially the hacking parts, can be tied to Act Utilitarianism. As an 

example, the acquisition of knowledge generally brings value and happiness to a person 

(Moeller, Philip). A network professional that uses hacking knowledge to secure business 

networks, is guaranteed the satisfaction of a job well done, while at the same time maximizing 

happiness for everyone concerned. Likewise, because the network professional committed an act 

of goodness in favor of society, the greatest amount of happiness can be achieved. It is important 

to note, [ethical] hacking can be easily confused with cyber-attacks, or malicious activities. As 

such, it is recommended that the computer science course clearly defines the differences between 



UNIT 4 RESEARCH PROJECT  10 
 
 

performing an ethical hack, and hacking with criminal intent. Using the Act Utilitarianism 

theory, the concepts of goodness, happiness, and maximizing positive outcomes could be used in 

the development of a hacking code of ethics.  

Graduate Status 

               The final item determines whether or not the network security course being taught at 

the graduate level (rather than to undergraduate students) would make any difference. Because of 

the given disadvantages of teaching hacking, it could be reasoned that undergraduate students 

may lack the maturity of using hacking knowledge in a professional manner. This is a pessimist’s 

point of view, and one that does not offer practical solutions to prevent cyber-attacks. The reality 

is, cyber-attacks pose a real threat to network security, and require immediate attention (Carman, 

2014). To offer the hacking portions of the class to only graduate students, would severely limit 

many network professionals ability to properly secure business networks. Of course, this is not to 

say precautions should not be taken. It is recommended that the hacking section of the course 

only be taught to seniors, meaning, the class would only be available to fourth year students. 

Additionally, all students wanting to take the class must pass a basic criminal background check. 

This background check is to search for criminal activity that would disqualify them admission 

into the course. Finally, students must sign a legal-binding code of ethics, which explains that the 

knowledge learned within the class is to be used in accordance with the law. The code of ethics 

should cover rules that clearly define ethical hacking. Core elements in the code of ethics should 

focus on the rules of hacking. For example, there are five rules every network professional 

should follow when performing a hack: (1) never harm computer systems, unless it is 

specifically part of a well-defined hack; (2) all boundaries of the hack should be stated, and 

followed exactly as defined; (3) security countermeasures should only be considered after the 
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hack has been completed; (4) all hacks must be officially authorized before attempting the hack; 

(5) the hack, any countermeasures taken, and the weak and strong areas of network security must 

be fully documented (Danseglio, 2012). If the undergraduate student is subject to the specified 

guidelines, there is no reason to deny access to the hacking material in the second semester of the 

course. Therefore, offering the hacking content to only graduate students would not make any 

difference.  

                                                                        Part II  

               Americans love cars. So much so, there are roughly 239.8 million cars in the United 

States (Tencer, 2011). One negative outcome of having so many cars on the roads are increased 

accidents. According to the Annual U.S. Road Crash Statistics, there are some 37,000 people that 

die every year in road crashes, along with two million people that are injured in car accidents 

(Association for Safe International Road Travel, 2015). In the future, perhaps these accidents 

could be reduced if people used smart, self-driving cars. Cars that would not require a driver, nor 

depend on a person to engage security mechanisms to prevent a car accident. These futuristic 

cars would carry passengers from point A to point B, quickly and safely.  

               Well, the future is here. Whether people realize it or not, automobile makers are already 

releasing cars with automated features, such as self-parking capability and built-in safety 

mechanisms (Green Car Congress, 2014). These features are meant to reduce accidents by 

providing assistance to the driver. There are companies that are taking car autonomy to the next 

level, and creating self-driving cars. Self-driving cars represent the next level in technology and 

engineering, and are already starting to appear on roads. As remarkable as robotic cars sound, 

there are potential issues. Thus, to further understand the implications of self-driving cars, the 
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topics of software and ethics have been researched. This research contains software issues and 

ethical concerns that are related to self-driving cars. 

Software Issues 

               The self-driving car is not a new concept, however, the technology that has made the 

idea a reality is in its infancy. Much of the technology used in the self-driving cars of today, 

originated in a secret project by Google in 2011, meaning, autonomous car technology is four or 

less years old (Guizzo, 2011). Because the automation technology is so new, it is prone to error, 

and will continue to evolve considerably. The software that is used in self-driving cars is quite 

complex, and has to factor-in many variables. For example, software needs to detect pedestrians, 

other cars, animals, debris in the road, traffic signs and street lights, as well as a long list of 

weather-based conditions (Guizzo, 2011). Many of the things that drivers take for granted, 

require numerous lines of code, which in turn necessitate the need for software testing. It is 

within this software testing where race conditions will have to be debugged, program bugs will 

need to be reported, and other software issues will be discovered.  

               A race condition is a specific kind of bug, which only rears itself when multiple 

processes, or a proper system load, is placed upon a coded routine (Pan, 1999). A race condition 

is hard to debug, but the ramifications of the bug going undetected, could prove detrimental to 

the overall feature or function of the software. In self-driving cars, it can be imagined that if a 

race condition was present in the manufacturing of new cars, that the outcome could be deadly. 

The race condition could cause a self-driving car to fail while the car is carrying a passenger, 

resulting in a car accident and potentially the death of the occupant. This means that all software 

must be properly tested and debugged before self-driving cars can be considered safe enough for 

the general public. One major problem that may arise with self-driving car software is bug 
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reporting. Bug reporting is a type of reporting that details problems in software code (Guo, 

2011). These problems can range from minor to complete application failure. Considering self-

driving cars, which depend upon software, proper bug reporting is not only important, but is 

critical. If the bug reporting process is not tightly managed, and all bugs tracked, the end result 

could be a car accident. Beyond race conditions and bug reporting, the software in self-driving 

cars has other issues. For example, the reliability of the software is dependent upon car sensors. 

If, for any reason, the software could not read a sensor, the software would not have the 

information it needs to make an automated decision (Rice, 2009). Another issue, related to 

software, is patching and updates. Of course, software development is not perfect, and the code 

within a car may eventually require updating. With self-driving cars, if the code cannot be 

updated, cars become a road hazard. Lastly, yet a very serious issue, the programming in self-

driving cars is susceptible to exploitation (Lin, 2013). All software-based systems can be 

potentially hacked. It is a scary thought, to imagine the software in a fleet of self-driving cars 

being hacked, resulting in modified software that reduces the safety of the cars. 

Ethical Concerns 

               This does raise an interesting question. What are some of the ethical concerns relating 

to self-driving cars? One ethical issue is whether or not the passenger will have the ability to 

supersede the car’s basic programming (Lin, 2013). For example, the car has been programmed 

to not run red traffic lights and has stopped at a red light, however, after sitting at the light for ten 

minutes, the passenger realizes the light is broken. Can the passenger instruct the car to move 

through the red light? Or, will the car not move until the light has been fixed? Another ethical 

concern pertains to allegiance. Will self-driving cars have any allegiance to passengers, 

manufacturers, or insurance companies? For instance, if a car is rented or leased, will the rules 
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that govern liabilities change? Will the role or responsibility of the car be altered in any way, 

because the car owner is a dealership? Another ethical issue deals with responsibility. Who is 

responsible if and when a self-driving car does have an accident? Just because self-driving cars 

are meant to reduce car accidents, does not mean all accidents will be prevented. In the case 

where an autonomous vehicle has crashed, and it has been deemed the passenger was not at fault, 

who is obligated to pay for the damages? Would the manufacturer be accountable? Would the 

insurance company pay? This leads to the question, will insurance companies even support 

robotic cars? Without the support of insurance companies, the software and ethical concerns of 

self-driving cars could become a moot point. Finally, if autonomous cars do become mainstream, 

will personal privacy be traded for convenience? In the scenario where self-driving cars have 

become predominant modes of transportation, all movement in the car may be tracked for 

insurance and legal purposes (Lin, 2013). This means, that when and where a person goes would 

be subject for review by insurance companies and law enforcement. For some people, this is a 

violation of personal privacy, and thus presents an ethical dilemma. 

                                                                    Conclusion 

               Technology is meant to make the lives of people easier. However, as remarkable as the 

technological achievements have been, there are legal and ethical issues that arise from using 

electronic-based platforms. As computers, online technologies, and software automation become 

more prevalent within society, the regulation and governance of these technologies are critical. 

Moreover, technology must be protected and secured in ways that maintains the integrity of the 

technology, while at the same time not violating personal privacy or sacrificing professional 

ethics. In the computer science course, where undergraduate students are taught to hack, the 

means justifies the ends. Due to the rising amount of cyber-attacks in the United States, 
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understanding the mind of a hacker is crucial to maintaining secure networks (Carman, 2014). 

The ethical concerns with teaching hacking are outweighed by the need to prevent cyber-attacks. 

Considering the self-driving car, the automation technology is obviously new. Consequently, the 

software and ethical issues will continue to shape the technology itself. If autonomous vehicles 

are ever to emerge into mainstream society, the elimination of race conditions, comprehensive 

bug reporting, and a multitude of other software issues will have to reach a stage of maturity. 

Ultimately, when technology is properly implemented, people are likely to be more productive, 

increase happiness, and maximize positive outcomes. 
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