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                                                                         Abstract 

The research in this project delves into the subject of online privacy, and explores what rights, if 

any, an individual may have over digital information. As more companies move to an electronic 

medium, there is a growing concern that the dissemination of information will grow out of 

control, leading to reduced privacy. The federal government has responded to personal privacy 

by creating legislation. However, the laws that govern privacy have their own legal and ethical 

implications. Thus, to gain a better understanding of how digital privacy is being affected by 

government policy, the topics of legislation and digital rights have been researched. This project 

contains a historical analysis of privacy laws, examines online rights to posted information, and 

discusses new legislation meant to address the needs of a digital era. 

               Keywords: Fair Information Practices Act, online rights, digital privacy, CISPA 
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Unit 3 Research Project 

               Privacy is a delicate balance between the needs of society, and the personal freedoms of 

the individual. When it comes to the meaning of privacy, some think it is a natural right, which 

should be enforced by law. Others believe, when people live in a society, citizens are bound by a 

social contract (Quinn, 2013). This means, everyone gives up certain civil liberties—in this case 

privacy—so that everyone can benefit from the socio-economic advantages of living in a society. 

For example, modern society offers many privileges, such as academic institutions, medical 

facilities, law enforcement, military services, water, electricity, and waste management, just to 

name a few (Poole, 2008). Of course, even though the value of these services cannot be 

understated, privacy is not so easily exchanged for privilege. The most intriguing aspect of 

personal privacy, is that it is not definitive; the range and scope of privacy continue to change, 

largely due to technology. It is because of technology that the dissemination of information 

warrants federal governance. Technology can be a positive force in the world; however, when 

used improperly, can have severe consequences. In the quest to better understand personal 

privacy, and how it is being affected by technology, three privacy-centric topics have been 

researched—they are the Fair Information Practices Act, online rights, and legislative proposals. 

                                                                        Privacy  

               In 1965, economists realized that statistical data from government agencies was 

becoming more difficult to access (Quinn, 2013). At the time, dozens of federal agencies existed 

in a decentralized form; each agency maintaining its own statistical data. As this data could not 

be easily cross-referenced between the agencies, understanding the economy and gaining insight 

into national problems was nearly impossible. The idea of centralization was brought forth to 

resolve this issue. However, as attractive as a centralized system sounded, there were concerns 
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that such a system could be exploited; the privacy of citizens was of paramount concern. Thus, 

policy would need to be created, which would clearly define how government databases were to 

be accessed, maintained, and secured. Eventually, this deliberation of privacy policies led to the 

creation of the Code of Fair Information Practices.  

                                                 Code of Fair Information Practices 

               The Code of Fair Information Practices outlined five common privacy principles. It was 

these principles that would provide a minimum set of standards for all government agencies to 

follow. The practices were defined as: (1) government data systems should not contain any secret 

information on citizens; (2) a citizen has the right to access government data, and know what that 

data is used for; (3) a citizen has the right to know who has access to their data, and has the 

ability to prevent unapproved access; (4) a citizen has the right to update their information 

accordingly; (5) organizations responsible for maintaining and securing the data, must do 

whatever is necessary to protect the integrity of data (Dixon, 2006). It is evident, these practices 

were meant to protect the privacy of Americans. Just a few years after the inception of the 

information principles, the Privacy Act of 1974 was created. This legislation was the codification 

of the Code of Fair Information Practices, which officially marked the beginning of an 

information era. 

The Privacy Act 

               The Privacy Act had successfully embodied the information principles of modern 

times; however, the legislation had several shortcomings (Quinn, 2013). First, the policies 

defined in the Privacy Act pertained to government agencies, which means that only government 

databases were regulated. Second, if a citizen did not have a personal identification number, their 

record was not subject to policy. Third, as there was no clear sharing policy, government 
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agencies could circulate records between one another at their own discretion. Finally, and 

arguably the most significant, there was no government employee or agency to enforce the 

policies of the Privacy Act. Due to these deficits in the Privacy Act, the need to create legislation 

that would govern private institutions was recognized, and laws were enacted. Three of these 

legislative acts included the Fair Credit Report Act, the Financial Services Modernization Act, 

and the Fair and Accurate Credit Transactions Act. 

Private Policing 

               The Privacy Act of 1974 created specific regulatory measures for government agencies 

to follow; which consequently, led to the realization that personal data maintained by private 

institutions also required federal regulation. The first of this legislation is the Fair Credit Report 

Act. The Fair Credit Report Act defines how credit reporting is to be maintained. For example, 

credit data is to be accurate, private, and negative information kept for no longer than seven 

years, excluding exceptions (Equifax, 2013). In the second legislative act, the Financial Services 

Modernization Act—also known as the Gramm-Leach-Bliley Act of 1999—there are provisions 

that detail what is expected from financial institutions, and privacy policies related to customer 

information are addressed. For example, financial institutions must provide customers with a full 

privacy policy disclosure, explain what kind of information is being stored, why it is being 

stored, and who has access to their data (Mahon, 1999). The legislation also mandates that 

companies are responsible for providing opt-out clauses; meaning, a customer should have the 

ability to request their information remain inside the company, and not be sold, traded, or made 

available to other companies without the expressed consent of the customer. The third legislative 

act is the Fair and Accurate Credit Transactions Act. This piece of legislation outlines 

provisions to reduce identity theft, and requires the three major credit bureaus—Equifax, 
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Experian, and Trans Union—to offer credit reports to consumers on a yearly basis, free of charge 

(Privacy Rights Clearinghouse, 2004). The reasoning behind this annual report is to provide 

consumers with the opportunity to challenge credit errors and make corrections when possible. 

Compare and Contrast 

               In a compare and contrast assessment of public and private policing, there are 

similarities and differences between the governing bodies of legislation. All of the privacy laws 

created thus far are centered on a person’s privacy (Quinn, 2013). Each legislative act is aimed at 

providing secure systems, maintaining data integrity, and requiring a certain level of 

transparency. In the Privacy Act, legislative policies have been put into effect to prevent the 

government from misusing data. In private policing, laws have been enacted to provide 

companies with guidelines to follow and standards to adhere to. Conversely, the levels of 

governance between public and private legislation can vary drastically. For instance, when 

considering a government database, full disclosure and transparency of its data is available to the 

public, unless that data pertains to national security (Quinn, 2013). In contrast, private 

institutions are not required to divulge the details of their databases to the public, other than 

financial and healthcare data (American Library Association, 2002). Another difference between 

public and private legislation is access. In a government database, a citizen not only has the right 

to view the information, but also has the option to make changes (Dixon, 2006). In a private 

company’s database, there is no guarantee that a person will have access to view data or change 

personal information. 

Government Rules 

               This does raise an interesting question. Should government database standards be 

extended to private institutions? This question is deceptively complex. Yes, data integrity, 
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customer privacy, and the security of personal information are essential to a person’s overall 

privacy. However, the level of transparency that the government provides to the general public, 

would not translate so well into private institutions. For example, companies are fundamentally 

defined by the products and services they offer. With government, the agencies that exist are 

built by the people, for the people; and thus, warrant high-levels of transparency. In contrast, a 

company’s private database can contain copyrights, patents, and other types of intellectual 

property. If all private databases had the same level of transparency as government databases, 

there would be an increased risk of stolen trade secrets, violation of copyrights, and patent 

infringement (Quinn, 2013, p. 169). Another issue of extending government rules to private 

institutions is enforcement. Even though the government is large, and internal policy works for 

them, it would be a monumental endeavor to force compliance on all private institutions; the task 

would be nearly impossible to administer. Thus, based on the available research, it is the 

supposition that private institutions require separate legislation; the creation of laws that protect a 

person’s privacy, are practical, and do not jeopardize a company’s commercial presence. 

                                                                    Online Rights 

               It is undeniable, the Internet has become ingrained into society; so pervasive, that many 

people would argue its value is immeasurable. The Internet has made it easier to communicate, 

share data, and disseminate information to the entire world (Population Reference Bureau, 2004). 

Of course, with this ease of access, the online rights of the individual have become blurred. A 

person’s digital rights encompasses online posted data, ISP rights, and cell phone rights. 

Posted Data 

               When considering social networks, blogs, and personal websites, does a person have 

rights to their posted data? From an individual’s perspective, the person goes online, accesses 
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their favorite social network, and posts information; that information should belong to them. 

Right? This can be a tricky question; though the answer is generally, no. Posting content to 

websites does not grant the individual any legal rights (Osborne & Mohamed, 2012). However, 

before making content available online, if that person obtains the copyrights to the information—

by submitting an application to the United States Copyright Office—their content becomes 

copyrighted, which constitutes legal ownership (United States Copyright Office, n.d.). Thus, if 

an individual wants to retain rights over specific online intellectual content, they should 

copyright the work before making it available for public consumption. It is important to note, 

just because online content may not be copyrighted, it is still considered unethical for a person to 

claim ownership of work that they did not create. As such, the creator of the content has every 

right to seek legal counsel, which may result in a lawsuit against the offending party. Hence, it is 

always best to consider the claim to ownership and reproduction of online content off limits, 

unless otherwise granted.  

ISP Rights 

               There is yet another problem associated with privacy and technology; service carriers, 

such as internet service providers and cell phone services, track customers every move. Without 

the knowledge of most customers, servicing agents maintain records on visited websites, 

personal preferences, phone contacts, instant messages, emails, and a long list of other digital 

characteristics that are tied to the use of computers and mobile devices; these records may be 

stored indefinitely (Wawro, 2011). For large internet service providers (ISPs), such as Verizon, 

Time Warner Cable, and Comcast, it is obviously in their best interest to protect their customers 

from eavesdropping. However, because of the online sharing of copyrighted content, the music 

and movie industries are placing considerable pressure on service providers to take action, which 
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means an ISP will be forced to spy on their customers (Caton-Phelps, 2012). What types of 

information do ISPs already retain? While there is no legislation mandating data retention, it is 

common for providers to record IP-addresses, website names, and timestamps (Frink, 2013). In 

addition to this basic website information, ISPs may also log the volume of information (based 

upon packets) sent and received from a person’s computer (Frink, 2013). Each ISP stores this 

information for different amounts of time; for example, Verizon has an eighteen month retention 

policy; Time Warner maintains logs for up to six months; and, it is the policy at Comcast to 

delete archived web data every one hundred and eighty days (Ernesto, 2012). It is important to 

note, at any given time, law enforcement may obtain access to a person’s ISP records; while 

Americans are protected from a physical search and seizure by the Fourth Amendment, no such 

right exists for online content (United States Courts, n.d.).  

Cell Phone Rights 

               When it comes to mobile devices, such as cell phones, carrier servicers have a wide 

range of storage policies. For example, carriers—such as AT&T, Sprint, and Verizon—store 

geolocation (cell tower/GPS), call detail records (CDRs), text messages, voicemails, subscriber 

information, and URLs (Crockford, 2014). Each piece of customer data is stored for a various 

amount of time before being deleted. As an example, the stored GPS information at AT&T is 

five years; at Sprint it is eighteen months; and, Verizon deletes GPS data after one year 

(Crockford, 2014). Likewise, voicemails at AT&T are stored until deleted by the customer; 

voicemails at Sprint are retained for eighteen months; and, Verizon deletes voicemails after one 

year (Crockford, 2014). Until customer data has been deleted, law enforcement has access to the 

customer’s information. However, unlike with ISPs, law enforcement is required to present a 

subpoena, warrant, or wiretap order, depending on the carrier and type of information being 
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requested access to. One alarming fact, about the search and seizure of digital information, is that 

the customers are usually not informed (Crockford, 2014). This leads back to how technology is 

affecting privacy. After reviewing the research, it should be assumed that a person’s personal 

information is only as secure as directly expressed by their service providers. But ultimately, if 

law enforcement wants to acquire that information, they will most likely be granted access to it. 

                                                              Legislative Proposal 

               Considering the laws that govern privacy, much of the legislation that exists did not 

anticipate a digital era; this, in itself, presents many challenges when dealing with personal 

privacy. In the past five years, the federal government has realized this deficit, and has begun 

exploring legislation that addresses today’s networking problems. For example, one such 

proposed law is the Cyber Intelligence Sharing and Protection Act (CISPA). The CISPA 

legislation was created in 2011 to deal with the rising amount of cyber-attacks (Congress, 2013). 

A cyber-attack is a type of crime that takes place over the Internet; its main intent is to damage 

computer systems, gain unauthorized access to network resources, or to steal private data 

(Ready, 2013). In the event of a cyber-attack, CISPA would permit a hacked company to work 

directly with government agencies. During this assessment period, the company would share 

information with the government to determine where the attack originated from. 

Advantages 

               There are a couple of benefits of CISPA. One, the legislation would allow the greatest 

amount of resources to be used to track down attackers. Cyber-attacks happen from inside and 

outside the country, making the process of pursuing an attacker a challenging task (Albanesius, 

2013). By pooling resources, there is an increased chance the attacker will be found and brought 

to justice. A second advantage of CISPA, is that it would offer a proactive approach to cyber-
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attacks. For instance, if a company detected suspicious network activity, they could immediately 

alert the government; agencies could then take action to either find the attacker or to thwart the 

potential cyber-attack. The CISPA legislation would provide a level of security at the national 

level, thus offering elevated protection against cyber-attacks.  

Disadvantages 

               While it is understandable that cyber-attacks pose a threat to privacy, and that the 

combined effort in tracking down cyber-attackers is sensible, the CISPA legislation falls short on 

a few accounts. One, the legislation lays the groundwork for the government to access private 

customer information. For instance, a company detects unusual network activity and the 

government is notified. CISPA would permit a federal agency to view private information, with 

the intention of investigating a cyber-attack. This action, according to the Electronic Frontier 

Foundation, means that CISPA could supersede other privacy laws (Jaycox & Opsahl, 2013). 

Another problem with the CISPA legislation, is that it does not provision any specific 

instructions to anonymize data that the government has access to. If the government is going to 

be provided private customer information, at the very least, customer names and other identifiers 

could be changed or removed completely. One last major issue with CISPA, is that the language 

in the bill is so vague, that it provides too much access to information. CISPA would grant the 

government full admittance to cell phone carrier systems and cloud-based storage. This means, 

the government would have full access to email, text messages, as well as to all data stored in the 

cloud (Jaycox & Opsahl, 2013). In short, the CISPA legislation may have the potential to reduce 

cyber-attacks, however, it requires further amendment before gaining widespread support. 
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                                                                    Conclusion 

               In the late 1960’s, it was recognized that decentralized government systems were 

making it difficult to access and compile statistics. Thus, the proposition of centralization was 

suggested. A national system would be practical for compiling data, however such a system 

could be vulnerable to exploitation. Consequently, privacy policies were discussed, which led to 

the creation of the Code of Fair Information Practices. The Code of Fair Information Practices 

marked the beginning of an information era, and was the catalyst for the Privacy Act of 1974. 

While the Privacy Act was essential to the security of personal privacy, the legislation only 

protected data in government databases. As a result, legislation was created that would police 

private institutions. These new forms of legislation have proved effective, and provide 

companies with guidelines and rules to adhere to. However, one major issue with past 

legislation, is that online confidentiality and digital rights were not considered. The government 

has recognized this deficit in legislation, and within the last five years has begun deliberating on 

new policy for a digital information age. One such law is CISPA, which is a proposed law that 

would allow companies and government agencies to work together to reduce and deal with 

cyber-attacks. The issue with this modern legislation is that there are both legal and ethical 

implications. While it is reasonable to want to increase digital security, it must be executed in a 

way that does not violate privacy. The final thought is this, personal privacy does seem to be a 

precious commodity, one that can be traded for social privilege. In the end, will it be a fair trade?
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