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                                                                         Abstract 

The unit six research project addresses security and ethical concerns as they relate to the recently 

implemented business system. The Best Widget, Inc. (TBWI) has successfully completed the 

transition from onsite business systems to a cloud-based solution. Consequently, new areas of 

concerns have arisen that are associated with security and ethical issues that may affect company 

data and business operations. TBWI is requesting an official report to be created that addresses 

potential security and ethical problems related to cloud infrastructures. The report should identify 

common issues, explain each concept, and provide suggested recommendations for managing 

these concerns. The primary objective of the research project is to build understanding of the 

potential risks associated with cloud based infrastructures.   

               Keywords: data breaches, data loss, traffic hijacking, confidentiality 
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Unit 6 Research Project 

               Cloud-based solutions offer a plethora of advantages, some of which include 

outsourcing the management and support of infrastructure hardware and desktop software. The 

recently implemented CRM at TBWI has provided the company with a shared platform that has 

enhanced communication, increased productivity through better collaboration, and improved the 

efficiency of the customer service, sales, and marketing departments. While there are numerous 

positive aspects of the new business system, there are also areas of concern that should be 

examined by IT Management–they include security and ethics, as they relate to cloud-based 

infrastructures. TBWI would like to continue using the CRM solution, but would like to identify 

potential pitfalls that may impact business operations and affect the integrity of customer data. 

Thus, TBWI is requesting a final report to be created to address security issues and ethical 

concerns that are associated with using a cloud solution. The report should identify three security 

issues and three ethical concerns, and highlight suggested recommendations for dealing with 

each of the issues. 

                                                                Security Issues 

               The first item in the report identifies and elaborates on three security issues that are 

likely to affect cloud infrastructures. According to the Cloud Security Alliance (CSA), the top 

three threats to cloud computing are data breaches, data loss, and account or service traffic 

hijacking (Cloud Security Alliance, 2013). What exactly is a data breach? A data breach involves 

the unauthorized access to data, which has compromised the integrity of the data (Technopedia, 

n.d.). It is important to note, there is a direct correlation between expanding cloud infrastructures 

and the rise in data breaches (Williams, 2014). In the last year alone, eBay, Michael stores, 

Montana Department of Public Health and Human Services, and Variable Annuity Life 

Insurance Co. all had major data breaches that affected their customer bases (Williams, 2014). 
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Therefore, there is a valid concern of how TBWI data is being accessed and protected in the 

cloud-based CRM system; and as a result, the company should assess technical solutions that 

will address data breaches.  

               Of course, as frightening as a breach in security may be, the loss of data can be equally 

as terrifying. Data loss means that critical business data has been stolen, lost, or destroyed. For 

example, if a datacenter server, housing hundreds of gigabytes of customer data, was physically 

taken from a server room, the ramifications could prove detrimental to business operations and 

permanently damage a company’s reputation. Likewise, a denial-of-service attack (where 

network resources are denied access to authorized personnel), can negatively impact workflow 

processes and affect company revenue (Zecurion, n.d.). One 2014 data loss incident, that 

demonstrates how company data can be easily compromised, a former IRS employee took home 

a USB drive and plugged it into an unsecured network; the USB drive contained twenty thousand 

personnel records (Zecurion, n.d.). When considering the CRM solution that TBWI uses, the 

implications of data loss are no less significant than if the company was managing the hardware 

and software itself. Consequently, TBWI will assess appropriate solutions to address the loss of 

data in the cloud. 

               The third security concerns is account or service traffic hijacking. Hijacking network 

resources could arguably be the most disconcerting of the three threats of security. Hijacking 

resources means that an attacker uses captured usernames and passwords, or other hacking 

techniques, to gain access to company resources (Cloud Security Alliance, 2013). Once the 

attacker has access, they can view, modify, and manipulate data in ways that were not intended, 

which can affect the integrity of data and wreck a company’s reputation (Samson, 2013). Thus, 
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the CRM solution that TBWI currently uses will have to be evaluated, to verify that the 

authentication process and company resources are protected against traffic hijacking. 

                                                                 Ethical Issues 

               The second item in the report discusses three potential ethical issues related to the 

cloud-based business system at TBWI. The three ethical concerns are, can TBWI customer 

telephone numbers, addresses, or email addresses be sold, traded, or disclosed by the CRM 

vendor? Can CRM business data be read or viewed by the third party servicer or any other entity 

other than TBWI? Can security break-ins and hacking attempts remain undisclosed? TBWI trusts 

the CRM vendor with its most important digital asset, its customer data. Therefore, anything that 

could violate a customer’s trust, or affect the company’s reputation, is taken seriously.  

               The first ethical issue is whether are not customer information may be sold or traded. It 

would be highly unethical to allow a customer’s personal information to be used for advertising 

or marketing anywhere but inside of TBWI. TBWI customers trust the company with their 

private information, and the organization will take whatever measures are necessary to maintain 

that trust. In dealing with a cloud-based infrastructure, TBWI will address this concern with the 

CRM provider, and come up with a solution that protects customer data. 

               Another ethical concern is whether or not the CRM vendor has the right to view TBWI 

business data (McDonald, n.d.). It is the position at TBWI–that unless officially expressed 

otherwise–that the viewing of company data by anyone other than authorized personnel is 

unethical and considered a violation of privacy. TBWI CRM data encompasses many aspects of 

the business; for instance, customer data, the details of widget projects, and sales and marketing 

information. Most of this information is considered confidential. There are federal laws that 

protect the full disclosure of financial records (Sarbanes and Oxley) and protect email 
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transactions from being monitored by the government (The Electronic Communications Privacy 

Act); however much of the customer, sales, and marketing information at TBWI is not governed 

by federal law (Surplus Service, 2013). Thus, to address this ethical issue, TBWI will consider 

solutions that will guarantee only authorize personnel are viewing company data. 

               The final ethical concern is whether or not the CRM vendor has the right to withhold 

information related to business system break-ins and hacking attempts (Information Lawgroup, 

2010). Data breaches, loss or theft of data, or data corruption could directly impact the business 

operations at TBWI. Thus, it would be unethical for the cloud vendor to deny TBWI a full 

disclosure of a breach in security. Because the success of the company is directly tied to the 

security of the CRM vendor, TBWI will formulate a strategy that works best for both the CRM 

vendor and TBWI.  

                                                              Recommendations 

               Security and ethics are important concepts that extend into the management and 

administration of a CRM business system, even if that system is based upon a cloud 

infrastructure. After reviewing each of the security and ethical issues, the following 

recommendations have been made to address company concerns. 

               Security Recommendations. The protection of data at TBWI is critical to the daily 

operations at the company. This level of protection should encompass hosted solutions, such as 

the CRM business system. Thus, to reduce data breaches, it is recommended that TBWI work 

with the CRM vendor to harden network security. Because TBWI would like to take a holistic 

approach to security, TBWI will be addressing multiple areas in security. For example, CRM 

vendor firewalls and routers should implement access control lists, strict password compliance 

should be enforced, and the best practices for locking down servers and network gear should be 
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applied to all equipment (Aslan, 2014). To guarantee that the “whole” system is fully secured, 

TBWI expects a third party penetration test to be performed and the report to be disclosed to 

TBWI and the CRM vendor. The penetration test will provide TBWI with the assurance that the 

CRM vendor is doing everything possible to prevent data breaches.  

               This segues into the next security issue of data loss. Data loss can be prevented, or at 

least mitigated, in two ways. The first suggestion is to mandate that the CRM vendor use a third 

party disaster recovery solution, preferably Iron Mountain. Iron Mountain specializes in data 

backup and retrieval, and disaster recovery (Iron Mountain, 2014). By employing the use of a 

backup strategy, TBWI company data can be backed up and stored in a safe offsite location. The 

second data loss prevention recommendation is to use encryption. All data that is encrypted 

while in storage will prevent readable business data from ending up in the public domain. The 

suggested encryption software is Microsoft’s Bitlocker. Bitlocker uses a 128 bit AES encryption 

protocol to protect data that is stored on hard drives and removable media (Microsoft, n.d.). By 

implementing a data backup strategy and encrypting hard drives, TBWI data will continue to 

remain safe inside and outside of the company. 

               The third security issues is account or service hijacking. This issue can be dealt with by 

using two suggested technical strategies. One is to implement an intrusion detection system 

(IDS). An intrusion detection system is a type of network security that continuously scans a 

network for vulnerabilities and can provide reports on hacking attempts (Palo Alto Networks, 

n.d.). Additionally, an IDS can perform an in-depth analysis on data streams, and validate when 

connections are established and where the connections are established from. A second technical 

solution would be to implement a two-part authentication process; for example, a two-part 

authentication would be username and password, and a pin number (Cloud Security Alliance, 
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2013). By implementing an IDS and a two-part authentication access policy, an attacker’s ability 

to hijack traffic will be greatly reduced. 

              Ethics Recommendations. When considering ethics and how ethics affect cloud-based 

solutions, there may not always be a definitive set of standards that can be applied to business 

management; ethics may fall somewhere in-between the law and morality. Thus, it is important 

that TBWI set expectations and clearly defines a set of standards for the CRM vendor to follow.  

              The first ethical concern is confidentiality, specifically customer telephone numbers, 

email addresses, and physical addresses. The personal information of customers must not be 

made available outside the company. Therefore, TBWI will create a contract with the CRM 

vendor (Timmermans, Stahl, Ikonen, & Bozdag, n.d.). In the contract, it will state that customer 

data is private, and must not be sold or traded. As an enforcement measure, it is recommended 

that access to the customer service database be tracked, and reports generated. These tracking 

reports are to be sent to TBWI’s security officer for general assessment. 

              The next ethical issue deals with the CRM vendor accessing, viewing, or making 

changes to company data (Shinder, 2005). All business data is to remain secure, and be 

accessible only by authorized personnel. If an outside entity, including the CRM vendor, has 

access to company data, systems are considered compromised. To monitor and track access to all 

business-related data, it is recommended that file and folder auditing be enabled. Auditing will 

record failed and successful access attempts to a security log (Microsoft TechNet, n.d.). These 

security logs are to be sent to TBWI on a weekly basis to be reviewed by the company’s security 

officer.  

              The final ethical concern is whether or not the CRM vendor has the right to withhold 

information regarding breaches in security. The CRM vendor is charged with providing TBWI 
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with a robust enterprise solution, while at the same time securing physical and logical access to 

company assets. In the case where a breach of security has become apparent at the vendor’s site, 

TBWI is to be notified immediately. It would be unethical to withhold information that could 

negatively impact the business operations at TBWI. As a level of enforcement, it is 

recommended that this condition be clearly stated in the contract between TBWI and the CRM 

vendor (Timmermans, Stahl, Ikonen, & Bozdag, n.d.). Additionally, a clause should be added to 

the contract that states the CRM vendor is required to file an official police report for all break-

ins, data breaches, and data losses. This police report can be used at a later date to substantiate 

liability. Of course, the IDS, database access tracking, and file and folder auditing can all be used 

to assess breaches of security. 

                                                                    Conclusion  

               Over the past six weeks, TBWI has gained an appreciation for IT Management’s role 

and responsibilities in leveraging information technology. IT Management has been responsible 

for successfully implementing a CRM business system at TBWI. The breadth of the 

implementation project started with understanding the building blocks of information 

technology, then moved into IT development and project management, which led to creating a 

business strategy to implement the CRM. Lastly, issues such as security and ethics were 

discussed to provide insight into potential problems that may arise when using cloud 

infrastructures. There were three security issues and three ethical issues that were researched, 

and then recommendations were made to address each concern. If TBWI uses each of the 

security and ethical suggestions, the company is sure to protect company assets inside and 

outside the organization. By incorporating all the knowledge that has been gained over the past 

six weeks, TBWI is guaranteed the greatest chance for success while the company continues to 
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expand into global markets. 
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