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                                                                         Abstract 

The unit five research project expands upon the previous research of business systems, and now 

includes the planning and management of company resources. The planning and management of 

business systems encompass mission statements, critical success factors, and access controls. 

Thus, The Best Widget, Inc. (TBWI) is requesting a report that will outline the planning and 

securing of its information systems. The report is to contain a suggested IT mission statement, 

several critical success factors, and access control issues as they relate to TBWI. Additionally, 

the report should highlight recent technology changes within the company that promote green 

initiatives. The research project is meant to provide the graduate student with increased 

knowledge of information systems, and a better understanding of the roles and responsibilities of 

information technology managers. 
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Unit 5 Research Project 

               Information systems extend beyond the technology itself to include appropriate 

planning and strategic management–this is where IT management plays an important role in the 

overall success of a business. IT management enables, and can even accelerate, technical 

solutions in a way that positively impact all aspects and all branches of the organization. For 

example, the implementation of the CRM at TBWI has integrated the customer service, sales, 

and marketing departments. This new customer-focused platform has increased productivity by 

allowing each of the departments to collaborate on projects, and more efficiently manage 

customer data. Efficiency is exactly what effective IT management looks like.  

               To continue this trend of continued support and development, TBWI is requesting areas 

in planning and management to be researched and reported on. Because the company is taking a 

holistic approach in designing a global business strategy, the company would like to consider an 

IT mission statement, critical success factors, and access controls. Additionally, TBWI is 

concerned about its carbon footprint, and would like to understand more about how recent 

technology changes within the company have positively impacted the planet. A report is to be 

created with a suggested IT mission statement, along with a discussion of critical success factors, 

access controls, and TBWI’s role in the Green Initiative. 

                                                           IT Mission Statement 

               The first item in the report covers mission statements. A mission statement is a 

shortened company or department summary that states its primary purpose or objective. Mission 

statements should be easily understood, distinguished, and brief (Top Nonprofits, n.d.). For the 

IT department at TBWI, the suggested mission statement is: To implement and manage superior 

technology systems, which will drive online innovation and facilitate continued success. As 

TBWI expands into international markets, it is with great certainty that the proper 
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implementation and management of information systems will be essential to global success. 

Thus, this is the reason why the IT department’s core principles include technology, innovation, 

and success. 

                                                         Critical Success Factors 

               The second item on the report assesses critical success factors (CSF) and explains 

implementation strategies. A CSF clearly defines areas of business operations, that when 

properly executed, lead to effective and efficient workflow inside and outside of the organization 

(Brown, Dehayes, Hoffer, Wainright, & Perkins, 2012). CSFs can have short-term and long-term 

effects on business strategy, thus must be carefully designed in a way that will encourage 

company growth, while providing reliable resources to business operations. The four critical 

success factors, as defined by the IT management at TBWI, are: (1) attracting new customers; (2) 

retaining current customer with customer-focused training; (3) continue to innovate; (4) finding 

better chemical and product manufacturers. 

               Once the CSFs have been defined, a strategy should be formulated to make each of the 

critical success factors a reality; this segues into the next topic of CSF implementation. Starting 

with the first CSF–attracting new customers–marketing to customers in international markets has 

never been easier. It is recommended that the IT department work with the sales and marketing 

departments to create websites, YouTube videos, a Facebook page, a Twitter account, and a 

LinkedIn page. By TBWI spending a little time in establishing an online presence, the company 

is guaranteed global exposure, and then can continue building on the foundation of social media 

and social networking (Chandler, 2013). 

               The second CSF is personnel retention and customer-focused training, which can be 

accomplished by installing a training system. One of the chief complaints of exiting employees, 
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which influences customer satisfaction rates (and personnel retention rates), is that there was not 

enough training at TBWI. Therefore, to resolve the training issue, it is recommended that 

Cengage Learning be utilized to provide customer-focused training, and to fulfil any other 

training requirements the company may need. Cengage Learning is a knowledge platform 

offered by Cengage that delivers courses and e-learning material right to Internet browsers on 

computer workstations (Cengage Learning, 2014). Personnel can be easily trained, their 

knowledge updated, and they can continue to gain valuable skills that will help them support 

customers. 

               In the third CSF, TBWI wants to continue innovating new products. The role the IT 

department will play in this CSF is collaboration; more specifically, creating a platform for 

collaboration. As TBWI continues to grow, communicating and collaborating on projects will 

become more difficult; this is due to the differences in time zones and geography. It is the 

suggestion of IT management that the already implemented shared Google platform–Google 

applications and Google Hangouts–be extended to support all new sites. By having a single 

platform where all personnel can work, collaborate, and share information, the innovation of new 

products will be easier, and have a faster time to market. 

               The final CSF, finding better chemical and product manufactures, will eventually lead 

to higher quality widget products at TBWI. To explore more suitable vendors, data should be 

collected and documented. It is the recommendation of IT management that the IT department 

use the Internet to research and gather this information, cleanse the data, and then input it into 

the recently implemented CRM. The engineering staff can then use the available CRM data to 

find better products which can be used to design higher quality widgets. 
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                                                               Access Controls 

               The third item on the report discusses access controls. Access controls limit or prevent 

access to physical and virtual computing resources (Brown, Dehayes, Hoffer, et al., 2012). 

Properly understanding how access controls influence business operations, can be the difference 

between maintaining a successful company, to where breaches in security lead to theft, data 

corruption, and denial of service attacks, which cause the company to fail. Because breaches in 

security can affect a company’s reputation, and thus revenue, TBWI is particularly concerned 

that its access controls may not be resilient enough to endure global expansion. The four areas of 

access control that TBWI would like to understand further are: (1) password log-in; (2) 

protecting hard drive data; (3) limiting and monitoring Internet usage; (4) and securing email 

transmissions. 

               The first access control is computer logins. The systems at TBWI contain confidential 

product information and private customer data. It is critical that these systems be protected from 

being accessed by anyone other than the authorized personnel. To protect and enforce the login 

the process, it is recommended that Microsoft’s Active Directory (AD) be installed, and complex 

password security be enabled. AD is a type of database that manages users, groups, roles, and 

security access to files and folders (Microsoft Developer Network, n.d.). By implementing AD 

with the password requirement, password complexity, such as requiring upper case, numbers, 

and special characters, can be enforced (Microsoft TechNet, 2012). Additionally, logins can be 

audited, tracked, and monitored using AD. 

               The second access control deals with protecting data on hard drives. TBWI has many 

computer workstations and servers that house customer and company data. It is imperative that 

the hard drives that store this data be protected in case of loss or theft of the hardware. In the 
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scenario where the contents of a TBWI hard drive somehow ended up in the public domain, the 

ramifications could prove disastrous. Thus, it is the recommendation of IT management that all 

workstation and server hard drives be encrypted. The suggested encryption software is 

Microsoft’s Bitlocker. Bitlocker is a full disk encryption that encrypts the drive using 128-bit 

AES (advanced encryption standard) (Microsoft, 2010). Using the Bitlocker encryption software 

will prevent unauthorized access to the contents on all TBWI hard drives. It is important to note, 

this technology can be extended to portable storage devices, such as USB drives and external 

hard drives.  

               The third access control has do with how the Internet is used at TBWI. The Internet has 

been deemed an essential tool used by personnel to carry out their day-to-day duties; however, 

care and caution must be practiced, as there are numerous malicious websites that could harm the 

systems at TBWI. Therefore, Internet activities should be governed by the roles and 

responsibilities of each employee, meaning the Internet should be used for work-related duties. 

To enforce this Internet use policy, it is recommended that Websense be installed. Websense is 

an enterprise application that will monitor and track Internet use. The software has features for 

denying and granting access to particular websites and domains, as well as protecting systems 

against malware and providing bandwidth control (Websense, 2014). By implementing the 

Websense security solution, the Internet use policy will be enforced, and computer resources will 

be protected from unwelcomed external activity.  

               The last access control, securing email communication, discusses the protection of 

email while it is in transit. TBWI uses its email system as a primary method of communication. 

Emails can contain business operational information, customer and vendor data, or the details of 

a widget product; most of these emails are considered confidential. As TBWI expands into 
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international markets, securing these emails is crucial to maintaining the integrity of customer 

and company data; thus, IT management recommends that all email communication traffic be 

encrypted. The suggested security technology to encrypt emails is Secure Sockets Layer (SSL). 

SSL is a security protocol that sets up an encrypted link between the sender and receiver, 

allowing a private channel to be created (Digicert, n.d.). This secure channel prevents would-be 

hackers and eavesdroppers from reading the bitstream. The whole process works by a utilizing a 

certificate chain, which each certificate in the chain is digitally signed; meaning, without the 

correct digitally signed certificate, the email cannot be read (Digicert, n.d.). Consequently, all 

email transactions that employ the use of the SSL protocol will be secure while in transit, and 

customer and company data will remain confidential. 

                                                             The Green Initiative  

               The final item in the report elaborates on the Green Initiative, and explains how TBWI 

is working with the movement. The primary objective of the Green Initiative is to reduce 

greenhouse gas emissions, thus slowing down global warming (Campbell, 2007). “Going green,” 

as it is often referred to as, can mean different things to different people. For example, in some 

cases, it means using alternate forms of energy, specifically renewable energy. Renewable 

energy sources would be considered energy from the sun, wind, and water (Renewable Energy 

World, n.d.). However, for businesses, going green usually refers to energy efficient business 

practices. These “green” practices can be as simple as installing energy efficient bulbs, to as 

complex as recycling all materials inside a company.  

               TBWI is proud to say that it supports the Green Initiative. There is one significant 

change the company has recently made that has reduced the organization’s environmental 

impact–the implementation of the CRM system. Before the CRM was installed, there were 
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multiple servers, switches, and routers requiring large amounts of consistent energy; all of those 

systems have been eliminated. Additionally, because the CRM operates in the cloud as a shared 

platform, the need to print reports, scribe notes on paper, and manage projects via paper drafts 

have been reduced an astounding eighty percent. Lastly, before the CRM, the customer service, 

sales, and marketing departments printed all of their customer-focused advertising and support 

materials. Now, all three departments use the available CRM web space for advertising, posting 

digital user manuals, and providing online documentation; this has accounted for a seventy 

percent reduction in paper printing. TBWI will make a vow to continue working on efficiency, as 

it relates to the Green Initiative, as long as it does not negatively affect personnel or business 

operations.  

                                                                    Conclusion  

               The planning and management of business systems are as important as the design and 

implementation stages of the system life cycle. Understanding IT management’s role and 

responsibilities of managing these systems is crucial to supporting the day-to-day business 

operations at TBWI. After reviewing the report, it is also clear that the administration of 

information resources extends beyond business systems. For example, IT managers are 

responsible for a department mission statement, critical success factors, and access controls. 

Additionally, when considered practical, technology should be used in ways that reduce carbon 

emissions, and work with the Green Initiative. Each of the areas in planning and management are 

meant to contribute to the overall success of TBWI. By starting with a strong mission statement–

one that encourages technology, innovation, and success–TBWI is guaranteed strong principles 

that can be applied to business operations; these operations include the CRM, critical success 

factors, access controls, and the Green Initiative. If TBWI implements the recommended 
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processes and business solutions, it is with great confidence that the organization will be ready 

for global expansion. 
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