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                                                                         Abstract 

The unit two research project delves into the topics of managing data and maintaining data 

security compliance. The relative concepts are to be researched and discussed in an official 

report. The report will contain three main parts. The first part elaborates on data security 

compliance laws and how they affect data management. Part two of the report goes into the 

details of data management and explains four aspects of data management. Finally, in part three, 

the report explores capturing data and how it relates to data management systems. The IT 

management project is meant to build knowledge through research and applied learning, and 

teaches the graduate student how to manage information technology components and data 

resources. The data management report will be addressing technology as it relates to The Best 

Widget, Inc. (TBWI) Company, and thus must be written accordingly. 
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 Unit 2 Research Project 

               Critical business data has become vital to the overall success of a company. Of course, 

it is not just the data that is essential to business operations, it is how the data is managed. This is 

where IT management plays an important role within the organization. IT management is 

responsible for designing, implementing, and maintaining various data management systems, 

which in turn will provide the competitive advantage that the business needs to become and 

remain successful. Data management systems include systems such as information management 

systems (MIS), and decision support systems (DSS). It is important to note, in addition to the 

management of data management systems, there are state and federal data security laws that 

govern the protection of customer and client information in these systems. As an IT manager at 

TBWI, the topics of data management systems and data security compliance must be researched 

and then discussed in an official report. The report should contain: two compliance laws and how 

they relate to data management; four aspects of data management; and capturing data using two 

data management systems. 

                                                        Data Management Laws 

               The first item in the report discusses laws that are associated with the protection of 

customer data, which is stored and exchanged using information systems. Although TBWI will 

design, implement, and maintain its information systems, both state and federal data security 

laws must be strictly adhere to. The first law to be covered is the Sarbanes-Oxley Act of 2002, 

commonly referred to as SOX (Sarbanes Oxley 101, n.d., para. 2). SOX specifically deals with 

how financial records, account reporting, and policies and procedures related to finances, are 

handled by an organization. As this is a federal security law, all companies (in all states) that 

manage customer, employee, and company finances are subject to federal regulation. Those 

companies that are non-compliant could face criminal and civil penalties (Sarbanes Oxley 101, 
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n.d., para. 4). The manner in which data management is affected by the provisions of the SOX 

Act is that all information systems should have internal controls. A good example of an internal 

control would be installing Microsoft’s Active Directory to enforce security on all information 

systems. Active Directory could be utilized to implement access control lists (ACLs). These 

access control lists would include discretionary access control lists (DACLs) and system access 

control lists (SACLs). What DACLs and SACLs allow a company to do is manage access, 

control permissions, and perform auditing on data management systems (Microsoft TechNet, 

2005). By implementing Microsoft’s Active Directory, and using access control lists, companies 

can be SOX compliant, while at the same time be prepared for a federal audit. 

               The second law that affects data management systems is actually a set of state-based 

laws, which govern customer privacy and breach notification laws. There are currently forty-nine 

states that have data privacy and breach notification laws (Association of Corporate Counsel, 

2014). Several of these states and the respective laws can be seen in the chart below. (Mintz & 

Cohn, 2014). Note, these are the states where TBWI has offices. 

State State Bill 

California S.B. 1386 

Colorado H.B. 1119 

Delaware H.B. 116 

Florida S.B. 1524 

Indiana H.B. 1101 

Maryland S.B. 486 

 

Much of the state law that governs data security and breach notification is distinctive, meaning 

the legislative wording, compliance, and penalties may vary from state to state; however, there 

are some common characteristics of these laws. For example, most of the laws have components 

that fall into certain compliance categories. These categories include data and consumers  
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protected/definition of breach; the covered entities; notice procedures/timing/exemptions; 

general preemption; notice to regulator; penalties; and private cause of action (Mintz & Cohn, 

2014, p. 2). 

               The scope of data security and breach notification laws have far-reaching effects into 

the management of information systems, especially those that warehouse data. To comply with 

state law, data management systems must be designed, implemented, and maintained with 

security in mind. What this means to the IT management at TBWI, is that data management 

systems must be physically and logically protected, and policies put into place to address 

security breaches, if and when they happen. For data management systems to be physically 

protected, all systems should be secured behind locked doors, and only those requiring access 

will be granted admission into secure areas; these secured areas should require digital access 

badges, and be monitored at all times using security cameras.  

               When considering logically securing data management systems, Microsoft’s Active 

Directory should be implemented and access controls enforced using ACLs, along with 

mandatory, frequent file and system access auditing. Additionally, firewalls and routers should 

be setup with ACLs to protect the company from malicious external activity (NIST, 2009, p. 12). 

The final component of data security state law deals with policy. Breaches are bound to happen 

eventually, and thus must be addressed. Security policies should be created that define personal 

information and state exactly what constitutes as a breach of security; this means that data 

management systems must be well-documented and entities clearly defined (Congressional 

Research Service, 2012). Data security policies should also include what triggers a notice in the 

data management systems, when and how to notify affected individuals, as well as when to alert 

the authorities that a breach of security has transpired. Because TBWI operates in multiple states, 
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and there is no single federal law that governs data privacy and breach notification, reviewing 

each of the data security state laws is critical to the day-to-day operations at TBWI. 

                                                     Aspects of Data Management 

               The second item in the report explains the various aspects of data management. Data 

management encompasses metadata, data modeling, data programming, and access rights.  

The idea of metadata is often referred to as data about data. What this means, is that metadata is 

generalized data elements that have implicit value. Metadata can be data elements defining other 

data resources, physical data and knowledge of an organization, and even instances of 

information dependent on other metadata (Tech Target, n.d.). TBWI could use metadata to 

represent attributes in an entity-relationship model, as well as define the entity classes 

themselves. Fundamentally, metadata is about designing, querying, and reporting on data 

elements that provide insight into business operations, especially those operations that are 

influenced by data management systems. It is important to note, to maintain quality data in the 

data management systems at TBWI, there has to be high-quality metadata (Brown, Dehayes, 

Hoffer, Wainright, & Perkins, 2012).  

               When considering data modeling, the primary objective of a data model is to provide an 

abstract or conceptual representation of data requirements, functions, and processes. There are 

two modeling techniques used in data modeling–a top-down approach and a bottom-up 

approach. In a top-down approach, high-level organization and data requirements are discussed, 

along with enterprise modeling steps that divide processes into functions (Brown, Dehayes, 

Hoffer, et al., 2012). In contrast, a bottom-up approach works by identifying user views from 

databases, defining data elements, and normalizing user views and entities. The top-down and 

bottom-up modeling approaches may address the needs of the organization using different 
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strategies, however they share the common goal of creating maps of business data, which are 

ultimately meant to be used in the development of secure and more robust data management 

systems. Of course, there are data modeling guidelines that relate to both modeling approaches. 

These guidelines include clearly defining the data model objective, scope, outcome, and timing. 

The defined guidelines are: objective, which refers to the data modeling endeavor being justified 

by need; the scope of data modeling includes the careful consideration of the range of the model; 

the outcome of success of the data model is inversely proportionate to the level of uncertainty, 

meaning the greater the uncertainty, the lower the the rate of success; and timing is about starting 

with high-level models, and then filling-in details as each data management is designed, 

implemented, and maintained (Brown, Dehayes, Hoffer, et al., 2012).  

               Data modeling is essential to building secure, robust data management systems. 

Sometimes these data models are used to facilitate the smoother development and programming 

of data management systems, which segues into the next topic of data programming. (San Jose 

State University, n.d.). Data programming is a type of data management development that 

leverages the power of a procedural language (such as 3GL), or a special purpose language (such 

as SQL), to control the input, output, and processing of data elements. At TBWI, each of the data 

management systems contain a Microsoft SQL database, thus understanding data programming 

is essential to the needs of the business. SQL, or Structured Query Language, is a relational 

database. Relational databases organize data into tables, and then relationships can be formed 

between those tables (Microsoft MSDN, n.d.). At a macro-level, SQL houses all the 

organization’s data in a way that provides the greatest use of the data. At the micro-level, SQL 

can be quite complex, containing thousands (if not tens of thousands) of data elements; this is 

where data programming plays an important role in data management.  
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               To properly harness the power of data in a SQL database (and really, a data 

management system), the data has to be manipulated; it has to be well-understood to create 

meaningful relationships between the data elements. Data programming, as it relates to SQL, 

includes writing code to store, modify, retrieve, and delete data. Similarly, code can be written to 

create tables, add rows to tables, add constraints, and execute procedures (Beginner SQL 

Tutorial, n.d.). A few common commands that will be used in data programming at TBWI are: 

SELECT, DELETE, and INSERT–the SELECT statement retrieves specified elements from a 

table; the DELETE statement is used to mark records for deletion; and the INSERT statement 

appends records to existing tables (Microsoft MSDN, n.d.). 

               Metadata, data modeling, and data programming are necessary and central components 

of data management systems; however, if access rights to the data management system have not 

been carefully considered, or have been poorly implemented, the integrity of the data has been 

compromised. To ensure the highest levels of data security are being applied to the data 

management systems at TBWI, data governance will include policies and procedures discussing 

data ownership, data administration, and access controls (Brown, Dehayes, Hoffer, et al., 2012). 

Data ownership will clearly define owners of data and state all associated responsibilities. The 

data administration standards will establish the security guidelines for administrators, as well as 

describe relative responsibilities. Finally, and arguably the most important, access controls will 

be implemented and enforced using company policy. Access controls will include, but are not be 

limited to, Active Directory ACLs on all files and folders, firewall-based ACLs, router-based 

ACLs, and frequently auditing file and system access. In addition to the access controls listed, it 

is suggested that SQL databases use standardized security configurations, as those defined by 

Microsoft. The SQL security features include setting logins to SQL servers; creating fixed server 
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roles; granting permissions via the principle of least privilege; implementing data encryption; 

and integrating common language runtime (CLR) in the SQL server (Microsoft MSDN, n.d.).  

                                                                Capturing Data 

               The third item in the report discusses converting and capturing data, and inputting that 

data into data management systems. The actual process of capturing data, so it will be practical 

and useful to data management systems, can present unique challenges; and depending on what 

type of data management system the raw data is being entered into, the translation of that data 

may require certain formatting or cleansing to achieve high quality data. In review of two data 

management systems, the management information system (MIS) and the decision support 

system (DSS), data conversion and inputs are elaborated on.  

               In a MIS data management system, its primary purpose is to provide managers with 

data that supports effective decision making, as well as provide daily information about business 

operations (Stair & Reynolds, 2006). Because MISs interface with other data management 

systems, such as enterprise resource planning (ERP) and transaction processing systems (TPS), 

data inputs tend to be greater and more complex. Additionally, MISs have external data sources, 

such as customers, competitors, and suppliers, just to name a few (Stair & Reynolds, 2006). 

What this means to TBWI, is that MISs can produce increased benefits when managed properly; 

however captured data must utilize the principles of managing data to control the validity and 

usefulness of the data. For example, MISs tend to have large amounts of data, thus data must be 

defined in simple terms, entered into databases, and then synchronized across all databases 

(McNurlin, Sprague, & Bui, 2008). The primary reason MISs should follow the principles of 

managing data is due to cost, as there is an increased cost associated with managing redundant 

data and data that has not been reconciled across all database applications (Brown, Dehayes, 
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Hoffer, et al., 2012). 

               Another type of data management system is the DSS–the decision support system. In a 

DSS, there is a collection of data elements that consists of procedures, software, databases, 

devices, and even people. The main focus of a DSS is to deliver data and information that helps 

companies in the decision-making process; these decisions can influence other processes, solve 

business problems, and be used to create smoother business operations (Stair & Reynolds, 2006). 

Just like in a MIS, a DSS has multiple inputs, and thus the principles of managing data should be 

applied to the data capture process. DSS inputs would include a model base, internal databases, 

external databases, access to the Internet, as well as access to TBWI’s intranet. Because the raw 

data of DSSs come from many sources, the data itself could be dirty data. Dirty data refers to 

data that is inaccurate, inconsistent, misleading, unformatted, or could be duplicated in current 

data management systems (Janssen, n.d.). To reduce the probability of entering dirty data into the 

DSS at TBWI, the methodologies of managing data should be incorporated into the data capture 

process. These methodologies include the five data standards. Using data standards will ensure 

the data is being correctly assessed and classified, and will decrease the amount of dirty data 

entering the DSS. The five types of standards are identifiers, naming, definition, integrity, and 

usage rights–identifiers describe the unique values of business entities; naming refers to the 

specific names and labels given to data; definition explicitly defines each data type; the integrity 

rule specifies the legitimacy of all data types; and usage rights clearly state the security 

clearances of data types (McNurlin, Sprague, & Bui, 2008). 

                                                                Conclusion 

               Due to data security laws, data management systems and the data they contain, 

necessitate the need to adhere to a strict set of policies and procedures. The federal and state laws 
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that govern data security are meant to protect the privacy and information of employees, clients, 

and customers. The Sarbanes-Oxley Act and state privacy data laws dictate how data is to be 

stored and exchanged, and how breaches of security are to be handled. Understanding more 

about data, such as how metadata, data modeling, data programming, and access rights affect 

data management, can be the difference between operating a well-run, successful business, and a 

business that suffers financial loss and possibly indicted for data security violations.  

               At TBWI, this is why all data is continually examined for its usefulness, its security 

levels, and audited to determine when the data was accessed and who it was accessed by. 

Likewise, even before the data enters the MIS and DSS data management systems, the data is 

assessed for its validity, formatted, and cleansed; this process reduces dirty data, while at the 

same time increasing the quality of data that populates the databases. Of course, there are a 

couple areas of concern–they include capturing and converting the many different types of data 

into TBWI data management systems; and secondly, staying informed about the federal and state 

laws that govern data privacy. While the endeavor of reducing dirty data is always a challenge, 

and the laws that govern data privacy continue to evolve, it is with great confidence that the data 

management systems at TBWI are meeting all compliancy laws, and are being utilized efficiently 

and effectively. TBWI praises the IT department for not only creating data management systems 

that work better for the company, but also systems that protect the company’s greatest asset–its 

customer base. 
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