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  Unit 4 Research Project 

A screenshot of the Wireshark interface displaying the AUTHENTICATION packet. 

 

The channel type for the BEACON frame is 802.11b (0x00a0). 
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The source and destination IP addresses for the TCP packet. The source and destination port 

numbers for the TCP packet: Src 192.168.1.109 Port 2541, Dst 128.119.240.19 Port 80. 

 

The state of protection for the AUTHENTICATION packet is Data is not protected. 
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The Authentication Algorithm in use by the AUTHENTICATION packet is Open System (0). 

 

 

Is the AUTHENTICATION packet being sent by a client system? Or the access point? 

Access point: because the transmitter and source addresses are the same on frame 1740, and the 

AP is known to be 00:13:02:d1:b6:4f. 
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Also, after examining frame 1750, the details of the frame say the transmitter is an AP. 

 

 

What types of cipher suite and authentication keys are available in the ASSOCIATION packet? 

Multicast and Unicast cipher suites TKIP are available with AKM Suite 00-50-f2 PSK and AKM 

OUI 00-50-f2 authentication keys. 

 

Is the ASSOCIATION packet being sent by a client system? Or the access point? 

Access point: because the transmitter and source addresses are the same on frame 1750. 
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The transmitter address, 00:13:02:d1:b6:4f, is associated with the 1750 frame AP detail. 

s  

 

                                                                      Wireshark 

               After reviewing the lab assignment for Unit 4, the 802_11 trace file was selected to be 

downloaded from the classroom Doc Sharing location. The trace file is a captured Wireshark 

session that can be analyzed at a later time, which is great for troubleshooting network problems 

and the efficiency of protocols. In the case of the lab assignment, the trace file provides the 

necessary information for a more detailed assessment. Once the trace file downloaded 

successfully, the Wireshark application was started and the trace file was opened. The first step 

was to select the number one beacon frame; beacon frames send out signals from a wireless 

network just to let hosts know there is a wireless network (Kurose & Ross, 2013). By expanding 

the details below the beacon frame, the destination and source addresses could be determined 

under the IEEE 802.11 Beacon Frame header; the destination address was a broadcast address of 

ff:ff:ff:ff:ff:ff and the source address was 00:16:b6:f7:1d:51. Additionally, the channel type of 

the beacon frame was denoted as 802.11b. 
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               Moving on to the next packet for assessment, frame 1011 was selected. In the details 

pane, under Internet Protocol and Transmission Control Protocol, the source and destination 

addresses, as well as the port numbers could be determined. The source address was 

192.68.1.109, with a port number of 2541; and the destination address was 128.119.240.19, with 

a port number of 80. Of course, utilizing Wireshark to extract IP addresses can be considered 

quite easy; there is more advanced information that can be extrapolated–for instance, the 

information in the details of authentication and association request packets. 

               In this particular lab assignment, the authentication and association request packets 

were analyzed to discover: whether data was protected or not; which algorithms were used; the 

implemented cipher suites; the origins of the packet–did the packet come from a client system or 

a wireless access point (AP)? The analysis required drilling down into the detail pane below each 

of the trace file packets. The algorithm that was used in the authentication packet was Open 

System (which means the data is not being protected); this could be found under IEEE 802.11 

Wireless LAN management frame, in the fixed parameters section. Security was also considered 

in the packet analysis. By selecting the association request packet, and then the Wireless LAN 

management header, multicast and unicast TKIP could be seen under the vendor specific tag. 

Additionally, the key management of PSK could also be viewed under this heading. Finally, 

when trying to determine whether or not the packet was being sent via a client system or AP, this 

information could be found under the Wireless LAN management header. Once the Wireless 

LAN management detail was selected, the fixed parameters could be expanded, and then the 

capabilities could be expanded. The information 1 = ESS Capabilities: Transmitter is an AP is 

displayed; thus, this packet was indeed delivered from an AP. Overall, the lab assignment went 

quite well, and all information could be found using Wireshark and the trace file.  
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