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                                                                         Abstract 

The Domain Name System (DNS) is essential to the operation of the Internet. DNS provides a 

mechanism to resolve a host name to an Internet protocol (IP) address. This resolution takes 

place over a hierarchy of domain servers. Domain servers contain name server information for its 

specific domain level. Each domain level refers to a portion of a web address. Ultimately, DNS 

utilizes Internet protocol versions 4 and 6 to resolve host names and to make a connection 

between hosts. This connection is what allows bits to flow back and forth. These ideas are 

elaborated further on in this research project. 

               Keywords: DNS, IPv4, IPv4, DNS hierarchy 
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                                                           Unit 1 Research Project 

Introduction 

               The Internet is accessed millions of times a day by people browsing the World Wide 

Web. A person who wants to view a particular website, types a web address into an Internet 

browser and the web page is displayed in the browser window. Yet, this would not even be 

possible without a domain name server (DNS). The role of DNS acts as translation service. What 

exactly does it translate? DNS translates or maps a user-friendly name such as www.google.com 

into an associated Internet Protocol (IP) address like 74.125.225.48. This simple, but critical 

function is achievable due to three main attributes of DNS. One, the mappings of IP addresses 

are added to and referenced from a database; they are known as records. Two, this database is 

distributed across multiple domains, which include Internet service providers (ISP’s) (Rampling 

& Dalan, n.d.). And three, DNS stores records other than just host mappings; DNS has 

information about other DNS servers that can be used in completing the user-friendly name to IP 

address translation. 

               It is important to note here, even though the research in this project focuses mainly on 

DNS and how it relates to the Internet, DNS works pretty much the same on any network. For 

instance, most company’s internal networks also employ the use of DNS to translate the user-

friendly names of servers and client computers into IP addresses. Without this automatic name 

resolution (which happens transparently to the user) humans would have to remember IP 

addresses to their favorite web pages, web sites, or computers; this would be quite cumbersome 

to say the least. Of course, the success of DNS is attributed to more than just a database; DNS is 

an organized hierarchy. 
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DNS Hierarchy 

               After discussing the role of DNS, it is evident that the name resolution service is critical 

to the daily flow of Internet traffic. But how exactly does DNS maintain traffic in the most 

efficient manner possible? DNS is able to provide such an essential translation service by being 

organized into a hierarchy. Microsoft (2008) suggests that the architecture of DNS flows from a 

root domain, to top-level domain, then second-level domain, and finally subdomains (Microsoft, 

2008, para. 8).  

               The root domain represents the top of the hierarchy. For example, in the address 

“www.google.com.”, the trailing dot actually refers to the highest level in the DNS domain 

name. The next level in the domain tree would be a top-level domain. Top-level domains relate 

to the country, region, or the organizational type. Some common top-level domains would 

include .com, .net, .gov, and .edu. Second-level names indicate the registered organization or 

individual. For example, in the Web address www.google.com, google would represent a 

second-level domain. This particular level in the DNS hierarchy is important due to the fact that 

these names have to be registered with a DNS domain name registrar. 

               Finally, there are subdomains. Subdomains are added to the left of a second-level 

domain. For example, in the Web address www.scholar.google.com, scholar is the subdomain of 

google.com. Subdomains are important because they give a company the ability to expand or 

grow a DNS tree within an organization. A company can create subdomains that represent many 

things–including business units, departments, product lines, and people, just to name a few. Of 

course, the ultimate goal of the root, second-level domains, and subdomains is connecting to an 

individual machine. This is where DNS and IP addressing come in. 
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IP Address and DNS 

               After reviewing the DNS hierarchy, it is clear that DNS is organized in a way that 

works well for businesses, organizations, and anyone who would like to host a website. 

Subsequently, this same structure is what allows millions of Web surfers to connect to these 

websites. With all the structure that DNS provides, it seems like the task of name resolution 

would be easy; and it would be if there were not billions of devices in use. To undertake the 

monumental task of translating names to these devices, DNS uses IP addresses that are utilized in 

Internet protocols. 

               The most important attribute of IP addresses is that they are unique; meaning that each 

Internet website has a unique IP Address; this addressing distinctiveness allows an Internet user 

to type in a Web address, and for DNS to translate the user-friendly name to the relative IP 

address. To guarantee IP addresses remain unique, addresses are managed by the Internet 

Assigned Numbers Authority (IANA) organization. The IANA is a domain name registry that is 

responsible for maintaining a master list of domain names and who owns them (Brain & 

Crawford, n.d., para. 2). It is important to note, that in most cases, people do not go directly to 

IANA to register websites; hosting services and lower level registrars can register websites and 

IP addresses. When considering the Internet protocols that are used in the translation services of 

DNS, there are two primary conventions–they are IPv4 and IPv6. 

                                                             IPv4 and IPv6 

               For the Internet to operate smoothly and practically, web addresses are translated from 

user-friendly names into IP addresses through Internet protocols. Two Internet protocols 

currently being used by DNS are IPv4 and IPv6. IPv4 and IPv6 have some similarities, but the 

concepts behind each of them are quite different. Some of the similarities would include both 
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Internet protocols are an identification system that uniquely identify a host on the Internet. IPv4 

and IPv6 are also distributed in a DNS database. And finally, both protocols have to be registered 

to a domain via IANA or other registrar service. 

               The differences between IPv4 and IPv6 are wide ranging. The biggest difference 

between the two Internet protocols is the available bits used in IP addressing. IPv4 is 32 bits in 

length or 4 bytes; an example would look like this 222.12.43.532. IPv6 is 128 bits in length or 16 

bytes; an example would look like this 21DA:00D3:0000:2F3B:02AA:00FF:FE28:9C5A 

(Microsoft, n.d., para. 1). This one difference is major and cannot be understated. This would 

mean that IPv4 has 232 available addresses, whereas IPv6 has 2128. (Hazard, n.d., para. 4). IPv6 is 

considered a next generation protocol, and was created to deal with IPv4 running out of available 

addresses.  

               There are also domain record differences, such as IPv4 uses an “A” record and IPv6 

uses an “AAAA” record. IPsec, which is Internet protocol security, is optional in IPv4; however 

is required in IPv6 (Microsoft, n.d., para. 1). Another key difference between the Internet 

protocol versions is that IPv6 uses a different implementation of dynamic host configuration 

protocol (DHCP). DHCP is what allows the distribution of DNS settings to hosted machines. In 

IPv4, IP addresses must be manually configured or used with a DHCP service on a server. In 

IPv6, addresses can be assigned automatically using a stateless address. This automation cuts 

down in the administration of IP addressing, and reduces potential problems associated with IP 

management, such as DHCP scopes and address conflicts. 

Conclusion 

               DNS is essential to the operation of the Internet, as it provides a mechanism to resolve a 

host name to an IP address. This resolution takes place over a hierarchy of domains. Without a 
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name resolution service, humans would have to remember IP addresses to navigate the Internet 

(or to connect to computers). DNS uses two Internet protocols to translate user-friendly names 

into IP addresses; they are IPv4 and IPv6. IPv6 would be considered a next generation protocol 

and will eventually replace the older IPv4 protocol. Overall, understanding DNS, the Internet 

protocols, and all associated technologies around DNS will make a person better at 

troubleshooting, designing, and engineering computer networks. 
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