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                                                                          Security 

                Rainforest (RF) has recently implemented the recommended enterprise solutions and is 

now ready for a security consultation. Securing networks can be a complex process. There are 

numerous security-related issues that must be considered. For instance, computer crime, privacy, 

viruses, and disaster recovery are just a few of the topics that must be factored into securing 

networks. The security discussion at RF should include typical concepts such as internal and 

external hazards, and the recommended solutions to be used to secure the network. It is also 

important that the security strategy include employee health and disaster recovery. If RF can 

successfully implement the recommended security solutions, the organization can maintain the 

most efficient, effective, and secure information systems. 

                                                               Security Discussion  

Computer Waste and Mistakes  

                The first topics that must be evaluated in computer security are computer waste and 

computer mistakes. Computer waste refers to the inappropriate use of computer hardware and 

software. Examples of computer waste would include: employees playing games (when they are 

supposed to be working); decommissioning hardware and software that may still have some use 

to the company; and, employee browsing the Internet or sending out e-mails that is unrelated to 

work (Stair & Reynolds, 2012). There are common computer mistakes such as “data-entry, errors 

in handling files, mishandling of computer output, and equipment malfunctions” (Stair & 

Reynolds, 2012, p. 409). These types of activities can be controlled by implementing policies 

and procedures (Information Management Mistakes Wreak Havoc in the Public Sector, 2008). 

Policies will clearly define company expectations to employees about games, e-mail, and 

Internet use. And, procedures will define the process for decommissioning both software and 
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hardware. Another recommendation would include creating a user manual. A user manual will 

provide a single location for operating procedures and documentation for applications.  

                Likewise, to moderate computer-based errors, data and computer systems must be 

monitored. To reduce computer mistakes, SiteScope Multiview from Hewlett-Packard (HP) is 

the recommended solution. SiteScope Multiview will generate notifications for applications and 

systems that are malfunctioning or displaying alerts (Hewlett-Packard, 2014). By using 

SiteScope Multiview to detect problems in software and hardware, the issues associated with 

data integrity can be quickly assessed and resolved. 

Computer Crime  

                Computer crime is a form of crime that targets computers systems, telecommunication 

systems, and networks; these threats can be internal and external. The first part of computer 

crime prevention will be securing the physical equipment. Servers and telecommunication 

systems are essential to day-to-day operations; these types of equipment should have limited 

access and be behind locked doors. The second part of a computer crime prevention strategy is 

locking down equipment that end-users have access to. By using security cables to physically 

secure phones and workstations to end-users’ desks, there can be a reduction in the theft of 

equipment. 

          Angry or disgruntled employees can pose logical threats to the security of computers, thus 

servers and computer systems must be monitored for anomalous activity. These activities would 

include: employees accessing data that they should not have access to; employees copying large 

amounts of data to external drives or the Internet; and, employees installing software that 

violates company policies. It is recommended that Rainforest installs SEP to monitor the network 

for suspicious activity. SEP has built-in intrusion detection, can report on data being copied to 
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external sources, and can provide reports on application installation (Symantec Corporation, 

2014). 

         External events can negatively impact business systems and the flow of data. These 

malicious activities include social engineering, dumpster diving, identity theft, and 

cyberterrorism (Stair & Reynolds, 2012). Social engineering is a form of manipulation that 

extracts information, such as passwords, from unsuspecting employees. Dumpster diving is the 

activity of going through a company’s trash containers looking for usernames, passwords, and 

other information that could be used to harm a company. Identity theft is the theft of a person’s 

digital identity, and used to impersonate them to commit crimes. Cyberterrorism is a type of 

computer crime that leverages hacking to advance social or political agendas.  

          The recommended security solution to stop social engineering is to train employees on 

what social engineering looks like, and not to give out information unless the person has been 

properly identified. To stop dumpster diving, garbage bins should be secured with locks as well 

as monitored via security cameras. To moderate data breaches due to external hacking activities, 

it is recommended that a firewall be installed. Fundamentally, firewalls operate by allowing 

access to approved network locations, and denying access from unapproved network locations. 

Thus, implementing a properly configured firewall can reduce cyberterrorism and identity theft 

by controlling the flow of data. 

Viruses and Malware  

          Viruses are the types of software programs that are meant to damage or steal data from a 

computer system. Malware are programs that load viruses, along with logic bombs, rootkits, 

Trojan horses, variants, and worms; these types of programs are meant to hurt businesses by 

destroying data, interrupting business processes, and stealing company data (Stair & Reynolds, 
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2012). The recommended solution to monitor, clean, and quarantine these malicious programs is 

to install SEP. SEP has the ability to scan the network looking for these types of applications, 

and takes immediate action upon detecting viruses or malware (Symantec Corporation, 2014). 

Additionally, employees should be trained not to click links or open attachments in suspicious e-

mails, as these may also contain viruses and malware. It is also recommended that Rainforest 

create policies describing what is considered appropriate use of e-mail, the Internet, and instant 

messaging. 

Privacy Concerns 

          The invasion of privacy can hurt a company’s sales and damage its reputation.  

Privacy concerns include several elements of security, such as: protecting employee and 

customer data; monitoring e-mail, Internet use, and instant messaging inside the organization; 

and, following laws. Organizations are required by law to adhere to a long list of federal 

regulations that govern privacy (Stair & Reynolds, 2012). Three significant federal regulations 

that will influence privacy at Rainforest are the: (1), Electronic Communications Privacy Act of 

1986; (2), Gramm-Leach-Bliley Act of 1999; (3), and, Sarbanes-Oxley Act Of 2002. The 

Electronic Communications Privacy Act of 1986 outlines communication in transit, storage, as 

well as “record dialing, routing, addressing, and signaling information without a search warrant” 

(Stair & Reynolds, 2012, p. 431). Gramm-Leach-Bliley Act of 1999 requires protecting customer 

data from public access. The Sarbanes-Oxley (SOX) Act of 2002 forces a company to monitor its 

accounting activities; SOX’s main objective is to protect customers from fraudulent activities 

(Spears & Barki, 2010). It is recommended that Rainforest create policies that detail how 

company data should be accessed, stored, and transmitted; for example, data should be stored in 

secure areas only, and transmitted across secure connections. RF policies should contain the 
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federal regulations that Rainforest is required by law to follow. Likewise, the policies should 

include that e-mail, Internet, messenger services, and telephone use are all monitored and 

tracked. And, as equally important, it is recommended that employees attend training once a 

year, where ethics and company policies and procedures will be reviewed. 

Disaster Recovery 

          Once the Rainforest network has been secured, disaster recovery must be considered. 

Business operations can be impacted by disasters; disasters can include fires, water damage, 

natural disasters, and other major technical problems. It is recommended that Rainforest 

anticipates these disasters and creates contingency plans. To protect RF’s digital assets, data can 

be backed up regularly and stored offsite using Iron Mountain. Iron Mountain is a disaster 

recovery company that offers a plethora of data management services and solutions; including, 

data backup, archive, and recovery (Iron Mountain, 2014). And, in the case of onsite data loss, 

Iron Mountain can be contacted to return the last set of backups for immediate restoration. It is 

also important to have redundant hardware systems in place, or close at hand. Having the ability 

to restore failed server and telecommunication equipment is imperative to maintaining the 

natural flow of business operations.  

          Additionally, if the budget permits, it is recommended that Rainforest maintains a cold 

site, warm site, or hot site (Redhat, 2014). These types of sites refer to external facilities that can 

be used in the case of a complete loss of services at the main site. A cold site, and the least 

expensive, is a facility where a new operation can be built; note, there will be delays in services 

with this solution as computer resources will have to be acquired and brought online. A warm 

site carries this one step further, and has equipment ready to be turned on. A hot site, and the 

most expensive, is an exact duplicate of the core infrastructure at the main site, and just needs the 
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last backups to be restored to become fully operational. Once the exact disaster recovery strategy 

has been decided on, it is recommended that the details be written into policies and procedures, 

so that employees will know exactly what to do in the case of data loss. 

Employee Health  

          Factoring in employee health into a security strategy creates safe and efficient workplace. 

There are many factors that influence employee health at work, such as: poor lighting, noisy 

environments, long-term sitting [without breaks], and poorly designed work areas (Stair & 

Reynolds, 2012). Consequently, severe health symptoms can develop with long-term exposure to 

these types of conditions. For instance, carpal tunnel syndrome (CTS) involves wrist and arm 

pain that can be quite excruciating, and may even require surgery to resolve. Computer vision 

syndrome (CVS) is a type of eye strain that can cause headaches and blurred vision (WebMD, 

n.d.). Of course, even if employees do not develop severe health symptoms, the stress that 

employees must endure while working in harsh environments can negatively impact productively 

and performance. 

          To reduce these work stressors, it is recommended that work areas are to remain well lit 

and as quiet as possible during business hours. Additionally, it is important that employees have 

mandatory breaks through the day. These rest periods will reduce symptoms associated with 

long-term computer use, as well as provide employees a mental break from work. One final 

recommendation is that employee work areas should be made ergonomic. Ergonomic describes 

the science of designing work areas that are safe, comfortable, and efficient (Stair & Reynolds, 

2012). This can be accomplished by providing chairs that allow for good posture while sitting, 

and positioning computer resources that can be used comfortably and efficiently while working. 

By providing employees with the best working conditions, productivity and performance can be 
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maximized. 

                                                  Summary and Concluding Discussion 

          Designing a security strategy is important to the overall implementation and administration 

of a secure network. The essential components of a security strategy should include: computer 

waste and computer mistakes; computer crime; viruses and malware; privacy concerns; disaster 

recovery; and, employee health. By creating policies and procedures, employees can have a 

better understanding of how information and data is supposed to be handled at Rainforest. 

Likewise, by installing the suggested software systems, RF will be able to meet federal 

regulations, while at the same time providing the highest levels of security to protect the 

network. Finally, by factoring in employee health into the security plan, Rainforest can provide a 

safe place to work. By understanding each of the topics related to security and implementing the 

suggested solutions, Rainforest can create an efficient, effective, and secure network. 
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