
 

 

Topic 1: Analyzing Mobile Devices 

One aspect of forensics procedure is to secure and analyze mobile devices. What types 
of tools can be selected for use in mobile device investigations and how are they used 
during the investigation? What types of evidence can be retrieved from mobile devices 
and where are they physically located? 
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So many mobile devices 

When we talk about “mobile” devices, what we really mean is any device that a person 

can carry with them. However, often times the word mobile means a phone, specifically 

a cellular or smart phone. It is important to note, forensic investigators should learn how 

to retrieve evidence from all mobile-type devices, not just phones. Thus, to better 

understand the complex methods and techniques associated with the evidence 

collection in mobile devices, research was done to find tools that would assist the 

forensic investigator. But first, what is meant by evidence in mobile devices? Many 

modern digital devices are very much like computers, as they have data storage, RAM, 

CPUs, and applications. For example, today’s smartphones have games, calendars, 

contact storage, email, office applications, and other personal and professional 

software. Tablets, slate computers, e-Readers, ultrabooks, laptops, netbooks, and 

proprietary devices such as Chromebooks, all are mobile, and all have the potential of 

containing data that would be considered evidence. 

 

The numerous digital devices on the market make the forensic investigator’s job just 

that much more difficult. To help the investigator with the evidence collection process, 

many tools exist. These tools have different features and functions, but all aim to collect 

evidence. In my research, I came across an excellent article from Detective Cynthia A. 

Murphy, Developing Process for Mobile Device Forensics. Murphy explores the 

concepts of digital forensics as they relate to mobile technologies. For instance, she 

explains what ESN, MEID, MIN, and MDN are. ESN is the electronic serial number; 

MEID is the mobile equipment ID; a MIN is a mobile identification number; and a MDN 

is a mobile directory number (Murphy, 2013). Two important items that should be 

examined when collecting evidence are the SIM and SD storage. A SIM card contains 

mobile information---which is unique---that allows the customer to make phone calls. 



 

 

Because this card contains private information which can be used to identify the 

customer, the phone number, and the mobile carrier, obtaining the SIM will become 

critical to case. Likewise, many mobile devices have SD cards. SD cards are types of 

storage devices which extend the mobile device's storage capacity. These storage 

cards can contain applications, personal and company information, as well as logs and 

usage reports that may be used as evidence in a court of law (Ware, n.d.). Additionally, 

mobile devices use RAM to store and run applications. Thus, learning how to properly 

obtain SIM cards, SD cards, and the contents of RAM will be essential in the evidence 

collection process. 

 

It is important to note, mobile devices found at a crime scene should be treated just like 

any other piece of evidence, and processed using digital forensics best practices that 

are safe and secure. When it comes to specific tools, I found four tools which basically 

are Swiss Army tools (they have features that address “mobile” evidence collection). 

The tools are Cellebrite, CellDEK, Oxygen Forensic Suite, and XRY/XACT (Murphy, 

2013). What exactly do these tools do? All four of these mobile forensic tools have the 

ability to do six things; they are examining CDMA, GSM, iDen, and the SIM card, as well 

as performing a logical dump and a physical dump. What is meant by a logical dump is 

the extraction of the mobile device’s entire operating system. A physical dump is taking 

the flash memory of the device and moving it into a static file. This means, if the forensic 

investigator uses any one of these tools, they will have access to the mobile device’s 

unique information, SD cards, flash memory, and operating system---all of which 

contain evidence, and which can ultimately become admissible as evidence in a court of 

law. 
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Topic 2: Network Traffic Analysis 

What are some of the tools for network traffic analysis? Discuss at least two tools for 
network traffic analysis along with their key capabilities. What is the importance of log 
files in digital forensics? 
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Uncommon Free Analyzers 

As a forensic investigator, there will be the need to not only learn evidence collection processes, 

but to also know how to use network analyzers. Network analyzers are just how they sound; they 

are used to analyze network traffic. Why are network analyzers important? These analyzers can 

be used to troubleshoot problems on networks (such as dropped packets, switching, and routing 

issues), they can peer into packets to view packet content, and can be used to increase network 

performance. When it comes to a forensic investigation, network analyzers (and their reporting) 

can be used to identify a suspect, as well as detect machines and network gear that have become 

the target of a crime. 

 

After reading several of the posts here, I realize I could not choose some of the most popular 

network analyzers, i.e. Wireshark, Nmap, TCPDump. So, I went after a special 

niche, free analyzers. Some of the best free network analyzers out there are NetXMS and Xymon 

(Tabona, 2015). 

 

NetXMS is a network analyzer/monitoring tool which can be used on small and large networks. 

The software has nine main features. They include (NetXMS, 2015): 

 

 


         Has enterprise management and monitoring features 



 

 


         High-performing and scalable 


         Has distributed monitoring capability 


         Automated discovery of networks 


         Event processing which is easy to use 


         Built-in business impact tools 


         Easy to deploy 


         Integrates well with other products 


         Built-in support for many operating systems 

When viewing the software, I noticed there were tabs for object details, alarm browser, event 

monitor, event configuration, and event processing policy. See the picture below to view more 

details of the software. 

 

 

http://www.gfi.com/blog/wp-content/uploads/2013/07/NetXMS.png 

http://www.gfi.com/blog/wp-content/uploads/2013/07/NetXMS.png


 

 

 

Next, I reviewed Xymon. Xymon is web-based network analyzer utility, rather than a standalone 

software application. It has basic features such as performance and real-statistics, reporting 

capability, and network monitoring. A couple great features of the analyzer include historical 

data and graphical performance graphs. Examining the software, I noticed you had to add each 

host into the interface, and then you could drill down and view things like that host’s IP 

addresses, online/offline status, CPU cycles being used, memory utilization, and storage device 

information. I like the idea of a web-based console, because the software can be accessed and 

used anywhere on the network, as long as the person is authorized to run it. For other details of 

the software, take a look at the picture below.  

 

 



 

 

 

http://a.fsdn.com/con/app/proj/xymon/screenshots/38027_132294653477765_6403314_n.jpg 

I would like to point out, both NetXMS and Xymon can be administered from Linux/Unix 

computers, but only NetXMS has been ported to run on Windows-based machines. 

 

NetXMS and Wireshark 

 

The main difference between NetXMS and Wireshark is, Wireshark is more of just a packet recorder/packet analyzer, 

whereas NetXMS is more robust and offers desktop management features. For example, NetXMS can restart 

processes and send reboots to host machines. NetXMS also has a built-in script engine, which allows an 

admin to send out scripts and packages in an automated fashion. Of course, this isn't to say Wireshark 

doesn't serve it's purpose. Wireshark specializes in packet capture, and as such, has a ton of features 

and functions just meant to record packets. For instance, Wireshark has decryption support for IPsec, 

ISAKMAP, Kerberos, SNMPv3, etc., which aids in packet analysis.  
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Internet and Network Forensics and Intrusion Detection 

Mobile devices of all types are used by almost everyone and these include smartphones 
and tablets. A forensic case is likely to involve a mobile device. This unit explains the 
evidence that you can get from a mobile device, as well as tools and techniques for 
getting evidence from a cell phone. You will also learn about network forensics including 
an understanding of network packets and examining routers and firewalls for forensic 
evidence. 



 

 

 

Outcomes 

After completing this unit, you should be able to: 

 Evaluate tools and techniques for mobile device forensics. 

 Examine network device logs for evidence in a forensic case. 

Course outcome(s) practiced in this unit 

IT550-3: Select forensic analysis tools for securing digital evidence and investigations. 

 

 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete Alternative Assignment. 

 Complete the optional Learning Activity. 

 
 

Textbook Reading: 

Read Chapters 11 and 12 in System Forensics, Investigation, and Response. 

 



 

 

 
 
 

Attending live Seminars is important to your academic success, and attendance is 
highly recommended. The Seminar allows you to review the important concepts 
presented in each unit, discuss work issues in your lives that pertain to these concepts, 
ask your instructor questions, and allows you to come together in real time with your 
fellow classmates. There will be a graded Seminar in Units 1 through 5 in this course. 
You must either attend the live Seminar, or you must complete the Seminar alternative 
assignment in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

The Seminar will look into Unit 5 topics along with the Assignment. 

Remember, if you do not participate in the weekly Seminar, you need to complete the 
alternative assignment. 

 

Unit 5 Assignment 

Outcomes addressed in this activity: 

Unit Outcomes: 



 

 

 Evaluate tools and techniques for mobile device forensics. 

 Examine network device logs for evidence in a forensic case. 

Course Outcome: 

IT550-3: Select forensic analysis tools for securing digital evidence and investigations. 

View the Rubric below for more information 



 

 

 

 
 



 

 

 


