
 

 

Topic 1: Forensics Copy 

There are specific laws in the United States that are applicable to email investigations. 
As a forensic expert, it is critical that you are aware of the relevant laws as failure to 
adhering to the laws can render evidence inadmissible. Discuss two laws in the United 
States that are relevant to email investigations. 
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Know the law 

Up until now, most of the discussion boards have been about what processes an 
investigator should use to carry out investigations, i.e., identifying evidence, collecting 
evidence, and analyzing evidence. As important as these steps are, knowing which laws 
affect investigations is equally important. A particularly important part of an investigation 
can be email, specially collecting and reviewing email that may eventually become 
evidence. To make sure any email collected during an investigation will be admissible in 
court, certain laws that govern digital communications should be well-know; two of these 
laws are ECPA and SCA.  
 
ECPA, or Electronic Communications Privacy Act, was a law created in 1986 to govern 
and regulate how law enforcement should acquire electronic communications; for 
example, email meant to be admissible in a court of law (Digital Due Process, 2010). 
Because ECPA was created so long ago, there tends to be some disagreement on what 
should be allowed to be seized. For example, if an electronic document is stored on a 
computer, it is protected by the Fourth Amendment. Also, because nearly everyone has 
a mobile device these days, the standards in the ECPA do not clearly define whether 
there is a difference in “stored” email, versus “email in transit.” This raises a few 
concerns for me as well. For instance, if an email is stored in my mobile phone, does 
ECPA grant law enforcement complete rights to access the email, as well as other data 
that may be stored in the phone? This seems like it would be a pretty slippery slope. 
People’s phones these days carry bank account information, personal contacts, and 
other private data. If we are indeed protected by the Fourth Amendment, it seems like 
ECPA could be a way for law enforcement to get around basic rights. Of course, as an 
investigator, it is still crucial to know about ECPA. ECPA will prevent the illegal wiretap, 
capturing, and disclosure of any electronic communication (Digital Due Process, 2010). 
I would like to point out, ECPA has undergone a few “updates” (to include things like 
email), but still has a long way to go in addressing topics like cloud storage, the myriad 
of communications at social networking sites and text messaging, and dealing with how 
much access should law enforcement have. 
 
SCA, or Stored Communications Act, 18 U.S.C. § 2701, has to do with email stored at 
hosting services (EFF, 2014). For example, Google’s Gmail would be a hosted email 



 

 

service, or even a local ISP. As an investigator, there may be the need to acquire email 
from an email service, this is where knowing about SCA will be vital to an investigation. 
SCA protects users and customers of all electronic communication services; and thus, if 
accessed without authorization, not only has a crime been committed, the emails will 
become inadmissible as evidence. 
 
For evidence to be admissible in court, both ECPA and SCA laws should be strictly 
adhered to. This usually means that a warrant is required before acquiring the emails. It 
is worth noting, even once a warrant has been obtained, and the emails have been 
acquired, the investigator still cannot disclose the contents of the email to anyone, 
outside of those directly connected to the case, and only when practical. The idea is that 
privacy still be maintained, and to protect the evidence. Ultimately, it is the investigator’s 
responsibility to make sure all evidence is acquired properly, handled in a secure 
manner, and then presented to law enforcement. 
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Topic 2: Uncovering Hidden Evidence 

Describe the methods by which suspects hide, encrypt, or password protect 
incriminating evidence. What procedures are used by the suspect to hide files on the 
suspect drive, or formatted media? How does the computer forensics investigator 
examine hidden, password protected, or encrypted files with forensics tools? 
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Knowledge is power 

Eventually, forensic investigators are going to come across files, folders, media, and passwords 

that need to be broken into. Criminals will oftentimes lock or secure files, so it will be the 

investigator’s responsibility of getting around the security mechanisms. 



 

 

 

So, how exactly would a person “hide” data? Data-hiding techniques include manipulating files, 

modifying disk properties, using encryption, and hiding data in alternate data streams and slack 

space. One of simplest ways to hide data is just by altering file names and file attributes. For 

example, let us say we had a file named Sample.doc. It is obvious by the extension, that this file 

is most likely a Microsoft Word document. Just by changing Sample.doc to Sample.hhh or 

Sample.xyz, the file is no longer associated with MS Word. You could carry this a step further, 

and add the file attribute from not hidden, to hidden. The file would disappear, and the only way 

to see it is to use the Folders option in the Control Panel to show hidden files, or use the 

attrib.exe command, with the –h option. 

 

(Khanse, 2012) 

 

 

Other ways to hide data is to take a known partition, that has an assigned drive letter, and to just 

remove the drive letter. To do this, let us say you have a partition, you copy a large amount data 

to the partition. Then, using the Disk Management tool (in Microsoft), you select the partition 

and the “remove” option. This will remove the drive letter, thus hiding the partition with the 

data. It would be a good idea for the forensic investigator to use Disk Manager to view partitions, 

and if there are ones without letters, to assign it a letter. Then, they will be able to examine the 

data on the partition. 

 

(Microsoft TechNet, n.d.) 

 

 

When we talk about steganography, what we mean is that hidden messages, or types of data, are 

contained in media. Steganography is commonly used for watermarking and digital 

fingerprinting pictures, and other forms of media. The issue with steganography is that, while it 

has practical purposes, the technique can be used by criminals to hide information. For example, 

the tool MP3Stego is a utility meant to hide information in MP3s. Once data has been hidden in a 

file, that file can be passed along to other people, or contained in the operating system, which can 

go completely undetected. 

 



 

 

(Westphal, 2010) 

 

 

Another interesting way to hide data is to use something called alternate data streams (ADS). I 

have already made several comments on ADS, so I will keep this short. An ADS is part of the 

OS file system, and is used to store things like icons, file attributes, and file system information. 

In brief, a criminal could use an ADS to store things like viruses, malware, and stolen/personal 

information. To figure out if an ADS has been utilized, Microsoft has a tool called streams.exe. 

This tool will allow an investigator to scan a system for alternate data streams. 

 

(Marlin, 2013) 

 

 

A forensic investigator will come across documents and files that have some form of password 

on them. A password protected file does not always mean the file cannot be accessed and read. 

For instance, even a password protected file can be opened in something like notepad or a 

hexeditor. Then, the contents can be further examined. If that does not return any kind of 

evidence, there are professional applications available to crack passwords. In my research, I 

found PDF Password Recovery, to crack PDF files (Undopdf, 2015). For Office related apps, the 

application AnyPassKey Office Password Recovery can return the passwords for Excel, Word, 

and PowerPoint (AnyPasskey, 2015). Zip files passwords can be cracked using SmartKey ZIP 

Password Recovery (Eric, 2013). This just goes to show you, for many password protected files, 

there are ways to break into them. 
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Acquire Evidence from Media Devices 

This unit addresses the various aspects of acquiring evidence properly from popular 
applications such as the email and the chat applications like Skype®. This unit covers 
the technology and standards used in computer forensics to perform this evidence 
acquisition and some of the tools commonly used by forensics technicians when dealing 
with various types of applications. The methods by which these tools are used to extract 
images and analyze data from the various media types will also be discussed. 

 

After completing this unit, you should be able to: 

 Evaluate tools and techniques for acquiring data from email and chat 
applications. 

 Examine techniques for acquiring and analyzing hidden data from hard drives 
and other storage media. 

Course outcome(s) practiced in this unit: 

IT550-3: Select forensic analysis tools for securing digital evidence and investigations. 

What do you have to do in this unit? 



 

 

 Complete assigned Reading. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete Alternative Assignment. 

 Complete the optional Learning Activity. 

 

Textbook Reading: 

Read Chapters 5 and 7 in System Forensics, Investigation, and Response. 

 

 

 

Attending live Seminars is important to your academic success, and attendance is 
highly recommended. The Seminar allows you to review the important concepts 
presented in each unit, discuss work issues in your lives that pertain to these concepts, 
ask your instructor questions, and allows you to come together in real time with your 
fellow classmates. There will be a graded Seminar in Units 1 through 5 in this course. 
You must either attend the live Seminar or you must complete the Seminar alternative 
assignment in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

The Seminar will review the Unit 4 topics and Assignment, along with cell phone 
forensics and tools. 

Remember, if you do not participate in the weekly Seminar, you need to complete the 
alternative assignment. 



 

 

Unit 4 Assignment 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Evaluate tools and techniques for acquiring data from email and chat 
applications. 

 Examine techniques for acquiring and analyzing hidden data from hard 
drives and other storage media. 

Course Outcome: 

IT550-3: Select forensic analysis tools for securing digital evidence and investigations. 

View the Rubric below for more information 

 



 

 

 



 

 

 
 


