
 

 

Topic 1: Cybercrime 

Put together a list of five different types of cybercrimes that you are aware of and explain 
your understanding of one of them, including the type of digital evidence that will be 
associated with it. 

Cite your references in APA style. The expected length initial input is 200-300 words. 

 

Edward Jackson 
5/14/2015 8:36:53 PM 

Cybercrime must be stopped 

No initial research would be good without first defining what the main topic is---today’s main topic 

is cybercrime. According to Interpol (n.d.), cybercrime is a type of crime that targets computer hardware and 

software (Interpol, n.d., para. 1). An interesting fact about cybercrime is that it is carried out remotely, most 

of the time using the internet. This detail makes cybercrime a threat to any online machine or network 

device, and is considered a global concern. In my research, I found a great resource from AICPA, or the 

American Institute of CPAs. The document I came across is The Top 5 Cybercrimes, by Tommie Singleton. 

The five cybercrimes summarized by Singleton are tax-refund fraud, corporate account takeover, identity 

theft, theft of sensitive information, and theft of intellectual property. I honestly did not even realize 

tax-refund fraud was such a big issue; however, according to Singleton, in 2011 there was $6.5 billion 

refunds that were reportedly fraudulent. This means that cybercriminals have hit the gold mine when it 

comes to carrying out digital crime. The second cybercrime is the corporate account takeover. Initially, I 

thought this just meant the takeover of a corporate domain or networking account, such as login credentials. 

However, what it actually means is hijacking a company’s corporate bank account, meaning gaining access 

to the organization’s bank to steal money. This is actually a growing problem, with a reported $100 million of 

corporate losses in 2009. The third cybercrime (and all too common) is identity theft. How I understand 

identity theft, is a cyber-criminal will steal credentials and personal information of another person in hopes 

of impersonating that individual. Once the cyber-criminal has been successful, things like accessing bank 

accounts, medical care, buying things online, and even obtaining employment, can all be carried out under 

a false identity. I have actually had my credit card information stolen twice; both times I had to work with my 

bank, disable the current credit card, and receive a new card. The fourth cybercrime is theft of sensitive 

data. To me, this means a cyber-criminal accesses computer networking systems in an authorized manner, 

and then takes employee, customer, and client data that they should not have. I know in 2014, there were 

several high profile data theft incidents, including Home Depot and Target. Finally, the fifth cybercrime is the 



 

 

theft of intellectual property. Intellectual property is not quite what it used to be. Property used to be printed, 

distributed, and placed on some form of physical material. In the digital world, intellectual property is ones 

and zeros, and can be mass distributed to the entire globe within minutes. This makes enforcing copyright 

laws nearly impossible. Digital intellectual property, once it hits the internet, can be easily copied, sent in 

emails, uploaded to FTP servers, become part of online torrent sites, and can be directly shared from 

computer to computer. This ease of use has allowed cybercriminals to illegally mass reproduce copyrighted 

material, where there is almost no chance of repercussions from the actual owner. 

 

Of course, with each of these types of cybercrime comes some form of digital evidence. With tax-refund 

fraud, the digital evidence can be phishing scams, malware meant to steal personal information, and even 

purchases of data made on the black market to acquire tax information. In a corporate account takeover, 

the digital evidence would include email attachments, malware, other malicious software intended to gather 

information (like a Trojan horse), and even access logs. Hackers may use their own tools, or canned tools, 

to exploit weaknesses in systems to gain access; these access attempts may leave traces of their 

activities; traces become evidence. Identity theft can leave a trail of evidence. For example, unknown 

purchases popup on a victim’s account, new credit lines are opened, account usernames or passwords are 

suddenly changed, and unusual email activity (emails the victim did not send). Any kind of strange activity in 

one’s bank account, email services, instant messaging, and other online services can potentially become 

evidence. When sensitive data has been stolen, audit logs for file and folder access can become digital 

evidence. Likewise, any real-time network scans, intrusion detection system reports, and time stamps can 

become digital evidence. Finally, when it comes to the theft of intellectual property, the evidence is the 

stolen property itself. For example, if the owner of the property looks for their digital products online, and it 

pops up on torrent sites, personal websites, and other business-ran websites, the location of the property 

becomes digital evidence. If the owner really wanted to remove their content from a site, they could contact 

the webmaster, the domain hosting service, or even local authorities. 

 

(Singleton, 2013) 
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Edward Jackson 
reply to David Llorens Alicea 

5/13/2015 7:58:12 PM 
RE: Cybercrime 

Good post, David. The five cybercrimes you listed are quite common crimes. I think out of all of them, 

intellectual property law, and the infringement thereof, is probably the hardest to enforce in a digital era. I 

can remember a time when posting things online was a direct violation of property rights (unless you were 

the actual owner). Nowadays though, it is much harder to know who owns what. Social networking actually 

facilitates the mass distribution of intellectual property, largely content that is not owned by the respective 

sites. I do believe “services” will be the wave of the future, where physical media and content will not really 

exist; people will just pay to maintain a service---for example, services such as Hulu, Netflix, and Pandora. 

  
Edward Jackson 
reply to Cheri Tate 

5/15/2015 8:47:29 PM 
RE: Cybercrime 

Hi, Cheri, it’s good to see you again! I only have one more class after this class (I’m pretty excited about 

that). The cybercrimes you listed are definitely popular. I know that digital copyright infringement is on the 

rise, with no stopping in sight (for now). Back a few courses ago, I did some research into DRM, digital rights 

management. The problems with DRM solutions are that they can be costly and can become quickly 

outdated. The internet, with the mass distribution of digital content, is making it extremely difficult to protect 

intellectual property. I do believe that streaming services will eventually reduce the theft of intellectual 

property. The way I look at it, is that why would someone steal something that most people are having 

streamed? I pay a negligible amount of money for Pandora, Netflix, and Hulu, which leads me to believe 

that streamed applications, music, and movies will start to reduce online piracy, eventually.  

 

 

 

Topic 2: Computer Forensics Cases 

Based on your review of Reading materials for Unit 1, explain your understanding of the 
importance of Daubert Standard in digital forensic cases. 

Cite your references in APA style. The expected length initial input is 200-300 words. 

 
Edward Jackson 

5/14/2015 8:29:33 AM 



 

 

Use Best Practices 

The Daubert Standard is the result of a court case decision between Daubert v. Merrell Dow 

Pharmaceuticals Inc. This particular case was about children being born with birth defects due to the 

pharmaceutical drug Benedectin (Law School Case Briefs, n.d.). The significance of the standard was the 

creation of rules or a minimum set of standards that should be used during the collection of and uncovering 

of evidence. These rules are used by the court system to decide whether or not the correct scientific 

procedures were followed during the collection of evidence, and if not, the evidence is not admissible in 

court. Thus, adherence to the Daubert Standard is critical to digital forensics. In respect to Daubert v. 

Merrell Dow Pharmaceuticals Inc, Dow claimed there was no link to birth defects using their drug, and that 

Daubert had no admissible evidence. 

 

In my research, I found five factors that are a part of the Daubert Standard, which all are required for 

evidence to be admissible. They are: (1) testing, (2) peer review, (3) error rate, (4) standards, and (5) 

acceptance (Legal Solutions, 2014). Considering each of these factors, the question of testinghas to do 

with whether or not the evidence, or uncovering the evidence, has been independently tested; you would 

not want bias or corrupt practices to be used when the integrity of the evidence is essential to providing 

admissible evidence. Thus, it is also best to use a third party, respectable service. For the peer review, if a 

particular scientific procedure is going to be used, has the procedure been reviewed by the scientific 

community? You want to make sure acceptable practices are always being used, otherwise, it could affect 

the status of admissible evidence. Likewise, if a procedure is going to be implemented, you need to know 

exactly what the rate of error is. This means, if a procedure returns false positives, or failures in general, 

how often is that rate of return? This is important to know because if a scientific procedure is being used that 

has a high failure rate, this would definitely affect how much weight the evidence will carry in a court case. 

Like any procedure, there are certain standards that affect the methodology in evidence collection. If for 

some reason you are using a procedure with a weak methodology, or not following the standards during 

evidence collection, there is a good chance that the evidence will become questionable; you do not 

want questionable evidence. Finally, any scientific procedure used in evidence collection should not only be 

accepted, it must be accepted by the relevant groups of people and scientific communities. Just because 

you may be using a solid scientific procedure, does not mean it will be accepted for collecting a specific kind 

of evidence. It is always better to use best practices when collecting evidence, and those will be ones that 

meet all five of these factors. 
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Edward Jackson 
reply to Katchy Chinwe Chizoba 

5/14/2015 6:42:10 PM 
RE: Topic 2 

Hey, Katchy, good to see you again. It looks like you covered all five of the factors from the Daubert 

Standard. What I find interesting about these standards, is just the question of, what did they do before the 

Dauber Standard? I mean, the court case was in 1993, and I am sure there were 

computer-related/digital-type crimes long before that. I guess the need for digital evidence standards really 

popped up once computers went mainstream. Even though there are five factors, I wonder if any one factor 

is more important than the other? I would probably say "acceptance" is the greatest necessary factor. I am 

actually pretty excited to be in this class. I am hoping to integrate what I learn in here into my everyday work. 

 
 
 
Edward Jackson 

reply to Tanya Guyder 
5/15/2015 9:11:18 PM 

RE: Computer Forensics Cases 

Hello, Tanya, you bring up an excellent point about evidence collection. If specific, scientific procedures are 

not followed during the collection of evidence, problems may arise and the evidence could be deemed 

corrupted or inadmissible. This does raise the question, what exactly would be considered good or best 

practice? I believe this is where the Daubert Standard comes in. It defines factors that should be considered 

with all scientific procedures that are used to collect digital evidence. I think if a particular procedure is not 

accepted by the scientific community or if common standards are not explicitly followed, evidence could be 

thrown out. This could be particularly bad if company data, personal customer information, or even a 

person’s life is at risk. 
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Introduction to Forensic Evidence and Crime Investigation 

In Unit 1 you will learn about what actions and tactics constitute a cybercrime and how law 
enforcement uses digital forensics to investigate this type of crime. During 
implementation of this digital forensics process, you will be introduced to the differences 
between physical and electronic evidence associated with computer and terrorist crimes. 
In addition, you will learn about forensics tools and how they are used in the course of a 
digital investigation. 

 

Outcomes 

Course outcome(s) practiced in this unit: 

 Examine what actions and tactics constitute a terrorist security breach and 
how law enforcement uses digital forensics to investigate this type of security 
breach and cyber-crime. 

 Differentiate, at a high level, between the types of evidence associated with 
computer crimes: testimony, physical, and electronic evidence. 

 Examine the types of digital forensic analysis and general guidelines for any 
forensic work. 

 

What do you have to do in this unit? 

 Introduce yourself to classmates and professor. 

 Complete assigned Reading. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete Alternative Assignment. 

 Complete the optional Learning Activity. 

 

Textbook Reading: 

Read Chapters 1 and 2 in System Forensics, Investigation, and Response. 

 



 

 

 
 

Attending live Seminars is important to your academic success, and attendance is highly 
recommended. The Seminar allows you to review the important concepts presented in 
each unit, discuss work issues in your lives that pertain to these concepts, ask your 
instructor questions, and allows you to come together in real time with your fellow 
classmates. There will be a graded Seminar in Units 1 through 5 in this course. You must 
either attend the live Seminar or you must complete the Seminar alternative assignment 
in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

The Seminar will review the Unit 1 topics and Assignment, disk data forensics, and 
associated tools. 

Remember, if you do not participate in the weekly Seminar, you need to complete the 
alternative assignment. 

Option 2: Alternative Assignment: 



 

 

The alternative assignment consists of reviewing the recording from the live Seminar and 
then submitting a paper of at least 3 pages in length that presents an overview of the 
topics covered during the Seminar. The paper must include at least one citation to a 
research paper relating to one of the topics from the Seminar. Your paper should be in 
APA format and cite all references used. Submit to the Seminar Dropbox. 

Unit 1 Assignment 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Examine what actions and tactics constitute a terrorist security breach and 
how law enforcement uses digital forensics to investigate this type of security 
breach and cyber-crime. 

 Differentiate, at a high level, between the types of evidence associated with 
computer crimes: testimony, physical, and electronic evidence. 

 Examine the types of digital forensic analysis and general guidelines for any 
forensic work. 

Course Outcome: 

IT550-1: Analyze forensic methods used to investigate security breaches. 

View the Rubric below for more information 

 



 

 

 



 

 

 



 

 

1 – Violate 1 criminal law AND Computer is used to commit a crime 

 
 

2 – diff types of evidence 

 

 
3 – e-discovery 



 

 

 
 
 

 
 


