
 

 

IDPS Effectiveness and Primary Takeaways 

You will discuss topics related to ethical hacking, information risks, and security 
techniques which hackers will seek to circumvent. 

IDPS Effectiveness and Primary Takeaways 

Topic 1: IDPS Effectiveness 

During the lab activity, you gained experience using SNORT. Based on that experience 
(and any other IDPS experience you have, if any), discuss the benefits and limitations you 
see with IDPS. What does IDPS do really well? What are some of its shortcomings, and 
how can those be addressed? Is there ever a situation where an organization would be 
justified in not using an IDS, IPS, or both?  
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Snort is good 

The primary advantage of SNORT over another IDPS is that it is open source; it is free. The benefits of 

using SNORT is that it can be implemented as a network intrusion detection system (NIDS), there is a 

packet sniffing mode where packets can be captured and analyzed in real time, and finally, SNORT can 

operate as a packet logger (Chapple, 2003). The packet logger works like the sniffing functionality, except 

data is dumped into a traffic file; this file can then be analyzed at a later date. SNORT is actually quite easy 

to install, which leads some people to believe that SNORT is not a complex tool, or that SNORT results 

could not possibly be as good as paid-for software; this would be a false assumption. SNORT is actually 

quite developed, and is considered the world’s most deployed intrusion prevention software (Cisco, n.d.). 

Cisco (n.d.) states that SNORT's open-architecture has contributed to its success. The basic methodology 

that SNORT uses is rapid response, greater accuracy, and high adaptability. 

 

Some of the limiting factors of SNORT is that it is considered pretty old and static in design. Today’s 

networks are quite complex, and are considered dynamic in nature. According to Cisco (n.d.), modern 

network security requires a “contextual awareness,” of which, SNORT was never programmed for. The lack 

of this awareness built into SNORT means that automating useful alerts becomes a huge challenge, which 

the entire alert process usually includes manually sorting through tons of alerts, both good and bad, positive 

and false positive ones. However, even with these challenges, SNORT can prove quite powerful, because 

it does generate these alerts, and at a TCO much lower than paid-for software. I would also like to point out 

[another limitation], any IPS or IDS cannot completely prevent security threats to a computer network. To 

properly reduce (or prevent) threats to a network, there needs to be layered defenses. Hardening the 

security of routers, switches, firewalls, and servers should be included in a security strategy. Likewise, 

implementing an IDS and an IPS should be considered a critical part of any security plan. I would also go as 

far as to say, anti-virus, anti-malware protection, data loss prevention systems, and regular auditing should 

all be a part of an enterprise security strategy. Only when a holistic approach is taken to security, the 

highest levels of protection can be achieved. It would also be critical to proper train IT staff on how to use 



 

 

tools like SNORT. Because SNORT has reporting capability, it would probably be a good idea for regular 

reports to be generated, so that they can be used to look for potential hacking problems (those people that 

are performing regular hacking attempts against a company). The Cisco reference I used was a pretty good 
read of SNORT and an IPS; feel free to check it out. 
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Topic 2: IT 542 Takeaways 

Now that you are at the end of the course, consider the security of information you use, 
have access to, or for which you have stewardship. What have you learned in this class 
that will help you contribute to the security of that information? How can you help others 
also contribute to increased information security? Are there any activities that you think 
would qualify as ‘ethical hacking’ that you could do relative to information you work with? 
If so, discuss.  
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The takeaways are great 

I have learned several important things in this class. One, I now know what a SQL injection looks like, and 

how [untested] web forms can be exploited. I have also learned why securing ports, firewalls, and hardening 

systems is as important as physically protecting computer network systems. It was not all that long ago 

when employers thought “physical” protection was all that was required. I think with all the recent breaches 

in security, companies are beginning to realize just how important security is. I thought the footprinting we 

did in Unit 2 was pretty interesting. It actually showed us what kind of information could be gathered 

remotely, which, by the way, is quite a lot.  

 

When we learned about distributed attacks, I realized that the power of many computers could be 

harnessed to attack a victim. These distributed attacks could also be completely silent, persistent, and a 

company will not even realize it is being attacked. The social engineering aspect of hacking is still alive and 
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well. One thing I now know for sure, is that human component of any company is the weakest link in security 

chain. Social engineering, whether it be an email, a phone call, and an instant message, can prove quite 

effective in gathering information, and can even get a hacker into a company. In Unit 5, I found the incident 

response portion of the assignment very practical. I could see using something like this where I work, just in 

digital form. Perhaps added to a work order ticket, or into a web page via a web form. I think the main thing 

I learned in this class is that ethical hackers are needed, and needed in a big way; normal security 

measures are just not enough. To catch a hacker, you need to think like a hacker. I hope companies realize 

the importance of ethical hacking, and start staffing more ethical hackers in the near future. 

 
 

Defensive Technologies 

You will now focus on two very important defensive technologies used to protect the 
resources from attack, as well as detect the occurrence of an attack. These two 
technologies are generally known as Intrusion Protection System (IPS) and Intrusion 
Detection Systems (IDS). In the past five years, products incorporating both have 
emerged, these as IDPS’s are referred to. These two types of systems are comprised of 
some of the tools you have already studied and some additional tools you will study in this 
unit. 

Outcomes 

After completing this unit you should be able to: 

 Configure an intrusion detection system to detect a network-based attack. 

 Recognize IDS signatures, rules and other IDS components. 

 Analyze an IDS report to distinguish between false positives and true 
positives. 

Course outcome practiced in this unit: 

IT542-4: Recommend security solutions to address discovered vulnerabilities. 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete the Alternative Assignment. 



 

 

 Complete the unit Quiz. 

 Complete the optional Learning Activity. 

 Review Program Portfolio. 

 
 

Read Chapter 15: “Defensive Technologies” in your textbook. 

The course ends with a focus on defensive technologies. Now that you have learned 
some of the techniques and processes used by the hacker, as well as the proper way to 
document and report an attack, it is now time to focus on how the ethical hacker can help 
an organization to establish a defense against future attacks. This is a difficult challenge 
as information technology infrastructures continue to become more complex and 
sophisticated. Still, there are some well-known tools and techniques that can help to 
provide reasonable levels of security and this unit’s Reading will introduce you to those 
tools and techniques. 



 

 

 



 

 

 
 

Attending live Seminars is important to your academic success, and attendance is highly 
recommended. The Seminar allows you to review the important concepts presented in 
each unit, discuss work issues in your lives that pertain to these concepts, ask your 
instructor questions, and allow you to come together in real time with your fellow 
classmates. There will be a graded Seminar in Units 1 through 6 in this course. You must 
either attend the live Seminar or you must complete the Seminar alternative assignment 
in order to earn points for this part of the class. 

Option 1: Attend the Seminar: 

During the Unit 6 Seminar, the instructor should briefly review the sixth lab, ensuring that 
you understand the goals and expectations of the lab activities. 

 

Assignment 6 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Configure an intrusion detection system to detect a network-based attack. 

 Recognize IDS signatures, rules and other IDS components 

 Analyze an IDS report to distinguish between false positives and true 
positives. 

Course Outcome: 

IT542-4: Recommend security solutions to address discovered vulnerabilities. 

 



 

 

 
 



 

 

 
 


