
 

 

User Security Education and System Hardening 

Topic 1: User Security Education 

You have probably received some form of information security education, either in your 
workplace, school, or other settings. Discuss a situation where you received security 
education. How was it delivered? How long did it take? How often, if ever, did you receive 
refresher or update training? Was the training effective? Why or why not? If you have 
never received such training, discuss what you think should be included in such training 
and why it would be effective?  
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We need more 

At one of my previous jobs, we did receive security training. Each year, every employee was required to 

complete a security awareness course, however, I believe it was lacking in real security-related issues. The 

delivery of the content was through software known as NetLearning. NetLearning is web software where a 

company can send content to NetLearning, and they will adapt it to a web-driven interface. The idea was 

that employees be given a NetLearning ID, they log into the web portal, and then complete any scheduled 

training. My problem was not with the delivery---it was actually quite good---my issue was with the content 

itself. The course content did include important security concepts like password complexity and not giving 

out passwords, however, did not include things like what if you see someone’s password written down and 

out in the open, phishing attempts, more advanced forms of social engineering, and was even missing the 

concept of tailgating (people who wait or just follow behind authorized employees into secure areas). I also 

thought that a single security did not fit all. I believe IT staff should have received more advanced course 

content. Because IT is charged with supporting thousands of people, computers, and servers, it would have 

been nice to understand more about port scanning, denial-of-service attacks, why black hats do the things 

they do, and how they do it. It was all missing from the security training. The security we had did have plenty 

of text, a little bit of audio, and one or two videos. Nonetheless, I think the material could have been a lot 

more thorough.  

 

Now, if we zoom to the job I have now, the security training is better, but still needs a lot of work. The course 

material is delivered over the web, and text, audio, and video are used. I do like the fact there are even little 

quizzes all along the way, just to make you’re paying attention. Even though the security concepts are a 

little more involved, they are missing the more advanced concepts that every IT person should know, but 

does not. I think it is should become mandatory that every IT person receive 6 hours a year of advanced 

security concepts training. The training should include things like what viruses, worms, and malware look 

like when running on machines, how to check ARP and DNS cache, how to mount proper defenses, and 

explain the many ways hackers break into networks. This ethical hacker course has really opened my eyes 

to what is missing from security training. I think we all know by now password complexity is important; we all 

know not to give out our passwords; we even know what phishing attempts look like. Thus, the security 

awareness training is not a one-size-fits-all course, nor should it be. 
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Topic 2: System Hardening 

System hardening is the term used to improve a system’s security incrementally making it 
more and more difficult for a hacker to breach it. Research and discuss some best 
practices in system hardening. Describe any hardening approaches you have seen used, 
if any.  
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Holistic Approach 

According to the University of Colorado (2012), hardening security is about layering different levels of protection 

(University of Colorado, 2012. For example, we all know installing anti-virus, and keeping it up to date, is pretty a 

necessity these days. However, anti-virus alone will not prevent a breach in security or cyber-attack. The first step in 

hardening security is education. System administrators and InfoSec teams must be educated on common security 

weaknesses, well-known exploits, and traditional areas of attack. Once this particular knowledge has been gained, then 

there are multiple areas of computers which should be protected. The first area, as already discussed, is installing 

anti-virus software and maintaining updates. The next area has to do with malware in general, and usually requires 

anti-malware software, or some kind of enterprise-level monitoring system. Once those two areas have sufficient 

protection, next will be to make sure operating systems are fully patched, and that there is some kind of system in place 

to install patches quickly and efficiently.  

 

For us, we use several desktop management enterprise applications to deliver updates; one of them includes using 

Microsoft WSUS. An easy way to prevent someone from connecting to computers is to enable each workstation’s 

firewall, and then manage which ports should be open (through the imaging process or via group policy); all unused 

ports should be blocked by default. If a company needs to remotely access machines, then port 3389 (RDP) can be 

opened, but only to specific people in specific Active Directory groups (Microsoft, n.d.). Other great ways to harden 

system security is by locking down applications, application updates, and disable user’s ability to install applications. All 

applications should be installed by authorized staff only, or even better yet, managed at the enterprise level by a 

desktop engineering team. Group policies could also be created to enforce password complexity, enforce password 

expirations, and manage how often passwords can be reused.  

 



 

 

As for unneeded, or not used embedded applications and services, these should be disabled if possible. For example, 

if PC games are not to be used at work, then the games should not be installed. Likewise, if printers are not to be 

shared, the printer sharing service should be disabled. Finally, to further harden security---and manage it at an 

enterprise level---intrusion detection, intrusion prevention, data loss prevention, and enterprise anti-virus software can 

be installed on servers, which will be used to monitor the network and computer environments. When combining all of 

these security mechanisms into one security strategy, a more holistic approach can be taken to security, and computer 

and network systems will be hardened.  
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Investigating and Responding to Security Incidents 

As an IT professional, you must recognize and accept that eventually you will need to 
respond to a security incident involving our organization. Each individual’s role in that 
response will differ — some will have to address consumers, partners, or the media in a 
public way, while others will work behind the scenes to shore up the organization’s 
defenses. You will investigate incident response more deeply and specifically in this unit. 

Internal to the organization, incident response should involve a process often referred to 
as ‘post-mortem’, which literally means ‘after death’. Usually a security incident does not 
lead to the death of the organization, but post-mortem is still an appropriate way to 
describe the work that must occur after a breach has happened. Incident post-mortems 
include such activities as identifying the root cause(s) of the breach, ensuring such 
vulnerabilities are addressed so they cannot be exploited again, cooperating with law 
enforcement when necessary, and dealing with any public relations fallout that may 
occur. Many of these activities are sometimes unpleasant, but they are crucial to 
improving security, and the ethical hacker will recognize the value of this work. The 
learning content will help you understand how and why such work is part of the ethical 
hacker’s role in an organization. 



 

 

Outcomes 

After completing this unit you should be able to: 

 Interpret symptoms of system vulnerabilities. 

 Identify breaches or risks to systems via scanning. 

 Recommend mitigations for identified vulnerabilities. 

Course outcomes practiced in this unit: 

IT542-4: Recommend security solutions to address discovered vulnerabilities. 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete the Alternative Assignment. 

 Complete the unit Quiz. 

 Complete the optional Learning Activity. 

 

Read Chapter 13: “Social Engineering” in your textbook. 

This chapter addresses recent developments in social engineering and social media 
security attacks. Currently, greater than 80% of all successful hacking attempts involve 
some form of social engineering, often with the use of social media as an attack vector. 
Ethical hackers must learn to recognize such risks to the organization and educate users 
to do the same. Further, the Reading discusses appropriate ways to prepare for and to 
respond to events that impact the organization’s information security. Recommendations 
include use of password managers, browser security features, physical protections, and 
user in-service education. A multi-pronged approach to organizational information 
security is recommended and discussed. 

 



 

 

 



 

 

 
 

Attending live Seminars is important to your academic success, and attendance is highly 
recommended. The Seminar allows you to review the important concepts presented in 
each unit, discuss work issues in your lives that pertain to these concepts, ask your 
instructor questions, and allow you to come together in real time with your fellow 
classmates. There will be a graded Seminar in Units 1 through 6 in this course. You must 
either attend the live Seminar or you must complete the Seminar alternative assignment 
in order to earn points for this part of the class. 

Option 1: Attend the Seminar: 

During the Seminar, the instructor will briefly review the lab, ensuring you understand the 
goals and expectations of the lab activities. 

Assignment 5 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Interpret symptoms of system vulnerabilities. 

 Identify breaches or risks to systems via scanning. 

 Recommend mitigations for identified vulnerabilities. 

Course Outcome: 

IT542-4: Recommend security solutions to address discovered vulnerabilities. 



 

 

 



 

 

 


