
 

 

Topic 1: Hijacking Techniques 

A variety of session hijacking techniques have been developed with new techniques 
continuing to be developed. Using the Kaplan library and the Internet, research session 
hijacking techniques. Select a session hijacking technique or threat and summarize the 
technique as well as the threat it presents to the person or organization being attacked. 
Be sure to include references to the source of your research and try to select a session 
hijacking technique that has not already been discussed. 
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When I was researching session hijacking, I learned that session IDs are just authenticated sessions, where they are a 

sort of credentialed token. The reason session IDs are of interest to black hat hackers is---if session IDs can be taken 

over---the user’ session (and the user) can be impersonated (InfoSec Institute, 2015). What is interesting about session 

hijacking, there is something called session fixation. In session fixation, a criminal hacker sets up a session in advance, 

and then waits for a victim to connect. Upon connection, if whatever application the user is using does not specifically 

verify that the server created the session ID, then the criminal hacker will have instant access to the session.  

 

When I went looking for a popular session hijacks, I found an article at gizmag, Firesheep session hijacking tool 

makes public Wi-Fi useless. Using the Firefox browser, a criminal hacker can download the add-on application, 

Firesheep. Once Firesheep is installed, a simple click on the Start Capturing button will allow a black hat hacker to 

collect all session IDs traversing a wireless network (Quick, 2010). It works by exploiting the fact that wireless 

cookies contain session credentials. Once the criminal hacker has the session IDs, they can connect to sites like 

Facebook and Twitter, and impersonate the actual user; they will have the exact access to the website that the original 

user has. Now, how does someone protect against this kind of attack? Well, there are two ways. One way is to not use 

public Wi-Fi (of course). The second way is to encrypt all communication. You could use SSL. SSL sets up a secure 

connection between server and client, thus protecting the session information (Schofield, 2010). The problem with this 

"encryption" is that websites must employ the use of SSL; many sites do not. Hence, you're better off not using public 

Wi-Fi if security is your concern. 
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Topic 2: Incident Response 

 
Using the Internet, identify an incident where a company or other organization has 
suffered a security breach. Research the incident, paying particular attention to the way in 
which the organization responded to it. Post a summary of the incident, followed by your 
assessment of the organization’s response. Did the company respond appropriately and 
in a timely manner? Why or why not? 
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My article comes from USA Today, and discusses a security breach in a health care company. Anthem, Inc. is a health 

insurance company that has 80 million customers. Anthem computer systems were broken into, and all of their 

customer’s names, social security numbers, addresses, etc., were stolen. However, medical information was not taken, 

so this incident did not fall under HIPAA regulation. I’m guessing the information was taken to be used for identity theft 

or to fill in someone’s SPAM database. Anthem did respond right away, saying that they were victims of an external, 

sophisticated cyber attack. Because Anthem exists in fourteen states, this became a federal issue. Consequently, 

Anthem contacted the FBI, and now the FBI is investigating the security breach. Something I did find interesting, 

something Anthem did to inform their customers, was to create a website. The website, www.anthemfacts.com, is 

where all the Anthem customers can go to find out which information was stolen and how it affects them. The company 

also setup a toll-free number at 877-263-7995. I believe the Anthem Company did a pretty good job handling the 

http://www.anthemfacts.com/


 

 

security breach, all things considered. The article goes on to say that Anthem is an exemplary example of how a 

company should deal with a security breach. Anthem was prompt to notify the public, they alerted the FBI, and they 

setup a website and hot line number. You cannot ask for anything else. 

 

(Weise, 2015) 

 

 

 

After reviewing the article, it got me thinking about incident response. I wanted to know more about how companies 

should respond, something more of a formal plan. Upon searching, I found Responding to IT Security Incidents, at 

Microsoft. Microsoft outlines ten steps for incident response. Without going into too much detail, they are: “(1) Make an 

initial assessment; (2) communicate the incident; (3) contain the damage and minimize the risk; (4) identify the type and 

severity of the compromise; (5) protect evidence; (6) notify external agencies if appropriate; (7) recover systems; (8) 

compile and organize incident damage and cost; (9) assess incident damage and cost; and finally, (10) review the 

response and update policies” (Microsoft TechNet, n.d.). Please checkout my reference link if you would like to read 

more. 
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Understanding Network Traffic Analysis 

A skilled attacker can effectively use sniffers, session hijacking, and denial of service to 
attack an organization’s network and technology. Consequently, the ethical hacker must 
have a thorough appreciation and understanding of these three threats. Unit 4 is 
designed to develop that understanding. 

Despite all of your best efforts to help your organization protect its network and resources, 
eventually your network and resources will experience an attack. The techniques you are 
developing in this class are intended to help you defend against such attacks, but there is 
the likelihood that eventually an attack will succeed at penetrating the organization’s 
defenses. Incident response addresses how you respond to the incident and the actions 
involved in that response. You will also address the organizational and the legal aspects 
of incident response. 

Outcomes 

After completing this unit you should be able to: 



 

 

 Use appropriate tools to capture network traffic in order to perform a threat 
analysis. 

 Analyze network traffic for threat analysis. 

 Prepare a network traffic and performance baseline definition report 
summarizing traffic and behavior patterns. 

Course outcomes practiced in this unit: 

IT542-3: Analyze the methods used by ethical hackers to perform security tests. 

 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete the Alternative Assignment. 

 Complete the unit Quiz. 

 Complete the optional Learning Activity. 

 Read the following chapters in your textbook: 
 Chapter 11: “Sniffers, Session Hijacking and Denial of Service Attacks” 
 Chapter 14: “Incident Response” 
 The Reading begins by focusing on three specific forms of network attack: sniffing, 

session hijacking, and DoS (and DDoS) attacks. These attacks are among the 
most common and the most devastating attacks performed by a hacker. The 
ethical hacker must understand these techniques and must also be able to help an 
organization prevent such attacks. The second part of the Reading focuses on 
preparing for and responding to an attack. You will read about the proper way to 
document and report an incident, both from the organization’s perspective and 
from a more legal perspective. 

 



 

 

 



 

 

 
 

Attending live Seminars is important to your academic success, and attendance is highly 
recommended. The Seminar allows you to review the important concepts presented in 
each unit, discuss work issues in your lives that pertain to these concepts, ask your 
instructor questions, and allow you to come together in real time with your fellow 
classmates. You must either attend the live Seminar or you must complete the Seminar 
alternative assignment in order to earn points for this part of the class. 

Option 1: Attend the Seminar: 

During the Seminar, the instructor should briefly review the fourth lab, as well as review 
the key concepts from the textbook Reading. 

 



 

 

 



 

 

 
 
 
 


