
 

 

You will discuss topics related to ethical hacking, information risks, and security 
techniques which hackers will seek to circumvent. 

Wireless and Web Exploit Research 

Topic 1: Wireless 

Research the Internet and published research to find a recent wireless exploit that is not 
discussed in the textbook. Provide a brief summary of the exploit and the threat that it 
poses to an organization. Also, identify a recommendation for how an organization can 
protect itself from the exploit.  
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Non-Hacker Wireless Exploit 

The wireless exploit I have selected is a little different than most of the ones pasted here. I came across an 

article in the New York Times, from 1/25/2015. When we think of wireless exploitation, we usually picture 

some kind of criminal hacker breaking into a system. However, what happens when the exploit is being 

carried out by a company? That’s right, in my article, the wireless exploit I found is being done by Verizon, 

as in the carrier service. So, how it works---normally when a customer visits a website with special features 

or configs, oftentimes a cookie is generated. This cookie may contain tracking information, settings, and 

other data that can be used for advertising. Additionally, cookies may store user credentials (hopefully in 

cyphertext), form data, and autocomplete information. Well, if a user wanted to erase their cookies, which is 

their right, they would access a clear cookies feature, and all that “custom” information would be deleted. 

Verizon takes cookies a step further, and tracks their customers around the Internet using something that 

has come to be known as supercookies. These supercookies are not erasable and permit Verizon to track 

and advertise to its customer base. The downside to supercookies is that if Verizon can use them, so can 

criminal attackers. For example, a hacker can use these supercookies for footprinting, covert tracking, and 

profiling targets. I believe the customer should always have the ability to erase browser history, this includes 

things like cookies as well. To me, Verizon is violating its customer’s privacy by: (1) not telling their 

customers there is built-in, non-erasable tracking; (2) not providing their customers with a delete option. The 

author in the article makes several valid points about how security is important, but being violated every 

day. He says that of course Google and Facebook have very little security, but, at least he could just avoid 

using those. When it comes to a mobile phone, there isn’t much he can do if his telephone carrier service is 

going to spy on him, short of not using a mobile phone. My main problem with Verizon doing this is that they 



 

 

think it is okay to spy on their customers, especially if it is only for ad-marketing reasons. I do not agree with 

this. If I pay for a service, tracking and marketing should be fully disclosed to me.  

 

Now, how can this exploit be prevented? Well, it can’t…not if you want to remain a Verizon customer. There 

are plenty of other carrier services you could switch to, but the real question is, are they any better? I think 

security has never been more important than it is today, and never has it been so questionable. Because 

Verizon is tracking their customer’s Internet usage, what’s to say they won’t sell that data to other 3
rd
 party 

companies? Nothing really. In fact, I can only guess that they are indeed selling customer information. It 

raises many ethical questions, but it also makes me wonder about Verizon’s (and other companies) 

business practices. I will also say, what if a business has thousands of work-related mobile phones within its 

organization? That means, Verizon is collecting possibly private data. It definitely seems like a slippery 

slope, so to speak. The government needs to step in and pass a law, which states that carrier servicers 

cannot track customers without their knowledge (and to provide an erase option). 

 

(Singer & Chen, 2015) 
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Topic 2: Organizational Attacks 

Websites continue to be a primary vulnerability to organizations. For example, SQL 
injection attacks have been understood for years, yet organizations continue to fall victim 
to such attacks. Why do you suppose this continues to be such an issue? Research a 
recent attack on an organization in which the attack occurred via a vulnerability in the 
organization’s website (and related infrastructure). Describe the attack. What steps could 
the organization have taken to protect against such an attack? 
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FREAK Attack affects many sites 

Okay, so I see several people have already mentioned SQL injection attacks, and what they are; I won’t 

cover that again. From my own experience of SQL database/software development, I believe these attacks 

happen to due reduced development and testing timelines. Most of the companies I have worked at require 

software (and databases) to be rolled out quickly and often. This “speed of delivery” allows for SQL injection 

attacks, along with software bugs to end-up in production. I would say that companies should worry more 

about quality control, quality assurance, a fully testing a product before it reaches production. And, by the 

way, this isn’t only software; it is cars, house appliances, toys, etc. It is nearly daily that I’m driving down 

road or witnessing a 2015 product (current product) with some kind of defect---a new car with a headlight 

out; a new television with a broken button; software with a blatantly exploitable feature. It’s almost like no 

one is testing anything. But, I digress.  

 

For my recent attack, the particular exploit I have chosen affects many companies, such as usajobs.com, 

groupon.com, 4shared.com, etc. The exploit is known as FREAK. Since I’ve been at Kaplan, I was always 

under the impression that SSL/TLS was a secure way to communicate; SSL basically encrypts the pipe 

between the sender and the receiver. I was stunned to find out that this FREAK Attack allows criminal 

hackers to intercept an HTTPS connection, and downgrade the encryption status and functionality. 

Essentially, once the connection has been downgraded, black hats can then steal, manipulate, and corrupt 

data in the transmission. It is a scary thought if you think about it. So, who is vulnerable to this attack? For a 

server to be vulnerable, the server has to accept “export-grade” encryption. When this option is enabled, 

attackers have found a way to alter the encryption feature. To prevent this FREAK Attack from happening, 

server admins should do a couple of things: (1) Apply current operating system and browser patches; (2) 

access the TLS export cipher feature and disable it. If you are a developer, you should update your libraries 

with the latest files and patches. The site I found this article at listed 10,000 sites that are susceptible to the 

FREAK Attack. What is of even greater concern, at the bottom of the website page, there was a link to the 

top 1 million sites that have the export-grade” encryption feature enabled. As of right now, 11.8% of all 

HTTPS web servers are susceptible to the FREAK Attack. The site did give a tool, named SSL FREAK 

Check, that administrators can use to check their server's risk. 

(Freak Attack, 2015) 
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Wireless, Web, and Database Attacks 



 

 

Wireless networking is a requirement for today’s mobile society. Many people need to be 
connected whenever and wherever they go. You will now turn your focus to 802.11 
wireless technologies and how to secure wireless networks. Cellular, microwave and 
other wireless networking technologies are also covered. 

For computer novices, Wired Equivalent Privacy (WEP) is the beginning and end to their 
security plan. While implementing WEP is better than no security, you will discover how 
weak this security is. Several wireless vulnerabilities will be explored here, along with 
more advanced methods to secure a WLAN. 

Many companies today have a website to display their products, offer help about their 
products, and, most importantly, allow customers to purchase their products. These 
websites often link to databases that store information about products and customers. 
These are targets for many hackers. 

Websites present several problems when it comes to security. The purpose of the website 
is to offer information and opportunities to order products and services to everyone. Port 
80 is left open on firewalls and proxy servers. If the company uses Secure Socket Layer 
for encrypted transactions, Port 443 will also be left open. These are open ports that can 
be exploited. In addition to port vulnerabilities, information displayed on a website is 
usually stored in a database. There are several methods to gain unauthorized access to 
Web-enabled databases. You will examine several SQL injection attack strategies as 
well. 

 

Outcomes 

After completing this unit you should be able to: 

 Describe how to defend wireless networks. 

 Develop an attack plan to compromise and exploit a website. 

 Perform a cross-site scripting and a SQL inject attack against a website. 

 Select security measures appropriate to protect against common website 
attacks. 

Course outcome practiced in this unit: 

IT542-2: Develop best practices to address Web server and wireless network threats. 

 
 

What do you have to do in this unit? 



 

 

 Complete assigned Reading. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete the Alternative Assignment. 

 Complete the unit Quiz. 

 Complete the optional Learning Activity. 

 
 

Read the following chapters in your textbook: 

Chapter 8: “Wireless Vulnerabilities” 

Chapter 9: “Web and Database Attacks” 

Two of the most significant security risks (at least from the hacker’s perspective) to an 
organization are the organization’s wireless network and the organization’s websites. 
Some of that risk is because many organizations do not adequately secure these 
technologies; some of that risk is because these technologies inherently allow hackers to 
remotely attack these resources, and make it more difficult to identify the attacker. For 
these and other reasons, you will read about and understand the implications of wireless 
technologies and Web technologies relative to ethical hacking. 

 

Attending live Seminars is important to your academic success, and attendance is highly 
recommended. The Seminar allows you to review the important concepts presented in 
each unit, discuss work issues in your lives that pertain to these concepts, ask your 
instructor questions, and allow you to come together in real time with your fellow 
classmates. You must either attend the live Seminar or you must complete the Seminar 
alternative assignment in order to earn points for this part of the class. 

Option 1: Attend the Seminar: 

During the Seminar, the instructor will briefly review third lab and discuss current events in 
Wi-Fi and SQL injection, as well as review key concepts from the textbook Readings. 

 



 

 

 



 

 

 



 

 

 



 

 

 


