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Although on the surface, an IPS and an IDS appear to be similar technologies, when their 
functions and placement within a network are examined it becomes obvious that they are 
quite different. An IPS bears a similarity to an enterprise-level firewall in that the 
technology typically uses rules to determine what types of traffic to allow or deny access. 
As such, an IPS, like a firewall, can be considered a control tool. An IDS behaves more 
like a protocol analyzer and can help a security manager gain in-depth knowledge of what 
is happening on the network, such as whether there have been security policy violations, 
unauthorized traffic, or just a variety of configuration errors.  
 
Thus, an IDS is more of an analysis tool. 
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IPS or IDS? 

In my research, I learned that an intrusion prevention system (IPS) and an intrusion detection system (IDS) 

can be used to provide layered security to computer networks. When considering which kind of security I 

would select to protect a company with 2,000 users, I would first think about what I'm trying to accomplish. 

My main goal would be to provide security to protect users against external attacks. Checking the budget, I 

realize I have enough money to implement an IPS or IDS, but I am looking for the most practical solution, 

which will provide the greatest amount of security. 

 

With an IPS, packets and connections are monitored for certain nefarious activities. When a packet 

matches a specific security policy---based upon signatures---the packet can be dropped, or the network 

connection can be disconnected (Palo Alto Networks, n.d.). Using signatures, an IPS can identify exploits 

on a network. There are two types of signature detection techniques that an IPS can use; they are 

exploit-facing and vulnerability-facing. Exploit-facing employs the use of exploit pattern matching. 

Vulnerability-facing is broader in scope, and combines potential vulnerabilities, along with variances of the 

vulnerabilities. 

 

When considering intrusion detection systems, an IDS allows a security officer or network administrator to 

monitor and analyze network traffic. These kind of detection systems can be used to audit how computers 

and networks are configured, track abnormal activity, and provide reporting on the usage of network 

resources (Rozenblum, 2001). 

 

Now, which one would I select? An IPS would cost more, but offer a more advanced approached to security. 



 

 

An IDS must be maintained and properly configured, but it can provide a practical way to analyze 

suspicious traffic, and to find weaknesses in a network. I do already have a firewall, so implementing either 

system would indeed create a more secure environment. Since I happen to work in automation, I am 

leaning towards an IPS. I like the fact that signature dictionaries can be maintained, and then exploits can 

be prevented from happening, not just merely detected (like in an IDS). I would work hard on properly 

setting up the IPS for exploit-facing detection, so that much of the security is prevention-based. Thus, I 

choose an IPS. 

 

References 

 

Palo Alto Networks. (n.d.). What is an intrusion prevention system? Retrieved 

from  https://www.paloaltonetworks.com/resources/learning-center/what-is-an-intrusion-prevention-system

-ips.html 

 

Rozenblum, Danny. (2001). Understanding intrusion detection systems. Retrieved from 

http://www.sans.org/reading-room/whitepapers/detection/understanding-intrusion-detection-systems-337 

 
 

 
Topic 2 of 2 
 
Edward Jackson 

2/28/2015 4:58:36 PM 

I'll try to prevent APTs 

Attacks on computer networks are imminent. There really is no way to completely stop someone or a group 

of people from hacking or trying to crack network security, unless the network is disconnected from the 

world---but even then, attacks could come from within an organization. Managing these daily security 

threats is work in and of itself, however, there are even greater challenges that a security team may 

face---such as, advanced persistent attacks (APTs). An APT can be quite serious because they are types of 

attacks that go undetected. These invisible kinds of exploits can severely hurt a company by allowing 

attackers to be inside a network, where they can view confidential information, modify, or steal data (Trend 

Micro, 2015). 

 



 

 

When it comes to protecting against APTs, a single security system is not enough. For example, just having 

an anti-virus application will not be enough to prevent an APT. Or, just patching operating systems will not 

stop an APT. A good security strategy takes a more holistic approach to protecting the network, which 

includes searching for vulnerabilities, performing patching where necessary, and installing appliances 

that prevent attacks from happening in the first place (such as an IPS). I also believe systems such as an 

IDS---which will constantly scan network resources for unusual activity---is a vital component of the overall 

security strategy. For me, I would address security at multiple levels, in multiple layers of the OSI model, 

meaning, physical security, switching, routing, etc…would all be addressed. I would make sure my firewall 

was configured properly, that only the ports I wanted opened, would be enabled. My routers and firewall 

would use strict ACLs. My security officer, or security team, would be required to perform auditing on 

computers, servers, and network equipment, to verify security is tight, and that no suspicious activity is 

transpiring (Shimel, 2015). Another thing I would do is have the security team run a packet analyzer to drill 

down into the packets traversing the network, and verify everything is on the up and up. 

 

One thing I think a lot of people forget about, is a background check. I would require background checks for 

all people who touch the computer networking systems inside the company. I want to make sure people are 

screened properly. 

 

Finally, I will send my security team to official training, at least annually. In the training, they will be taught all 

the latest, sophisticated attacks, and how to protect networks against them. I believe companies always 

forget about [advanced] security training, basically making it the employee’s responsibility. I'm sorry, it is not 

the employee’s responsibility to spend their money and their time---outside of work---to protect company 

systems. I think, if I do all of this, I will have a good chance to protect the organization against APTs. 

 

References 

 

Shimel, Alan. (2013). APT: The security attack everyone loves to hate. Retrieved from 

http://www.networkworld.com/article/2225937/opensource-subnet/apt--the-security-attack-everyone-loves

-to-hate.html 

 

Trend Micro. (2015). Only a custom defense effectively combats advanced Persistent threats. Retrieved 

from http://www.trendmicro.com/us/enterprise/challenges/advance-targeted-attacks/ 

 



 

 

 

 
 

http://www.symantec.com/content/en/us/enterprise/images/b_apt_infographic_new.jpg 



 

 

 
 
 
 
 
 
 
 

Threat and Attack Defense Strategies 

Threat and Attack Defense Strategies Firewalls can be used to protect a local area 
network, or a group of interconnected networks from network-based attacks and threats, 
simultaneously allowing users to access resources on external networks. 

Please click the Overview button for a brief summary of the concepts covered in this unit. 
 

Brief Overview of Unit 3 

Firewalls can be used to protect a local area network, or a group of interconnected 
networks, from network-based attacks and threats, simultaneously allowing users to 
access resources on external networks. A variety of models discuss the degree of 
confidence that users can have in security functions and services, including trusted 
systems, multilevel security, mandatory access control, and evaluation of security. 

The Buffer Overflow attack is one of the most common attacks worldwide, and mainly 
takes place when careless programming leaves vulnerabilities. The most common 
types of buffer overflows are: stack overflows, heap overflows, global data area 
overflows, return to system calls, and replacement stack frames. Software security 
techniques include defensive programming, where input, output, and program code, 
as well as interaction with the operating system and other programs, are focused at 
the perspective of protecting against attacks and vulnerabilities. 

 

Outcomes 

After completing this unit, you should be able to: 

 Recommend the design of an intrusion prevention system in a DMZ. 

 Analyze efficiency of a range of anti-virus/anti-malware applications. 



 

 

Course outcome(s) practiced in this unit: 

IT541-1: Analyze computer anti-virus techniques. 

IT541-3: Evaluate Internet threat protection methods. 

 

 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Participate in the Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete Alternative Assignment. 

 Read Overview. 

 Complete Learning Activities. 

 
 

Reading for Unit 3 

Computer Security: Principles and Practice: 

 Chapter 9: “Firewalls and Intrusion Prevention Systems” 

 Chapter 10: “Trusted Computing and Multilevel Security” 

 Chapter 11: “Buffer Overflow” 

 Chapter 12: “Software Security” 

Chapter 9 discusses firewalls and how they protect networks as well as the added 
capabilities of Intrusion Prevention Systems. In Chapter 10, you will learn about 
today’s models in trusted computing and about the application of multilevel security to 
computing environments. Chapter 11 presents information on buffer overflow attacks 
and the different types of buffers that are vulnerable, as well as the methods to 
overflow them. Chapter 12 explains software security principles and the concept of 
defensive programming to prevent breaches. 

Have fun learning! 

Web Reading Summary and Link 



 

 

Search the Internet for the following articles/topics. 

Search for Juniper’s® website and review the Metagroup White Paper on Firewall and 
DMZ Design. 

Also, search for the Chief Information Security Officer (CISO) handbook for an 
overview of management requirements for a solid DMZ design. 

Search for the Metasploit® webpage, and review information about the creation of 
IDS/IPS signatures. 

 

Attending live Seminars is important to your academic success, and attendance is highly 
recommended. The Seminar allows you to review the important concepts presented in 
each unit, discuss work issues in your lives that pertain to these concepts, ask your 
instructor questions, and allow you to come together in real time with your fellow 
classmates. There will be a graded Seminar in Units 1 through 5 in this course. You must 
either attend the live Seminar or you must complete the Seminar alternative assignment 
in order to earn points for this part of the class. 
 
 
Assignment 3 
Outcomes addressed in this activity: 
Unit Outcomes: 
• Recommend the design of an intrusion prevention system in a DMZ. 
• Analyze efficiency of a range of anti-virus / anti-malware applications. 
Course Outcomes: 
IT 541-1: Analyze computer anti-virus techniques. 
IT541-3: Evaluate Internet threat protection methods. 
 
 


