
 

 

Discussion 

Note: for Units 1 through 5, there are two types of discussions for this course: a written 
discussion and an audio discussion. You will write out your written discussions in one 
area and then post your audio discussion in the second discussion area. 

Written Discussion 5: Professional Ethics 

NSS Software Inc. has been hired to create an online banking program for NMM Bank. 
You are hired as an independent contractor to develop an IM module for the overall 
program. As per your contract, security of the messenger will be handled by NSS 
Software, Inc. After you deliver the module, you determine that NSS Software delivered 
the program without adding security to your IM module. You bring this to the attention of 
the banking program’s team leader who hired you and he explains that the team was 
over budget and behind schedule and therefore could not add the security features, but 
because this is just the IM module, and not related to any accounts, it won’t be a 
problem. He also reminds you of the confidentiality agreement in your contract which 
reads as follows: 

Confidentiality: Subcontractor acknowledges that during the course of this agreement, 
subcontractor may come into the possession of certain confidential information 
regarding NSS Software Inc., including but not limited to proprietary information, 
software code, and business practices, disclosure of which to third parties may be 
damaging to NSS Software Inc. Subcontractor, therefore, agrees to maintain the 
confidentiality of said information in perpetuity, and not use said information except in 
the performance of this Agreement. 

What would you do in this situation? 

Review your classmates’ posts. Find someone who chose a different approach than 
you. Justify their position and propose at least one additional argument as to why their 
approach is appropriate. 

Choose a classmate who chose a similar approach to the situation as you did. Argue 

why their approach is not appropriate in this situation. 
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              To fully appreciate this scenario, I would like to imagine this as a real job, and try to 

think about how I would react to each of the conditions. First, let me address the IM module that 

I am responsible for. NSS Software has hired me as a subcontractor to create an IM module for 

an online banking program. Of course, I create the IM app to the best of my ability and in the 

most professional way, and turn it over to NSS. But, come to find out, the security component, 

which NSS was supposed to manage, does not get implemented. I bring this to the attention of 

the person managing the project, and they basically say it was not added due to project funding 

issues. Now, there is an important point to make here. I did sign a contract. That contract 

specifically states that I am bound by a confidentiality agreement, as it relates to NSS software. 

Thus, ultimately, NSS makes the final decision in all matters of the banking program. However, I 

would ask, if the missing security would negatively impact online customers. If NSS could 

guarantee me (in writing) that there are zero security risks with customers using my IM module, 

I would sign-off on my portion of the project. If NSS could not guarantee me zero risks to 

customers, I would want a no liability clause added to my contract. This no liability clause would 

provide exclusion of liability, if the IM module I created was hacked, or used in ways that 

violated a customer’s privacy. I found this liability clause, and have modified it to reflect me as 

the subcontractor (Edwards, 2013): 

 

"NSS hereby acknowledges and agrees that Eddie Jackson shall have no liability whatsoever in 

contract, tort (including negligence) or otherwise for any loss of goodwill, business, revenue or 

profits, anticipated savings or wasted expenditure (whether reasonably foreseeable or not) or 

indirect or consequential loss suffered by NSS or any third party in relation to this 

Agreement...." 

 

 

Why would I want to include such a clause? The primary reason is if an action goes against my 

professional ethics, I would want a statement that clearly defines accountability. This does bring 

up an important question, what exactly are professional ethics? According to Quinn (2013), 

professional ethics, related to clients and employers, includes nine elements. One, the 

professional should act with competence within their specialized area. Two, illegally obtained 

software should never be used. Three, all client and employer property should only be used in 

authorized ways. Four, all documents that the professional creates should be approved by the 



 

 

client or employer. Five, complete confidentially and total privacy should be maintained during 

and after the term of employment. Six, if problems do arise while working on a project, the 

professional should report them immediately. Seven, all social concerns should be openly 

discussed. Eight, if a professional is offered outside work that conflicts with the current client or 

employer, it should be refused. Nine, the needs of the client and customer should always come 

first, unless those needs are in direct conflict of morality or ethics. 

           Okay, back to the NSS contract. I honestly do not have a problem with the NSS 

Company taking my IM module (which they paid me for) and using it at the banking site. The 

company did point out, that it was only instant messaging, and was not tied to a customer’s 

account. The only real question is, does the lack of security decrease my own quality of work? I 

would say no. The reason the quality of my work is not affected by the missing security, is that I 

was never responsible for the security component. I have given NSS my best work. My main 

goal is to always meet my customer’s needs, and in this case, NSS is my customer. It probably 

still wound not hurt to take out professional liability insurance, just so I would have some kind of 

defense if things did go badly (Tech Insurance, 2015). 
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Thanks for the compliment! There are basically two things you can do to help yourself in these types of conditions. 

One is making sure your contract says everything you want it to say. You can have the contract amended at the 

beginning, middle, or end of your employment. Second, you can buy insurance. The insurance is sort of like 

malpractice insurance that doctors must have. Have you ever heard of license and bonded? Look up what it means to 

be bonded. Take a look here: http://www.bargaineering.com/articles/what-it-means-to-be-bonded-licensed-

insured.html 
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If account information...at any time...is placed into an IM window, there is a security risk. The question is, who does 

the liability and accountability fall on? I would make sure I was far, far away from blame. If get subcontracted to do 

XYZ, and I do XYZ, that is all they ask for. If I was never responsible for creating any kind of security components, I 

believe NSS would be at fault, if and when someone's account gets hacked. Unfortunately, what I see happening with 

NSS, is that they do crappy work, with no concern for the customer. Maybe I should choose my contracts more 

wisely. 

 

Audio Discussion 5: 

Requirements: 

Step 1: Create a script which responds to the following topic. 

Dr. Michael McFarland is a Jesuit priest and holds a Ph.D. in Computer Engineering. 
His career has led him to study and formulate ideas regarding the ethics in computer 
science. Research Dr. McFarland’s theories on ethics and how it intersects with 
computer science. What is his position regarding the importance of ethics in computer 
science? Do you agree with his assessments? Why or why not? Can you think of a time 
in your career where your ethical beliefs were challenged? How did you handle it? 
Would you do it differently now that you have had this class? 

Step 2: Create a Podcast 

Please make sure that you also submit your script of your Podcast. Post the podcast to the 

Discussion Board. Listen to at least one classmate’s post. Discuss how their feelings are 

compared to yours. 
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Hello all...I have prepared the week’s podcast. Please let me know your thoughts. 

 



 

 

 

Script 

 

Hello, my name is Eddie Jackson, and this is a Kaplan podcast that has been created for 

IT590. IT590 is a master's level class that deals with Legal and Ethical issues, as they relate to 

information technology. In unit 5, we're discussing Dr. Michael McFarland. Dr. McFarland holds 

a Ph.D. computer engineering (along with other degrees), and written numerous articles on 

computers, technology, and ethics. The podcast assignment this week asks a few questions 

regarding Dr. McFarland, and we’re supposed present a dialog. The questions are as follows. 

 

 

#1 What is his position regarding the importance of ethics in computer science?   

Dr. McFarland considers ethics critical to making decisions within computer science. His take is, 

computer professionals need to think about a long list of things that technology affects, such as 

the impact of technology, its safety, its practicality, whether or not technology is used in ways 

that helps people or hurts people, the social implications of technology, the effect of technology 

on the environment, whether or not technology is affordable, and if technology is accessible to 

everyone. 

 

#2 Do you agree with his assessments? 

I do agree with Dr. McFarland’s assessment, and the reason is, because technology can change 

the lives of people, positively and negatively. We, in the technology, need to always consider the 

ramifications of technology, and how it affects people and the planet. To me, working in field of 

technology for the past 21 years has become my religion; it has become my faith. As such, I try 

to respect computer science. 

 

#3 Can you think of a time in your career where your ethical beliefs were challenged?  

Yes, I can. I have a great story. 

 

#4 How did you handle it? 

My story is, I used to work for Company ABC. At Company ABC, I helped customers over the 

phone, in the field, and face to face. I always tried to go above and beyond, and I thought…I was 

doing an excellent job. Well, apparently my hard work was offending other IT people (non-



 

 

managers, I might add). Basically, the people that were considered my peers said that I was 

making them look bad, and I should do less, as in, provide less help to customers. They were 

asking me to change my own personal work ethic, just so they did not have to work as hard. 

Well, I did not like that one bit, and thought it was wrong of them to ask me to lower my quality 

of work for them. The issue eventually landed in the IT manager’s office, and we all had a 

meeting to discuss this problem. My peers said I was intentionally doing things to make them 

look bad…and I told my manager, that is the why I roll. The manager could not fault me for all 

the hard work, and said that my peers needed to raise their own expectation of themselves. I had 

set the new bar of expectations in IT, and eventually even won an award because of it. It just 

goes to show you, if you think you are professionally and ethically right, do not lower your 

professional standards. 

 

#5 Would you do it differently now that you have had this class? 

I would say no, I would handle it exactly the same. I believed that I was in the right then, and still do. I always try to do 

my best, and treat a customer’s or client’s problem, like it is my own problem. 

 

Okay, that’s it for this session. Thanks for listening...until next time. 

 

 

My source was a YouTube video. Feel free to check it out (Engineering Ethics--Markkula Center 

for Applied Ethics): https://www.youtube.com/watch?v=y-0wgWI2W4E 
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Write one to two pages reflecting upon what you learned in this unit. 
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          This week's journal entry discusses professional ethics, and work and 

automation. When I think about a computer professional, I have a long list of traits that 

I believe every professional should possess. Some of the characteristics include having 

a good education, being certified and licensed, continually learning new skills, and 

belonging to industry-based clubs, groups, and societies. Additionally, and possibly the 

most important, I think every professional should have a code of ethics. I know for me, 

even though I have all the education and skill traits, I consider a code of ethics to have 

provided consistent value throughout my career. For professionals at the beginning of 

their careers, a code of ethics will help them make good decisions. Understanding 

customer confidentiality, privacy issues, and appropriate use of software will all help 

guide young professional. When it comes to the ethics of software and software 

engineering, there are specific ethics that can be applied to the design and development 

process. For instance, software should only be approved for usage when it is safe (as 

safe as possible). The public’s and customer’s interests should always be of paramount 

concern. Software engineers basically have a responsibility to society to do good work. 

I like to figure out impossible problems in software, and post solutions at my blog, to 

share them with the world. I figure, if I am having the problem, others are as well. 

 

          In chapter ten, we discussed work and automation. The textbook material starts 

off with automation, which is kind of my specialty. Automation, meaning automating 

tasks using hardware and software, has several benefits. One major benefit of 

automation is that it lowers prices. If a process or procedure can become mechanical, 

companies can save money, which usually gets passed on to the customer. The way I 

implement automation, it is meant to remove errors in the process, reduce human 

mistakes, and to increase efficiency. For example, a company receives a new software 

update on a CD disc. Normally, they take the CD, and have to manually run the update 

from the disc, on each of the company’s workstations. The process requires the CD, a 

serial number, and customized settings post setup. Of course, if there are only a few 

computers to install the update on, it is not too bad. But, let us say there are five 



 

 

thousand computers to install the update on. The manual process would be a 

nightmare. This is where I step in. I will take the CD, repackage the source files, 

embed the serial number, and add all customized settings into a new package (whether 

or not the vendor says it can be done). That new package can be deployed to unlimited 

machines, in minimal time. Thus, increasing productivity, using very little manpower, 

and cuts down errors to zero. Conversely speaking, there are those that say automation, 

machines, and computers will take over all jobs. I do not think this is true. Technology 

has definitely made things easier. But, new jobs are being created to design, maintain, 

and administer all this new technology. I see a future where people will work less labor 

intensive jobs, and work more intelligence-based jobs (it is already happening in the 

United States). On the idea of robots taking over, I know the movies love to explore a 

future controlled by killer robots, but, we are a long ways off before that is a 

possibility. Honda actually has a pretty amazing robot, ASIMO. The ASIMO robot can 

walk very similar to humans—like up and down stairs—reply to human speech, as well 

as respond to human gestures. However, it is a long ways off before taking over the 

planet. 
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Work and Wealth 

What is automation? Automation is a concept that refers to the way in which physical 
jobs are automated into a computerized job. Automation increases productivity, thereby 
reducing the price of goods and increasing the real income of the people who buy those 
goods. With a higher real income, people can use the extra money to buy other things. 



 

 

Hence automation increases the standard of living. However, automation causes other 
workplace issues. Collectively, these issues have been termed “cyberphobia”. 
Cyberphobia is the irrational fear of computers or technology. 

After completing this unit, you should be able to: 

 Critique harms brought about by automation based on review of case studies 
 Discuss the elements of an IT code of ethics 

Course Outcomes practiced in this unit: 

IT590-1: Analyze legal and ethical issues in the field of information technology. 

IT590-2: Apply ethical theories to information technology case studies. 

Key Concepts: 

 Work visas allow a foreign born citizen to work in the United States. 
 The Digital Divide gives people with access to technology more 
opportunities than those without access to modern technology. 
 Automation has resulted in a reduction in the workforce but has created 
opportunities in other areas. 

 
 The Digital Divide: The separation of people into two categories: “haves” 
and “have nots,” depending upon whether they have access to information 
technology. 
 Automation: The concept that automation and technology replaces 
human workers. 
 Cyberphobia: The irrational fear of computers or technology. 
 Telecommuting or Telework: Allows workers to work from home 
computers. Telecommuting improves the environment by reducing pollution 
caused by automobiles driven by commuters. 

 Globalization: The process of creating a worldwide network of businesses and 
markets. Globalization gives people in developing countries access to jobs, 
thereby increasing access to jobs worldwide. 

 “Winner-take-all society”: The name given a society in which a relatively few 
people at the top of their respective professions are able to acquire a 
disproportionate share of the wealth. 

 Supply-chain automation: The use of technology to automate the processes 
normally performed by humans. 

Quinn, M.J. (2013). Ethics for the Information Age. Boston: Addison-Wesley. 



 

 

 

Summary 

When the term cyberphobia was coined in the mid-1980s it referred to peoples’ fear that 
computers would replace them. In many instances where it did, people went back to 
school or took some short-term training to get the computer skills needed to function, 
often back at their original company. Since then, the “computerization” of America has 
taken place and America’s worker productivity leads the world. 

Two studies commissioned by the International Labor Office concluded that automation 
does not result in job losses. What has happened is that a computerized world resulted 
in a large number of new products and services that would have been otherwise 
unavailable. The cell phone and Blackberry® world you live in is a result of the fact that 
digital switching and forwarding of calls and e-mails is computerized. Hundreds of 
thousands of workers, worldwide, are a part of today’s telecommunication industry. 
 
Today, cyberphobia continues to exist, but in a different form. Although layoffs are 
unlikely due to another technology advance, workers continue to remember that layoffs 
have occurred and can happen again to those who are technologically irrelevant. This 
knowledge is a strong incentive for people to work harder so that they will not be part of 
the next layoff. This is where the cyberphobia sets in. Line workers and, importantly, 
managers feel that they have to be on top of all of the newest technology that surrounds 
them 

The Digital Divide is a concept that separates people into two categories: “haves” and 
“have nots,” depending upon whether they have access to information technology. The 
global divide separates countries into technological “haves” and “have nots.” The social 
divide separates people within a society into two categories, based on their 
socioeconomic status. 

 

 

What do you have to do in this unit? 

 Complete assigned reading. 
 Participate in Seminar or complete alternative assignment. 
 Participate in the written Discussion. 
 Participate in the audio Discussion. 
 Complete unit Assignment. 
 Complete unit Journal entry. 

 



 

 

 

Reading Summary or Overview 

Chapters 9 and 10 in Ethics for the Information Age 

Chapter 9: “Professional Ethics” 

Chapter 10: “Work and Wealth” 

 

Note: there are two assignments this week, Assignment 5 and the Journal 
Assignment. Click on the Learning Journal icon below for instructions. 

Assignment 5 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Critique harms brought about by automation based on review of case 
studies 
 Formulate an opinion on privacy issues in the workplace 

Course Outcome: 

 IT590-1: Analyze legal and ethical issues in the field of information 
technology. 
 IT590-2: Apply ethical theories to information technology case studies. 

Assignment Instructions: 

1. The ACM and the IEEE both have a code of ethics. Do some Internet or 
Kaplan Library research on the codes of ethics for these two organizations. 
Compare and contrast these two documents. Do they cover all of the same 
topics? Are there clauses that are in one, but not the other? Does this render 
one or the other inadequate? Consider both and explain what you would add to 
create a complete code of ethics for IT professionals. 
2. You work for a large, multinational corporation. The CEO approaches you 
indicating that there has been a decrease in productivity over the past year, 
along with a decrease in the quality of work that is being produced. She believes 
that the root of the problem can be found in Internet and cell phone usage during 
working hours. The company uses key loggers and has access to all e-mail sent 



 

 

through the company e-mail system. It also has cameras placed on all floors of 
the building for security that record 24/7. Research the employees’ right to 
privacy and recommend a plan to address the CEO’s concerns. 

Assignment Requirements: 

Answer the Assignment questions in a Microsoft Word file. Word Count 1,200–
1,500. Minimum 3 ½ pages 12 pt. Serif type, double-spaced. Follow APA style guide 
including cover sheet, in text citations, and at least four references. When 
completing your Assignments, take a clear stand on whether a particular action or 
decision is right or wrong and then defend your position through the use of one or 
more of the practical ethical theories described in the book. 

Save the file as Assignment5_yourlastname.doc and submit to the Dropbox. 

For instructions on how to submit your Assignment to the Dropbox, click on the 
Academic Tools tab above. 

Written Assignment Requirements 

Answers contain sufficient information to adequately answer the questions and 
contain no spelling, grammar, or APA errors. Points deducted from grade for each 
writing, spelling or grammar error are at your instructor’s discretion. 

Please be sure to download the file “Writing Center Resources” 

Review the grading rubric below before beginning this activity. Printable 
rubrics are available in Doc Sharing. 

Assignment 5 grading rubric = 50 points 

Assignment Requirements 
Points 
Possible 

Points Earned by 
Student 

1. Student compares and contrasts two codes of ethics. 0-10  

Student discusses the differences between the two documents. 0-5  

Student formulates an opinion as to the adequacy of the two documents. 0-5  

Student describes clauses necessary to create a complete IT code of ethics. 0-5  

2. Student discusses privacy issues inherent in key logging, monitoring e-
mails, and video surveillance 

0-15  

Student recommends an appropriate plan for monitoring employees’ 
activities. 

0-10  

Total (Sum of all points)   



 

 

Points deducted for spelling, grammar, and/or APA errors.   

Adjusted total points   

 
 
 

ID: IT590-05-08-A 

 

 
 


