
 

 

Suppose the legislature in your state is debating the adoption of UCITA and 
you have been called as an expert witness. Based on your research, decide 
whether you would recommend adoption of the UCITA or not. State your 
position. What are the three most important ideas you want your legislators to 
get from your testimony? 
 
 
     The Uniform Computer Information Transaction Act (UCITA) is a type of contractual law, 

which specifies how digital information should be governed. The proposed law would provide a 

set of universal standards that could be applied to software licensing and other forms of digital 

property, such as music and movies (Andersen, Raymakers, & Reichenthal, 2001). As an expert 

witness, I have been charged with the responsibility of advising my state on the practicality of 

UCITA, and whether or not this legislation should be enacted within the state. It is my position, 

that UCITA is not practical, and thus should not be implemented in my state. There are three 

reasons why I believe UCITA is not a viable option.  

     First is scope and vagueness. Because UCITA is being provisioned as a “universal” 

standard, it would seem like the wording of the law should be relatively simple, so that everyone 

being affected by the legislation can understand it; the law is actually three hundred pages of 

text––way too long for the general population (Andersen, Raymakers, & Reichenthal, 2001). 

Likewise, because the law is so large, there is the chance that software companies will find 

loopholes and exploit them, thus negatively affecting software usage and the consumer 

experience of the digital property. Furthermore, the language used in the legislation is 

intentionally vague, as to be compatible with other laws. Supporters of UCITA say the law was 

only meant to be a set of guidelines; however, I believe the legislation is trying to give more 

power to distributors, while not factoring-in the rights of the consumer. This will lead to poor 



 

 

business practices by digital property distributors and publishers; ones that impose unfair 

licensing and encourage the sale of defective software (Huggins, 2014). 

     The second reason I do not support UCITA is due to liability. The legislation specifically 

has included clauses that permit companies to escape responsibility for buggy software. The 

thought process behind this, is that software companies should be given certain liberties when it 

comes to the marketing and selling of software. The problem with this thinking is that companies 

may [will] release software knowing that it was not ready for shipment. The burden of defective 

software would be place on the consumer, which is not only poor business practice, but also 

unethical (Huggins, 2014). 

     The third reason I do not support UCITA is because of freedom of speech. The UCITA 

legislation contains wording that suggests customers do not have the right to post information or 

make public statements about the company’s software, or other intellectual property, without the 

expressed permission of the company (Andersen, Raymakers, & Reichenthal, 2001). It is 

obvious that the legislation is trying to extend its reach well into the civil liberties of the 

consumer. Even though there may instances where a person should not post information online, 

for example if they are beta testers, the UCITA legislation is trying to suppress other rights of the 

consumer, which is unethical. For these three reason, my advice is to pass on the UCITA 

legislation.  

 

References 

Andersen, H., Raymakers, J., & Reichenthal, J. (2001, March). What is UCITA? Retrieved from  

http://cs.stanford.edu/people/eroberts/cs201/projects/2000-01/ucita/index.html 



 

 

 

Huggins, James. (2014, May 10). UCITA: Uniform Computer Information Transaction Act. 

Retrieved from http://www.jamesshuggins.com/h/tek1/ucita.htm 

 
 
 
Edward Jackson 

1/15/2015 7:57:00 AM 
RE: Debating the adoption of UCITA 

You bring up several great reasons why this law isn't ready to be enacted. One, the shrink-wrap licensing just isn't 

ethical. It works by providing certain rights to the consumer, until the software is unwrapped and used. This means, 

someone who purchased the software may not even have access to read the license agreement until the package 

has be opened. This is a poor business practice, as the consumer should have access to the license agreement 

before and after shrink-wrapping. Two, I particularly don't like the fact that software distributors also have extended 

rights, like being able to shutdown the software remotely, and to even suppress a person's freedom of speech---

meaning, companies can force a person to remove negative online comments or posts about their software product. I 

believe licensing will be a moot point in the near future, as most vendors will just stream their software applications as 

a service, or require a volume licensing server component. 
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Unit 4 Journal Activity 

Write one to two pages reflecting upon what you learned in this unit. 

 
Unit 4 Journal Entry 

          This week's journal entry discusses the security and reliability of computers. 

Considering security, there are many aspects of computer use that are vulnerable to attacks and 

exploits. As important as computers are to the daily lives of many people, hackers can gain 
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unauthorized access to these systems and damage them. Traditionally, hackers have been known 

to use viruses, worms, Trojan horses, and backdoor Trojans to exploit weaknesses in operating 

systems. I know for me, I can remember a long history of patching systems, performing 

quarantines, and restoring files after detecting a virus. I can also remember when hacking 

attempts started shifting from the traditional exploits, to macro viruses, spyware, and malware. 

Macro viruses were really popular in applications like Microsoft Word and Excel. The worst part 

about macro viruses, is that they were hard to detect, and would be embedded in a work-related 

document. When the document was opened, the macro would run, and execute steps that would 

damage a computer system. Eventually, macro viruses began to fade away (for the most part) 

and new forms of nefarious software appeared. Due to the Internet, and everyone moving to the 

online medium, malware, spyware, and adware would become hacker’s new methods of choice. 

These forms of software are meant to be delivered over the Internet, can infect computers easily, 

and can allow hackers to perform all kinds of malicious activities on a person’s computer. For 

example, spyware can track web surfing, act as a key logger (logging every key stroke), and even 

record the screen. Then, this gathered information, can be sent back to a host computer, thus 

violating personal privacy. For me, these new forms of software pose an even greater threat to 

security than the traditional exploits. One, many times they fly under the radar. They run in the 

background, spying on the end-user. Two, there is so much more to deal with in regards to 

security. When machines are connected to the Internet, they are exposed to millions of possible 

attacks. At work, we have software to scan for SPAM (junk email), viruses, worms, rootkits, 

malware, spyware, and adware, just to name a few. Yet, we continue to have computers that get 

infected, the source being the Internet. I believe with cyber-attacks and cyber-crime being in the 



 

 

news lately, that it is just a matter of time before there is federal regulation passed to deal with all 

these forms of malicious software.  

          With the reliability of computer systems, the concepts of errors, data-entry and 

retrieval problems were examined. These kinds of issues are different than the malicious 

software and hacking issues that were previously discussed. Sometimes computers fail---

sometimes they are just unreliable. The effects of unreliable systems can be a major 

inconvenience, can hurt business operations, and can even cause fatalities. For example, if 

someone was to enter the wrong drug information into a hospital database, the result could be 

administering a patient the incorrect dosage, or wrong medication, which could lead to their 

death. I worked in healthcare IT for 9+ years. During that time, I witnessed the conversion from 

paper-based charting systems (which had drug dosages), to barcode armbands. The barcode 

armbands prevent a nurse or doctor from misreading a chart, and prescribing the wrong 

medication. At the hospital I worked for, drug-related errors were reduced by almost 100%. 

Amazing, when you think about it. Of course, digital systems are not always perfect. For 

example, in the same hospital, we moved from punching a clock with a paper-based card, to 

scanning the clock via an electronic badge (it was a Kronos system). There was one particular 

instance where the Kronos system database was corrupted. All the badge scanners in the entire 

hospital were scanning badges, however, were not logging the time. This caused a mountain of 

payroll issues. In our reading, I noticed there were high profile cases, where the technology 

failed. For example, DRE voting machines were setup to address problems with paper ballots. 

Come to find out, votes were not being recorded, the systems were overcounting votes, and the 

voting choices were being misrecorded. I believe this specific kind of an error is severe, as it 



 

 

could throw an election. Also, those DRE machines were vulnerable to hacking, which means 

they were susceptible to fraud. Ultimately, computer security and reliability are critical to 

business operations, and thus warrant a proper strategy to protect data in storage and in transit. 
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Podcast 
 
You are a software engineer working for a startup company with an innovative 
device that will revolutionize how medicine is practiced. The device will be 
used by doctors and nurses to help diagnose illnesses more accurately, and 
assist in prescribing the correct medications at the appropriate doses 
considering the illness, the patient’s past medical history, and the patient’s 
current symptoms. You hope to present the device at a tradeshow in the next 
week. The device is ready to go except that there are some known bugs that 
affect only very rare diagnoses. There is no way to correct these bugs before 
the trade show. Unfortunately, there is another well-established company that 
is working on a similar device. The success of your company depends upon 
your company presenting the device at the tradeshow and being first to 
market. Recommend how you would handle this situation. What are the 
ethical ramifications of presenting the device at the tradeshow? 
 
 
Edward Jackson 
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RE: Engineering and Ethics 
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Hello all...I have prepared the latest podcast. Please let me know your thoughts. 

 

Script 

Hello, my name is Eddie Jackson, and this is a Kaplan podcast that has been created for IT590. IT590 is 

a master's level class that deals with Legal and Ethical issues as they relate to information technology. In 



 

 

unit 4, we're discussing how a software engineer would present a state of the art device at a trade show; 

the catch is, that device has a few known bugs, which have not been quite worked yet. As the success of 

the company depends on the trade show presentation, the software engineer is placed in somewhat of an 

ethical dilemma. Now, how would I deliver this presentation at the tradeshow? The first thing I would do is 

make sure the known bugs were indeed rare, and that nothing else was failing with the device. I would 

not want to be giving a presentation on this device, knowing it had multiple failures. But, assuming the 

issues are rare, I would familiarize myself with everything that was working. I would want to know the ins 

and outs of this new technology, to be well-prepared to discuss the features and functions of the device. 

At the trade show, I would highlight what the device does, why it is important, and explain what makes it 

unique---I would accentuate all working parts, while downplaying non-working parts. Now, if I was asked 

specifically about a non-working part of device, I would reply with, those features are still being tested, but 

will be ready by the market date. 

Why would I phrase it like this? One, I am not some lone agent; I am acting on the behalf of my company. 

As such, the company I work for has entrusted me with the responsibility of presenting this device, so I 

should do so with the best of my ability. Two, a trade show is a place for presenting new ideas, and new 

products. Many times, those products are not quite ready for the market, which is okay. Would I lie about 

features or functions that the device had no chance of attaining? Of course not. But, I also would not go 

out on stage and bash the device, or the company, that I’m there to represent. As a software engineer, I 

realize there is a difference between giving a presentation on a device, and going to market with that 

device. If I was asked, is the device ready for market right now? I would reply with, once beta testing is 

complete, it will be ready. Ultimately, it is my responsibility not to do anything unethical, but at the same 

time, I am an employee that works for the company that created this device. It will be a balance between 

the company’s best interests, and my own best interests. Of course, it is almost always in my best interest 

to maintain employment. 

Okay, that’s it for this session. Thanks for listening...until next time. 
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Computer Reliability: Data Entry or Data-Retrieval Errors, and 
Notable Software System Failures 

With computers networked all over the world, their vulnerability becomes an increasing 
concern. 

Testing is one way errors can be avoided. The Therac-25 was in operation two years 
before the first documented accident. It took another 20 months for the Therac-25 to be 
declared defective by the FDA. We’ll look at this case and others in the reading this 
week. 

Outcomes 

After completing this unit, you should be able to: 

 Evaluate an ethical theory 
 Formulate an opinion based on an ethical theory 

Course Outcomes practiced in this unit: 

IT590-2: Apply ethical theories to information technology case studies. 

IT590-3: Discuss recent legislation related to ethical computing. 

What do you have to do in this unit? 

 Complete assigned reading. 
 Participate in Seminar or complete alternative assignment. 
 Participate in the written Discussion. 
 Participate in the audio Discussion. 
 Complete unit Assignment. 
 Complete unit Journal entry. 

 

 Reading Summary or Overview 
 Chapters 7 and 8 in Ethics for the Information Age 
 Chapter 7: “Computer and Network Security” 
 Chapter 8: “Computer Reliability” 

Summary 
 
The Institute of Electrical and Electronics Engineers® (IEEE) has an extensive digital 



 

 

library of articles. See the Web reading this week. One article regarding computer 
network reliability states there are essentially five major reliability problems with today’s 
computer networks. First, because networks are so largely geographically distributed, 
environmental problems can also occur such as noise, component failures, loss of 
synchronization between related components, incorrect or incomplete design of 
protocols, loss of data caused by congestion, mistakes in routing algorithms, and a 
deadlock or lockup of the network. Packets of data may also be garbled as they travel 
through the maze of communication equipment. (See citation.) 

Citation: 

D.E. Morgan, D.J. Taylor, & G. Custeau. (1977). A Survey of methods for improving 
computer network reliability and availability. Computer, 10 (11), 42–50. 

Other sources of problems occurring with data reliability are data-entry errors and data-
retrieval errors. A data-entry error is an error resulting from incorrect data being entered 
into a computer system. A data- retrieval error is an error resulting from the output of a 
computer system being misunderstood. This brings up questions about computer 
reliability, safety, and security. Some errors can be minor, such as a misspelling on a 
name entered in a computer program. However, some can be catastrophic and might 
cost millions of dollars. 

The advantage of allowing software users to identify and report bugs is that there are 
usually many more users outside the company than software testers inside the 
company. When many more people are exercising the software, there is a greater 
chance that errors can be uncovered. 

There are essentially three ways a computer may produce faulty output: 

 There is a bug in the program. 
 Incorrect data is input into the system. 
 A query for information is entered incorrectly. 

One disadvantage of allowing software users to identify bugs is that if several bugs are 
discovered, the reputation of a company can suffer. Most users probably do not think it 
is their job to find and report errors (unless you are talking about people who have 
agreed to test a beta release of the software). Also, most software users are not trying 
to break the software, so even if a lot of people are using a program, that is no 
guarantee that every bug will be found in a reasonable amount of time. 

Key Concepts: 

 Criminal organizations exploit networks for monetary gain. 



 

 

 The Internet is subject to attack by terrorists. 
 System failures have caused property damage, suffering, and death. 
 Software engineering is a distinct discipline that studies software 
development. 

 Key Terms 

 Race conditions: A condition in software is a situation in which two or 
more concurrent tasks share a variable, and the order in which they read or write 
the value of the variable can affect the behavior of a program 
 The Uniform Computer Information Transaction Act 
(UCITA): Proposes that manufacturers may license software to customers, 
allows manufacturers to prevent the transfer of software from one person or 
organization to another, allows software manufacturers to disclaim all liability for 
defects in their products, allows manufacturers to remotely disable licensed 
software on a customer’s computer in the case of a license dispute, and allows 
manufacturers to collect information about how licensees use their computers. 
UCITA applies to software in computers, not software in embedded systems. As 
of 2003, two states (Maryland and Virginia) had passed the UCITA. 
 An embedded system: A computer used as a component of a larger 
system. 
 A real-time system: A computer that processes data from sensors as 
events occur. 
 Patriot missile failure: Designed to shoot down airplanes, it was 
estimated that Patriot Missiles only destroyed about 9% of the Scud missiles 
they were designed to destroy. The system was later found to have a major 
software bug. 
 Arianne 5: A satellite launch vehicle, also having a major software bug, 
that caused nozzles on the solid boosters and main rocket engine to swivel to 
extreme positions. 
 Therac-25: Physicians began using radiation to treat cancer in 1895 soon 
after Wilhelm Roentgen discovered the x-ray. Cancer is treated with high-energy 
electron beams and x-ray beams created by linear accelerators. Due to a major 
problem in the embedded software in the Therac-25, six patients died due to 
massive doses of radiation. 

ID: IT590-04-R-05 

 

 

Web Reading Summary and link 



 

 

Research ethical issues with the Therac 25 accidents. Suggested search term “therac-
25 accidents ethics.” Read two to three articles discussing the Therac 25. 

Research the UCITA. Read one article that describes the UCITA and one article that 
opposes it. 

Research Computer Simulations and ethics: Read at least two articles. 

 

Seminar 

 

Attending live Seminars is important to your academic success, and attendance is 
highly recommended. The Seminar allows you to review the important concepts 
presented in each unit, discuss work issues in your lives that pertain to these 
concepts, ask your instructor questions, and allow you to come together in real time 
with your fellow classmates. There will be a graded Seminar in Units 1 through 5 in 
this course. You must either attend the live Seminar or you must complete the 
Seminar alternative assignment in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

The Unit 4 Seminar will cover computer and network security including hacking, 
malware, and cybercrime. The Seminar will also introduce computer reliability. 

Option 2: Alternative Assignment: 

You will benefit most from attending the graded Seminar as an active participant. 
However, if you are unable to attend you have the opportunity to make up the points 
by completing the alternative assignment. 

Computers and the Internet have become an integral part of our society in the past 
two decades. Since the attack of 9/11, the threat of a cyber-terrorist attack has 
become very prominent in the Government’s plans to ward off future attacks. 
Richard A. Clark and Robert K. Knake have extensively researched and written 
about the potential for a cyber-attack and the effects that may occur. Research 
cyber-attacks. What are the primary concerns? What are the ethical ramifications of 
a cyber-attack on the Internet? 

Answer the Assignment questions in a Microsoft Word. Word Count 500–750 words. 
Use Serif type, double-spaced. Follow APA style guide including cover sheet, in text 
citations, 



 

 

Your paper should be in APA format and cite all references used. Submit to the 
Seminar Dropbox. 

Note: there are two assignments this week, Assignment 4 and the Journal 
Assignment. Click on the Learning Journal icon below for instructions. 

Assignment 4 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Evaluate an ethical theory 
 Formulate an opinion based on an ethical theory 

Course Outcome: 

 IT590-2: Apply ethical theories to information technology case studies. 
 IT590-3: Discuss recent legislation related to ethical computing. 

Assignment Instructions: 

1. You are working as a designer for a university that offers a program in 
Computer Science. One of the tracts is computer security. One of your 
colleagues has recommended adding a course addressing network security. In 
this course, students learn about the history of networks and study network 
attacks that have caused significant damage to the network that was the subject 
of the attack. During the second term of this two semester course, the students 
are taught how to hack into a system, how to create malware (including Trojan 
horses, viruses, and worms), and how to perpetrate a DOS attack. Choose one 
or more of the ethical theories discussed in Chapter 2 and combine that with 
research to determine whether this course should be taught. Be sure to discuss 
both sides of the issue before taking a specific side. Would it make a difference 
if this was a graduate or PhD level course instead of an undergraduate level 
course? Explain. 
2. In May, 2012, Nevada became the first state to grant a license to a self-
driven car. The Google Computer Driven Car has driven over 175,000 miles, 
albeit with a human driver behind the wheel in case something goes wrong. 
There are numerous cars that have the ability to park, to alert the driver in the 
event that the car leaves its lane, and cars that alert the driver to objects in its 
path and take appropriate corrective action. Consider a society in which 
computers control automobiles, eliminating human error. What are some of the 



 

 

ethical issues that must be considered in introducing cars like this to mainstream 
society and widespread use? 

Assignment Requirements: 

Answer the Assignment questions in a Microsoft Word file. Word Count 1,200–
1,500. Minimum 3 ½ pages 12 pt. Serif type, double-spaced. Follow APA style guide 
including cover sheet, in text citations, and at least four references. When 
completing your Assignments, take a clear stand on whether a particular action or 
decision is right or wrong and then defend your position through the use of one or 
more of the practical ethical theories described in the book. 

Save the file as Assignment4_yourlastname.doc and submit to the Dropbox. 

For instructions on how to submit your Assignment to the Dropbox, click on the 
Academic Tools tab above. 

Written Assignment Requirements 

Answers contain sufficient information to adequately answer the questions and 
contain no spelling, grammar, or APA errors. Points deducted from grade for each 
writing, spelling or grammar error are at your instructor’s discretion. 

Please be sure to download the file “Writing Center Resources” 

Review the grading rubric below before beginning this activity. Printable 
rubrics are available in Doc Sharing. 

Assignment 4 grading rubric = 50 points 

Assignment Requirements 
Points 
Possible 

Points Earned by 
Student 

1. Student explains the benefits of the course. 0-5  

Student explains the drawbacks of the course. 0-5  

Student clearly states a position and supports position using one of the 
ethical theories. 

0-10  

Student explains any differences if the course is undergraduate or graduate 
level. 

0-5  

2. Discusses software issues such as race conditions, bug reporting, and 
other software testing issues. 

0-15  

Student considers ethical issues in introducing cars. 0-10  

Total (Sum of all points)   



 

 

Points deducted for spelling, grammar, and/or APA errors.   

Adjusted total points   

 


