
 

 

Research on the Internet for legal cases that provide examples of cases that 
contain ethical issues related to privacy. Analyze the two cases that you found 
most compelling. 
 
 

 
 

Edward Jackson 
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Privacy Wins 

Case 1 

We like to think that the more technology we have, that the less privacy we possess; this is not always the 

case. In my research, I found two legal cases that increased security---and thus, preserved privacy. In the 

first legal case, Riley vs. California, the case centered on whether or not police officers had the right to 

search a person’s cellphone upon routine traffic stops. In one particular instance, officers pulled over 

David Riley on an expired car registration. When they searched his cellphone, they were able to 

determine he had ties to a street gang, and eventually connected him to a shooting. Mr. Riley ended up 

going to prison for fifteen years. The Riley case went right to the Supreme Court, which ruled that what 

the officers did was unlawful, and required a warrant. In this case, it was obvious to me that the officers 

had carried out a search and seizure, which is protected by the Fourth Amendment. Towards the end of 

the legal case I was reading, the Justice Department argued that a cellphone was no different than a 

person’s wallet. The Chief Justice did not agree, and now, a warrant is required to search a person’s 

wallet (or purse). I would like state my own thoughts here. I understand the Fourth Amendment, and why 

it is important; however, if you do not have anything to hide, why would anyone care if they were 

searched? I guess I am just a straight arrow, so to speak. This Mr. Riley was a felon that was brought to 

justice. I am sure the streets are safer without him on them. Just my thoughts. (Liptak, 2014) 

 

Case 2 

In the second case, Federal Court vs. Google, the case centered around Wi-Fi wiretapping, and whether 

or not Google had the right to capture wireless data for its own use. Let me start by saying, I thought 

Google’s mantra was,” Don’t be Evil.” To me, this case is black and white; Google is guilty of wiretapping 

private citizens. The short of the case, is that the privacy of citizens is not so easily dismissed. If you have 

ever used Google Street View, it presents photographic layouts of many of the streets of the world. I must 

say, it is really amazing technology; however, shockingly, Google has not only been recording street 



 

 

views---they have been capturing all wireless traffic. In dozens of countries, Google has found hotspots, 

and captured that data for later use. Google does not deny this fact (although they did at first). Google 

argues that capturing “public” wireless transmissions cannot be considered wiretapping; that Wi-Fi would 

be considered more like radio communication, which is not covered under wiretapping laws. Google’s 

actions have spawned dozens of civil suits, which the state of California is trying to have condensed into 

one class-action lawsuit. Google continues to debate that Wi-Fi is not wiretapping, but the court has 

different thoughts. The federal court believes that Wi-Fi may be open to the public, but the transmission 

itself is not so easy to access, and for good reasons. Someone accessing the wireless bitstream can 

track a person’s every move; in fact, trace every keystroke they make, and every website they 

visit…along with capturing usernames and passwords. It is this data, this information, that would be 

considered wiretapping, and thus Google is guilty of evading the privacy of citizens. Might I add, this is 

not the first time Google has been charged with criminal activity. There have been cases of copyright 

infringement (selling trademark keywords), allowing Canada to sell pharmaceutical drugs to Americans, 

and a long list of “gray area” ethical dilemmas. (Streitfeld, 2013) 

 

Let me know your thoughts on these cases. 
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Audio Discussion – Creating your Podcast 
 
Requirements:  
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You will need a computer equipped with a microphone to complete this Discussion 
Board. 
 
Step 1: Create a script which responds to the following topic below. 
 
Step 2: Create a Podcast 
 
Use Audacity® (or other audio software) to create a podcast that responds to the 
questions posed in this Assignment. Make sure you save your file as a .WAV or .MPEG. 
If you choose to create a video, please make sure to save it as an MPEG or 
QuickTime®. There are the audio directions which demonstrates how to record and 
save your file. 
 
Please make sure that you also submit your script for your Podcast. 
 
Post the podcast to the Discussion Board. Listen to at least one classmate’s post. 
Discuss how their feelings are compared to yours. 

Topics 

 Step 2: Create a Podcast 

Many people use the web as a communication tool. From Facebook to Blogs, people 
post content online to share their lives, feelings and opinions. Some companies have 
started to use these online postings to evaluate current employees and choose and hire 
new employees. Is this a moral action on the part of the company? Are they violating 
their employees' privacy? Should they be allowed to evaluate employees based on 
activities that occur outside the workplace? Does it make a difference if these activities 
are not shared online? What are the ethical theories that support your opinion? 

Script 

 

Hello, my name is Eddie Jackson, and this is a Kaplan podcast that has been created for IT590. IT590 is a master's 

level class that deals with Legal and Ethical issues as they relate to information technology. In unit 3, we're 

discussing social networking and whether it is ethical for employers to use information from these sites. If you think 

about it, more and more of what we do is ending up online, in the public domain. The details of our professional and 

personal lives are readily available. Employers have become aware of this, are using people’s online personas as a 

screening process for jobs. Strictly speaking, employers aren’t really violating any laws, after all, the information is in 



 

 

the public domain. This is where ethics comes into question. Just because information is publicly available, is it okay 

for employers to evaluate potential employees, based upon their activities outside the workplace? This is definitely a 

gray area. I’ve been in the professional world for a long time, some 21 years now, and I understand that employees 

have a personal life outside that of work. I can also relate to businesses seeking out the best candidate for the job. 

 

To make ethical matters appear even more convoluted, some social networking sites are meant for the consumption 

of employers; for example, LinkedIn.com. And, of course, there those like me; I don’t care whether or not someone 

examines my Facebook, Google Plus, or Instagram social site to screen me for employment opportunities. The 

questions could be raised, are employees allowed to have a life outside of work? And, I would say yes, of course. 

That person still needs to keep certain things in check. If you work in the professional world, like me, you should 

always be aware of what you’re posting, and the ramifications it may have. I had friend who was an excellent 

computer engineer. His only problem was, he didn’t like his employer…and hey, with good reason, they were laying 

people off, cutting raises and bonuses, and piling on the work. He never really said anything at work, but I could tell 

he was unhappy. It was reported one day that he had been fired. I immediately sent him an email, asking why. His 

response was, check his Facebook. When I went to his Facebook, there were multiple posts bashing our employer---

they went way back. One, I couldn’t believe he was posting such disparaging remarks. And two, I couldn’t believe 

how many there were. This just goes to show you, your “private” isn’t always private. Was it ethical for our employer 

to fire him? Most likely not. Did the employee deserve it? Most likely. 

 

The lesson is, if you want a private life, stay offline. If you don’t want your employer---or potential employer---using 

your online persona against you, don’t have one; or, at the very least, learn how to censor yourself. This means, you 

don’t have privacy online, nor should you expect it. If you love social networks, like many do, build a positive online 

presence---it will be better for you, and better for your future. 

 

Okay, that’s it for this session. Thanks for listening...until next time. 

 

 

Unit 3 Journal Activity 



 

 

Write one to two pages reflecting upon what you learned in this unit. 

 

This week's journal entry discusses information privacy and the government’s role in that privacy. The 

first thing we learned is that there is a notion that information technology decreases privacy; meaning, the 
more technology-based systems we have in place, the less privacy there is. I believe, there is the 
misconception that we have privacy in the first place. One of the PowerPoint slides from chapter 5 stated 
that, “You have zero privacy anyway. Get over it.” I agree with this. Pretty much anyone living in a decent 
sized city, working for a corporate, public, or even private sector employer, has given up much of their 
privacy. Basically, we all leave an electronic trail of information everywhere we go----we use credit cards, 
cash cards, and write checks; we have mortgages or rent we pay; we pay utility, medical, college, and 
medical bills. All of these things create data and information in computer systems. There is no escaping it, 
our lives are not as private as they may seem. Of course, there are those that argue that privacy is 
necessary. Privacy permits individual growth and allows a person to develop in a way that supports 
freedom and freewill. This may or may not be true, but one thing is for sure, society as we know it, is less 
private than it was just a few decades ago. For better or worse, living less private lives is here to stay. 
There are some great advantages of living life in the open. One, illegal activities are much harder to hide. 
As more and more cameras get installed in public areas---as in parking lots, intersections, and stores---
crime itself is being prevented. It is also much easier to archive one’s life, share memories with family and 
friends, and even create a public persona. 
 
This does raise the question, “What is the government’s role in all of this?” Should there be laws that 
govern citizen privacy? I believe, the answer is yes. There is legislation that prevents the government 
from performing unauthorized wiretapping, which I believe is good. Likewise, there are laws that prohibit 
employers from subjecting potential employees to polygraph tests, which is also good. The problem is, 
when do laws go too far? An example of questionable legislation, would be the Homeland Security Act. 
This particular piece of legislation gives the government an all-access pass to pretty much any computer 
system located in the United States. I’ve always thought that the government should be there to help 
citizens, not to oppress them, or violate their privacy.  But, after the events of 9/11 (a terrorist event), the 
government was encouraged to take charge, which they did---Homeland Security was created, Homeland 
Security Act was established, and the USA PATRIOT Act was provisioned. After reviewing some of this 
legislation a little closer, much of it has helped our country. Other laws such as HIPPA, and ones that 
govern accounting departments everywhere, are mostly advantageous. Honestly, I believe privacy, or 
least what used to be privacy, began shrinking as soon as computers were created. Then, once the World 
Wide Web became mainstream, privacy contracted again. Now that social networking has become 
prevalent, privacy is but a dimly lit candle. Privacy, for the most part, is non-existent. This fact isn’t 
horrifying, but just a sign of modernity. 
 
 
 
 

Privacy: Perspectives, Public Information, and U.S. Legislation 

Privacy is an ethical issue with regard to the Internet. The advantages of utilizing 
Internet applications are clear. Society finds itself becoming more and more dependent 
upon this technology. What would life be without your daily email and access to the 
World Wide Web? It is increasingly harder to keep track of, evaluate, and prioritize 
information. Individuals are being forced to learn at an accelerated pace to keep up with 



 

 

the speed of technology, which is moving faster than imagined. As abuses of privacy 
and identity theft increase, society finds itself wondering who is in control. 

 

Outcomes 

After completing this unit, you should be able to: 

 Discuss recent legislation related to electronic information versus privacy 
 Assess rights to privacy versus public information 

Course Outcomes practiced in this unit: 

IT590-1: Analyze legal and ethical issues in the field of information technology. 

IT590-3: Discuss recent legislation related to ethical computing. 

What do you have to do in this unit? 

 Complete assigned reading. 
 Participate in Seminar or complete alternative assignment. 
 Participate in the written Discussion. 
 Participate in the audio Discussion. 
 Complete unit Assignment. 
 Complete unit Journal entry. 

 

Reading Summary or Overview 

Chapters 5 and 6 in Ethics for the Information Age 

Chapter 5: “Information Privacy” 

Chapter 6: ”Privacy and the Government" 

 

 The Family Education Rights and Privacy Act: This act gives students 
18 years old and older the right to review their educational records. 
 The Video Privacy Protection Act: Enhances privacy by making it illegal 
for videotape service providers to disclose rental records without the consent of 
the customer. 
 Public information: is information you have provided to an organization 
that has the right to share it. 



 

 

 Personal information: Information you have provided to an organization 
that has the right to share it. 
 The Fair Credit Reporting Act: Passed in 1970, with a revision in 1996, 
was designed to promote the accuracy and privacy of information used by credit 
bureaus and other consumer reporting agencies. 
 The Patriot Act: Expands the kinds of information that law enforcement 
officials can gather with pen registers and tap-and-trace devices. 
 The Platform for Privacy Preferences: Designed to help Internet users 
control the use of their personal information by the sites they visit. 

 The Privacy Act of 1974: Act that states in part “that no agency shall disclose 
any record which is contained in a system of records by any means of 
communication to any person, or to another agency, except pursuant to a written 
request by, or with the prior written consent of, the individual to whom the record 
pertains.” For more information on the Privacy Act of 1974, see the Web reading 
for this week. 

 Computer virus: A piece of self-replicating code embedded within another 
program called the host. 

 Worm: A self-contained program that spreads through a computer network by 
exploiting security holes in the computers connected to the network. 

 Trojan horse: A program with a benign capability that conceals another sinister 
purpose. 

 Hacker: A term derived from “hack” – is someone who intentionally tries to 
access a computer network for which they are unauthorized. Hackers are 
essentially trying to gain control over a system. 

 Phreaks: Similar to hacking, a phreak is someone who manipulates the 
telephone system in order to communicate with others without paying for the call. 
The “f” sound is spelled with a “ph” because the “f” sound in “telephone” is 
spelled with a “ph.” 

 DoS: A denial-of-service attack is an intentional action designed to prevent 
legitimate users from making use of a computer service. 

 E-mail bombing: Similar to spamming in the sense that a lot of e-mail messages 
are sent. 

 Online voting: The ability of voters to vote over the Internet from their home 
computers. 

Quinn, M.J. (2013). Ethics for the Information Age. Boston: Addison-Wesley. 

 
 



 

 

 
 

Attending live Seminars is important to your academic success, and attendance is 
highly recommended. The Seminar allows you to review the important concepts 
presented in each unit, discuss work issues in your lives that pertain to these 
concepts, ask your instructor questions, and allow you to come together in real time 
with your fellow classmates. There will be a graded Seminar in Units 1 through 5 in 
this course. You must either attend the live Seminar or you must complete the 
Seminar Alternative Assignment in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

This Seminar will focus on the ethical issues surrounding privacy on the Internet and 
the challenges that evolving technological advances pose for society regarding 
maintaining people’s privacy. 

Option 2: Alternative Assignment: 

You will benefit most from attending the graded Seminar as an active participant. 
However, if you are unable to attend you have the opportunity to make up the points 
by completing the alternative assignment. 

Google has become one of the most popular search engines and is used by 
individuals searching the Internet for information. Search the Internet for the 
documentary “Inside the Mind of Google.” If you require a transcript, make sure to 
include “transcript” into your search terms. Watch the program and write a paper 
describing the privacy concerns associated with this Internet giant. 



 

 

Answer the Assignment questions in a Microsoft Word. Word Count 500–750 words. 
Use Serif type, double-spaced. Follow APA style guide including cover sheet, in text 
citations, 

Your paper should be in APA format and cite all references used. Submit to the 
Seminar Dropbox. 

 

Note: there are two assignments this week, Assignment 3 and the Journal 
Assignment. Click on the Learning Journal icon below for instructions. 

Assignment 3 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Discuss recent legislation related to electronic information verses privacy 
 Assess rights to privacy verses public information 

Course Outcome: 

 IT590-1: Analyze legal and ethical issues in the field of information 
technology. 
 IT590-3: Discuss recent legislation related to ethical computing. 

Assignment Instructions: 

1. The Code of Fair Information Practices (http://www.ftc.gov/reports/privacy-
online-fair-information-practices-electronic-marketplace-federal-trade-
commission) applies only to government databases. Consider the concept of 
consumer privacy and data protection. There is a potential conflict of interest 
between the consumers who want to protect their data, and the businesses who 
want to use consumers’ data for profit – whether by selling that information, or 
using it to direct advertising activities. Explain the Fair Information Practices Act. 
Compare and contrast the Code of Fair Information Practices with the private 
sector’s use of information. Is the private sector better at self-policing than the 
government, or should the government’s rules be extended to include private 
databases? 
2. The sharing of information has become almost commonplace in today’s 
society from texting to Twitter, people are sharing their thoughts and 
whereabouts thousands of times a day. Many organizations are taking interest in 
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this information to help them carry out their directives. Employees have been 
fired (or not hired) as a result of Tweets and Facebook® posts, prosecutors and 
police are tracking down criminals using social media, and criminals have been 
put behind bars based on their texts and cell phone location records. Despite 
this, many people still believe that they have their privacy. What are your rights 
with regards to the information that you post or text? Does your level of privacy 
increase depending on your network/cell phone provider? The social media site 
that you are using? Explain. 
3. Many of the laws that are on the books were written long before the 
Internet and therefore do not contemplate issues created by today’s networking. 
Research legislation related to technology that has been proposed or passed 
within the last five years. Describe the legislation. Indicate whether it passed, or 
if it is still in consideration. Then, explain the benefits and drawbacks of the 
legislation you chose. 

Assignment Requirements: 

Answer the Assignment questions in a Microsoft Word. Word Count 1,200–1,500. 
Minimum 3 ½ pages12 pt. Serif type, double-spaced. Follow APA style guide 
including cover sheet, in text citations, and at least four references. When 
completing your Assignments, take a clear stand on whether a particular action or 
decision is right or wrong and then defend your position through the use of one or 
more of the practical ethical theories described in the book. 

Save the file as Assignment3_yourlastname.doc and submit to the Dropbox. 

For instructions on how to submit your Assignment to the Dropbox, click on the 
Academic Tools tab above. 

Written Assignment Requirements 

Answers contain sufficient information to adequately answer the questions and 
contain no spelling, grammar, or APA errors. Points deducted from grade for each 
writing, spelling. or grammar error are at your instructor’s discretion. 

Please be sure to download the file “Writing Center Resources” 

Review the grading rubric below before beginning this activity. Printable 
rubrics are available in Doc Sharing. 

Assignment 3 grading rubric = 50 points 



 

 

Assignment Requirements 
Points 
Possible 

Points Earned by 
Student 

1. Student explains the Fair Information Practices Act. 0-6  

Student compares and contrasts the government legislation with private 
policing. 

0-8  

Student discusses whether government rules should extend to private 
databases. 

0-8  

2. Student explains an individual’s rights to their posted data. 0-6  

Student compares privacy rights as it relates to different ISPs and cell 
phone service providers. 

0-10  

3. Student identifies one legislative proposal that has been proposed or 
enacted. 

0-6  

Student compares benefits and drawbacks of chosen legislation. 0-6  

Total (Sum of all points)   

Points deducted for spelling, grammar, and/or APA errors.   

Adjusted total points   

 


