
 

 

 
 

Discussion 

Note: for Units 1 through 5, there are two types of discussions for this course: a written 
discussion and an audio discussion. You will write out your written discussions in one 
area and then post your audio discussion in the second discussion area. 

Written Discussion 2 : Ethical Issues 

Recently, the government attempted to restrict the trafficking in intellectual property by 
introducing the Stop Online Piracy Act (SOPA) and the Protect IP Act (PIPA). Both of 
these proposals were extremely controversial as many viewed them as a restriction on 
first amendment rights. Select one of these bills and research it thoroughly. Explain the 
purpose behind the bill and why it was controversial. Then, explain whether you feel that 
it is an illegal restriction on the freedom of speech, or if it is a necessary law to protect 
intellectual property rights. Remember to cite your sources. 

Respond to at least two classmates. Select one classmate who chose to report on the 
other bill (in other words, if you chose SOPA, select a classmate that reported on PIPA). 
Read their post. Do you agree with their analysis of their bill? Why or why not? 

For your second response, debate the opposing view to their post. In other words, if 
they stated their legislation is a violation of the freedom of speech, explain why the bill is 
a necessity to protecting IP rights. 

Remember to thoroughly research your responses and cite your sources using in text 

citations and proper APA format. 
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SOPA 

                                                                                       Digital Rights 

               When we talk about digital rights, we are talking about piracy, intellectual property, and constitutional rights. 

The idea that a “digital product” is not governed by the same laws that protect off the shelf products is highly 

controversial. There are those, mainly the product owners and distributors, which argue that digital piracy is actually a 

worse crime than retail theft. Digital piracy has the ability for a stolen product to reach tens of thousands, if not 

millions, of people. Thus, the potential losses in sales are far greater.  

Piracy 



 

 

               This is why there has been a push for federal regulation of digital piracy. To enforce the laws that govern 

intellectual property, legislation has been proposed. This legislation can been in the SOPA bill, or Stop Online Piracy 

Act. What SOPA permits the government to do is shut down websites where illegal content is being hosted. 

Additionally, the SOPA bill gives the government the power to regulate, even shut down, websites that fund, link to, or 

have visitors with the intent on downloading illegal content (Schatz, 2012). Furthermore, SOPA provides the Justice 

Department with the legal ability to have Google remove links from its search engine and to block sites at the DNS 

level---meaning URLs would be blocked if someone was trying to get to the website in an Internet browser (Schatz, 

2012). 

Contrast 

               Of course, this has drawn much criticism from the opposing side, which say this is a direct violation of their 

First Amendment right---freedom of speech (Cornell University Law School, n.d.). Also, because the language in the 

SOPA bill is so vague, there is the possibility that the U.S. government could censor websites without evidence, or 

ones that did not realize pirated content was being hosted. This could be a major problem for many popular social 

networking sites, such as Facebook, eBay, Amazon, and even LinkedIn. Can you imagine going to Facebook or 

LinkedIn and there being a Federal Government shut down notice posted? This is exactly what those who oppose the 

bill, and bills like it, are concerned about. 

Solutions 

This leads us back to how exactly do we protect digital rights? Well, there are digital signatures, activation, 

certificates, and a long list of ways to encrypt data streams (Lock Lizard, n.d.). However, the burden of securing 

digital rights stills falls on the owners, not the government. I honestly think the music and movie industries are lazy, 

and are looking for a federal solution to a global problem; it does not exist. 

Personal  

               When thinking about legislation that protects digital rights, I believe laws are---and can be---abused; we 

have way too many laws already. Is this violation of someone’s First Amendment right? No, I do not think so. Should 

there be legislation that protects digital rights? No, I do not think so. If the government wants to make more laws, they 

should mandate that the burden of securing digital rights be placed on the owners and distribution companies. I am 

sorry that piracy exists, but cramming more laws down the throats of citizens is nothing more than tyrannical 

oppression. We have enough of that already. But what about the poor recording and movie industry? They are losing 

billions of dollars. Well, lucky for them, they have billions to lose. They should spend their time and effort in protecting 

their assets. There is zero proof that laws will stop global, world-wide piracy. In fact, every time the government tries 

to stop one site, ten more sprout up. Remember Napster? Yeah, I remember as soon as that site was taken down, 

literally a dozen new ones popped up. Thus, this leads me to believe SOPA would be failure, and only be successful 

at instituting more laws that cannot possibly be enforced. 
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I agree with you that passing such laws would probably do more harm than good. If we think about it, the Internet was 

created for sharing information, which has transitioned into sharing anything and everything that is digital. You bring 

up a good point about Twitter and YouTube; basically, those sites could be shut down easily due to copyright 

infringement. How about Facebook? How about LinkedIn? None of them would be able to stay online. It's a sad state 

of affairs, in the land of the free, that the business side of the United States continues to oppress its people. I believe 

we already have too many laws for the average citizen. If all these for profit companies can't find better ways to 

remain profitable, maybe they should close their doors. I did read somewhere, though, that a PIPA/SOPA type law is 

in the future of the U.S. ---wonderful. 
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RE: Discussion about SOPA 

 

You are right; there are people that deserve to have their intellectual property protected. But, I would like think we can 

make that happen without instituting more laws---laws that will obviously be abused. What should happen, is for 

digital rights management to step up and protect copyrights. I could think of a few ways. One, companies could move 

away from physical media into streaming services. Another DRM strategy could be to tie the product's serial number 

to the purchase; meaning, one serial number per product, and that product would have to be activated. We could 

even go further by embedding DRM software into operating systems, phones, and tablets, where the music or movies 

would not play without being activated. The point is, we don't need more laws---just a willingness to protect 

copyrights.  
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Audio Discussion 2: 

Requirements: 

You will need a computer equipped with a microphone to complete this Discussion 
Board. 

Step 1: Create a script which responds to the following topic. 

Digital recording coupled with the Internet has changed the essence of sharing content. 
In the past, when someone purchased a record or tape and copied it, the quality of the 
recording diminished with each copy. In addition, the number of individuals with which a 
person could share the copy was limited to those within his or her physical location. 
With digital recording techniques, anyone can create a perfect duplicate of the original 
and share it with a limitless audience. These people in turn can create their own copy 
and share it as well. Copyright owners have presented arguments for both protecting 
these recordings, and for allowing unlimited sharing. 

Research both sides of the argument. Compare and contrast the benefits of sharing 
digital content and the desire to protect it. Which side do you believe has the more valid 
position? Why? 

Step 2: Create a Podcast 

Please make sure that you also submit your script of your Podcast. Post the podcast to 

the Discussion Board. Listen to at least one classmate’s post. Discuss how their 

feelings are compared to yours. If you need Podcast instructions again they are in Unit 

1. 
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Unit 2 Podcast 

I have attached my podcast for your listening pleasure. 
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Script 

 

Hello, my name is Eddie Jackson, and this is a Kaplan podcast that has been created for IT590. IT590 is a master's 

level class that deals with Legal and Ethical issues as they relate to information technology. In unit 2, we're 

discussing copyright laws, digital content, and what should be done, if anything, to protect online content. We have 

been asked to create a podcast reflecting upon these concepts, and to provide a discourse on copyright. 

 

When I think about copyright and copyright laws, physical media such as paper books and CDs that you purchase at 

the store come to mind. Of course, in this digital era, it seems like more and more of the world as we know it, is being 

converted into ones and zeroes, which is being made available over the Internet. On one hand, this has made 

copyright laws, which protect intellectual property, much harder to enforce; on the other hand, the global proliferation 

of any given product should, in itself, have intrinsic value. 

 

So, what do copyright laws actually protect? In my research, I found that copyright laws protect basically everything 

you can imagine, including music, art, literary works, sounds, videos, movies, etc. I also saw that there is no 

distinction between online content and retail content; meaning, copyright laws already protect much of what is online.  

 

This brings us to the question, should digital content be shared? And, the answer is, yes…of course it should be. 

However, this doesn’t mean that digital content shouldn’t be protected. Great examples of digital media being 

protected can be seen in services like Hulu, Netflix, Pandora, and Spotify, which have digital content, but the 

intellectual property rights of the respective artists have not been violated. But, what about person to person sharing, 

or peer to peer sharing? Should that be allowed? Well, the answer is yes and no. In reality, the majority of peer to 

peer sharing is already considered illegal, thus wasting money and time on enforcing new legislation is going to be 

most likely a hopeless endeavor. For U.S. companies to enforce laws, the action of enforcement would have to be 

global, as in cover the entire planet. I can think of much better things for our government to be managing than people 

sharing movies and music online. So, how do companies and owners protect copyrights of digital products? I think 

the best option is for the music and movie recording companies to stream products, rather than offering physical 

media---streaming an encrypted bit stream would eliminate piracy overnight. Another option would be for the serial 

number of a music or video product to be tied to ownership, meaning the product would be “activated” online or at the 

time of purchase. What would eventually happen, is that online peer to peer sharing would be made nearly 

impossible, and all copyrights and intellectual property would become protected. This means, we would all have the 

great advantage of having access to digital content, but not at the price of copyright infringement. 



 

 

 

Okay, that’s it for this session. Thanks for listening...until next time. 
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You have brought up an excellent point; people have been sharing content since the beginning of time really (why 

should that change now?). I think digital content being shared legally, like through Netflix and Pandora, is a great 

idea. I think all companies that are concerned with the copyright of digital content just needs to move to paid 

streaming services. The stream can be encrypted and protected from piracy, thus the copyright will be protected. I do 

not believe that passing more laws is going to solve anything, except to have more laws, which cannot possibly be 

enforced. 
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Unit 1 Journal Activity 

Write one to two pages reflecting upon what you learned in this unit. 

Respond in a Microsoft Word document. Use Serif type, double-spaced. Submit to the 
Unit 2 Journal Dropbox. 
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                        Unit 2 Journal Entry  

               This week's journal entry discusses network communications and 

intellectual property. When considering network communications, it is more than just 

routers and switches that businesses use; network communications includes e-mail, 

instant messaging, and chat programs. Electronic mail, or simply e-mail, is how people 

communicate with one another using the Internet. Standard email addresses have a 

recipient name or distribution list name, an @ sign, and a domain name. For example, 

my Kaplan email address is EddieJackson12@student.kaplan.edu. Instant messaging 

(IM) refers to an interactive message that takes place on a device or through an 

application. IMing is great for unofficial messaging, and as such, is used more 

frequently than e-mail. Chat programs are types of software that create chat rooms. In 

these chat rooms, multiple people can see the messages, or even send private messages. 

This is great for unofficially communicating with a group of people; however, there 

may be a security risk, due to not knowing the identity of the people in the chat room. 

               The next topic we covered was intellectual property, and how enforcing 

copyright laws and reducing the piracy of digital content, continues to be a problem for 

digital media. Some of the concepts we discussed were freedom of expression, 

copyright, and digital rights. Freedom of expression is having the ability or right to 

speak your mind. This is particularly important in the online world, which usually 

encourages open forums, chat rooms, and social networking. Without the right to speak 

one’s own mind, these websites would serve no purpose (and most likely be taken 

offline). When we examined copyright, we learned that copyright protects intellectual 

property. Intellectual property can be music, movies, videos, logos, art, literary works, 

and much more. It is interesting to note, copyright just does not pertain to physical 

objects, or physical media. Copyright extends into digital content. This segues into the 

next topic, digital rights. Digital rights, or more specifically digital rights management 

(DRM), defines how digital rights can be protected using technology. For example, 

DRM can be used to stop someone from making copies of a particular piece of music 

or a movie. Digital rights has become a major concern in the online world, because of 



 

 

the pervasiveness of online sharing. As publishers, recording artists, and manufactures 

continue to transition physical media into digital media, DRM will become more 

complex and harder to design and implement. However, DRM is important and is 

needed to protect intellectual property; thus, DRM will definitely be a part of most 

digital content in the future. Of course, there are those that oppose DRM, associated 

laws, and any attempt to lock down digital content. The argument is that DRM is a 

form of oppression and violates the First Amendment, freedom of speech. Me, 

personally, I stand somewhere in the middle. DRM needs to be robust enough to 

protect copyright, but we do not need any more laws.   
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Networked Communications and Intellectual Property 

This unit covers the concept of networked communications and many of the tools used 
in networking computer users including social networks, e-mail, and Twitter®. The use 
of the Internet raises many issues, such as cyber bullying and Internet addiction, along 
with questions about free speech and censorship. Intellectual property rights are also 
easily violated when using the Internet. This unit will examine legal safeguards for 
intellectual property including digital rights management and intellectual property 
protections for software. 

 

Outcomes 

After completing this unit, you should be able to: 

 Determine the reliability of information found on the Internet 
 Evaluate the credibility of various sources of information based on known 
literary and factual cultural practices 

Course Outcomes practiced in this unit: 



 

 

IT590-1: Analyze legal and ethical issues in the field information technology. 

IT590-3: Discuss recent legislation related to ethical computing. 

 

What do you have to do in this unit? 

 Complete assigned reading. 
 Participate in Seminar or complete alternative assignment. 
 Participate in the written Discussion. 
 Participate in the audio Discussion. 
 Complete unit Assignment. 
 Complete unit Journal entry. 

 

Reading Summary or Overview 

Chapters 3 and 4 in Ethics for the Information Age 

Please read the chapter listed below in your textbook. 

Chapter 3: “Networked Communications” 

Chapter 4: “Intellectual Property” 

 
 

It is estimated that there are more than a billion computers that connect to the Internet. 
Computer users can communicate via e-mail, instant messages, and chat rooms, and 
can access an amazing number of websites. In 2008, Google® announced that it had 
identified over a trillion unique websites! With this ability to interact with so many other 
computer users, new ethical issues have emerged. Consider the following Internet 
enabled technologies: 

Electronic E-mail, or e-mail, is one way to communicate using the Internet. The first 
part of an e-mail address (before the @ sign) identifies a particular computer user. The 
second part of an e-mail address (after the @ sign) contains a domain name. Domain 
names are based upon the type of organizations such as .com (signifying a company, 
.edu for an educational institution, and .org for a non-profit organization.) Unless the e-
mail message is short, the mail server divides the message into packets. With e-mail, 
the sender composes and then sends the message. After the message is delivered, the 
recipient reads the message and may compose a reply. E-mail is the most popular 
Internet application. A persistent problem with e-mail is spamming (broadcast e-mails 



 

 

sent from fake addresses). Computer viruses, which can destroy electronic data and 
cause other computer problems, can also be sent via e-mail. 

Instant messaging (often referred to as “IM” or “IMing”) is interactive real-time 
conversation. When instant messaging, a screen displays a conversation as it unfolds. 
A message is sent every time one of the parties hits the “Enter” key. Because there is 
little overhead with instant messaging, messages are much shorter and are sent more 
frequently. 

Chat programs and chat rooms are similar to instant messaging but instead of a one-
on-one type of interaction, multiple users can post messages that display as they post 
(send) them. 

The ethical issues that can arise from these Internet applications are that users may not 
know the identity of the people sending messages, nor their real intentions. This unit will 
explore some of those implications. 

 

Key Concepts: 

 Spam is a phenomenon that has been proliferated by the increasing 
commercial use of the Internet and e-mail. 
 People are increasingly using the Web for shopping, socializing, sharing 
content, blogging, learning, gaming, and banking. 
 Protecting free speech and concerns of censorship are two moral issues 
that need to be addressed when using the Internet. 
 “Intellectual property is any unique product of the human intellect that has 
commercial value.” (Quinn, 2013) 
 
E-mail: Short for Electronic Mail, it is the ability to send messages over the 
Internet. E-mail allows us to send files as attachments, which has created a new 
set of ethical issues. 
 Spam: The constant e-mailing being contributed to the traffic on the 
Internet. Spam comprises unwanted and unsolicited e-mails. Many e-mail 
programs will filter spam to Junk or bulk e-mail boxes. 
 Censorship: The attempt to regulate public access to material that is 
considered offensive or harmful. 
 Freedom of expression: The right of being able to speak one’s mind. 
 Identity Theft: A growing issue, where one’s personal information, such 
as credit card information, is stolen and then used by someone else. 



 

 

 Spam blocker: Attempts to keep spam from reaching someone’s mailbox 
by identifying and discarding (or routing to a special folder) e-mails that appear 
to be spam. 
 PC bang: A Korean cybercafé in which people play persistent, online 
games. 
  
 
URL (Uniform Resource Locator): Every Web page has a unique URL, 
enabling hyperlinks to be set up between pages. 
 The Enlightenment view of addiction: The view that addiction is wrong, 
and people are responsible for the decisions they make about what they put into 
their bodies 
 Intellectual Property Protection: An individual or firm in the United 
States may protect intellectual property through trade secrets, trademarks, 
service marks, patents, and copyrights. 
 Trademark: A word, symbol, picture, sound, color, or smell used to 
identify a product. 
 Fair use: Those circumstances under which it is legal to reproduce a 
copyrighted work without permission. 
 Digital Millennium Copyright Act: Curtails fair use of copyrighted 
material by consumers by making it illegal to make copies of DVDs. 
 Digital rights management: Any of a variety of actions owners of 
intellectual property stored in digital form may take to protect their rights. 

 Peer-to-peer network: A transient (temporary) network allowing computers 
running the same networking program to connect with each other and access 
files stored on each other’s hard drives. 

 MP3 –spoofing: Refers to posting a bogus MP3 file on a peer-to-peer network. 
 Open source: Refers to software in which the source code is distributed along 

with the executable program. 
 Trade secrets: Includes formulas, processes, proprietary designs, strategic 

plans, and customer lists. 

Quinn, M.J. (2013). Ethics for the Information Age. Boston: Addison-Wesley. 

 
 

Web Reading Summary and link 

 Read about evaluating credible sources on the Internet. Recommended 
search term “credible sources on the Internet” 
 Research the history of Spam. Recommended search term “origins of 
Internet spam” 



 

 

 Research current ethics issues in the news. Recommended search term 
“technology ethics in the news” 
 Laws related to intellectual property differ from country to country. Review 
the laws related to Intellectual Property in several countries. Recommended 
search term “international intellectual property laws” 
 
 
 

 

Note: there are two assignments this week, Assignment 2 and the Journal Assignment. 
Click on the Learning Journal icon below for instructions. 

Assignment 2 

Outcomes addressed in this Assignment: 

Unit Outcomes: 

 Judge differences between ethically using copyright protected material 
versus free use/public domain material 
 Summarize the legal aspects of intellectual property 
 Compare copyright versus patents 
 Discuss recent legislation related to ethical computing 

Course Outcome: 

IT590-1: Analyze legal and ethical issues in the field of information technology. 

IT590-3: Discuss recent legislation related to ethical computing. 

Assignment Instructions: 

In this Assignment, you will answer five questions based on readings from your 
textbook, the Internet, your discussions in this unit, and your own experience. 

Please answer the following questions. Be sure to review the rubric before submitting 
your Assignment. 

1. Define the term intellectual property? Identify three examples of 
technological (computer related) intellectual property. Discuss the difference 
between patent and copyright in software. 



 

 

2. Explain the term “digital rights management”. Compare and contrast three 
different technologies that have been used or proposed for digital rights 
management. 
3. Explain why patents are considered an unreliable way of protecting 
intellectual property rights in software. 
4. Suppose Acme Software wants to develop a program that duplicates the 
functionality of a program made by Best Software. Is it possible for Acme 
Software to do this without violating the copyrights held by Best Software? 
Explain. 
5. Suppose your band has recorded a song and posted it as an MP3 file on 
your website. Investigate how you can allow people to download your music for 
noncommercial purposes while retaining your copyright on the song. Explain the 
options available to your band members. 

Assignment Requirements: 

Answer the Assignment questions in a Microsoft Word file. Word Count 1,200–1,500. 
Minimum 3 ½ pages12 pt. Serif type, double-spaced. Follow APA style guide including 
cover sheet, in text citations, and at least four references. When completing your 
Assignments, take a clear stand on whether a particular action or decision is right or 
wrong and then defend your position through the use of one or more of the practical 
ethical theories described in the book. 

Save the file as Assignment2_yourlastname.doc and submit to the Dropbox. 

Written Assignment Requirements 

Answers contain sufficient information to adequately answer the questions and contain 
no spelling, grammar, or APA errors. Points deducted from grade for each writing, 
spelling or grammar error are at your instructor’s discretion. 

Please be sure to download the file “Writing Center Resources” from Doc Sharing to 
assist you with meeting APA expectations for written assignments. 

Review the grading rubric below before beginning this activity. Printable rubrics 
are available in Doc Sharing. 

Assignment 2 grading rubric = 50 points 

Assignment Requirements 
Points 
Possible 

Points Earned by 
Student 

1. Student defines intellectual property. 0-5  

Student identifies three examples of intellectual property. 0-10  



 

 

Student discusses the difference between patents and copyright. 0-5  

2. Student explains “digital rights management.” 0-5  

Student compares and contrasts three digital rights management 
technologies. 

0-10  

3. Student explains why patents are unreliable for software. 0-5  

4. Student explains ways to duplicate software functionality without 
violating copyright. 

0-5  

5. Student explains how to protect IP rights online. 0-5  

Total (Sum of all points)   

Points deducted for spelling, grammar, and/or APA errors.   

Adjusted total points  
 

 

 

 
 


