
 

 

Topic 1: Physical Security Measures for HGA 

Return to HGA’s mainframe (depicted within Figure B-1 located in Doc Sharing). 
Suggest appropriate physical security measures as requited in PCI specification 9. Post 
your suggestion to the message board and comment on other person’s posts. 

Reviewing the 

diagram  

Edward Jackson  10/18/2014 3:53:24 PM 

 

 

After reviewing the Figure B-1 diagram, I have noticed security enhancements 
that can be made to further protect client data. The first security measure I 
would take is protecting stored data, and I would use object access auditing 
and encryption. For the object access, Microsoft’s Active Directory file and 
folder auditing can be enable (Requirement #10, monitoring access to data) 
(Microsoft, n.d.). For the encryption, Microsoft’s Bitlocker can be enabled to 
protect the data while in storage (Microsoft, n.d.). Another security suggestion 
would be to add encryption to the communication stream; meaning, protect the 
data while it is being transmitted (meeting Requirement #4). A popular method 
to protect the data in transit is to use SSL (Secure Sockets Layer). SSL works 
by creating an encrypted link between the sender and receiver, normally a 
client and a server (Digicert, n.d.). I also noticed on the diagram that there was 
a router/screener…I would upgrade the screener to a full firewall (relating to 
Requirement #1). A firewall, such as the Cisco ASA 5500, has extra features. 
These features are: anti-virus, intrusion prevention (IPS), anti-spam, URL 
filtering, and anti-phishing (they relate to Requirement #5) (Cisco, n.d.). 

So, in summary, as it relates to the diagram, I would install a new firewall, 
implement SSL, install Bitlocker encryption on all computers (clients and 
servers), and enable auditing on file and folder access. 
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Topic 2: Hot issues with Physical Security 

What is a hot issue this week in the security arena as it relates to this unit’s topic? 
Summarize one of these issues on the message board, and respond to another 
person’s post. 

Cover all 

your 

bases 

Edward Jackson  10/18/2014 6:08:58 PM 

 

 

My article, Why Info-Security Hinges on Physical Security, comes from 
securitymagazine.com, and discusses the need for physical security. 
Oberlaender (2014) points out the importance of logical security, but focuses 
on why physical security is equally critical. There is the need for data centers 
(secured areas for servers and network equipment), but if that area is shared 
with other departments such as facilities and security, or available to outside 
servicers and support, it is extremely important that those areas adhere to 
security policies. The author gives some interesting examples of breaches or 
weaknesses in security. For instance, he spoke about data centers that had 
cable trays and telecommunication closets available from parking garages; 
basically allowing anyone access to expensive equipment and sensitive data. 
Another example was where a cage was around data center equipment, but 
was open at the top; thus, allowing anyone with a chair or ladder to reach over 
and unlock the cage from the inside (Oberlaender, 2014). The author also lists 
some great suggestions for enhancing security; they are: making sure 
mantraps are actually secure; verifying users have badges and are using them 
in an effective, secure manner; training and educating users about the 
importance of security; and finally, he mentions…you should always think like 
an attacker when designing security, not like an engineer (I find that one pretty 
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good, and correct). What I got from the article was that security attacks can 
happen beyond just logically…and physical attacks should be anticipated for 
and the design of physical security should always be part of any holistic 
security strategy. 
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RE: Unit 5 
Discussion 1 

Edward Jackson  10/16/2014 9:03:49 PM 
 

 

You made excellent points referencing PCI requirements. I'll give you a 
real-world example. When it comes to protecting access and information, 
the place I work has really tight security. We have a physical security 
officer that guards the entrances. A badge is to be displayed by all 
employees entering the building. This same badge acts a digital key to 
doors. Our customer data is behind two sets of locked doors. The first set 
only IT and security have access to. The second set (the data center), 
only site administrators have access to. Of course, even in the data 
center, there are routers (with access control) and firewalls protecting the 
access of data via a remote connection. We even have auditing 
enabled...to monitor who and when the data is access. Oh, did I 
mention? We also have cameras in every room, facing all directions. 
Now that is security! 

 

 

RE: Initial 
Response 

Edward Jackson  10/16/2014 9:09:13 PM 
 

 

I totally agree with your assessment about credit cards and credit card 
technology. I have been saying for years that the magnetic media (the 
strips), need to be upgraded. I'm thinking something that requires the 
person and card (that's a little sci-fi), but basically means the card is 
somehow directly connected to a person. I once saw a show that used 
gene/DNA encoding for access. A low-tech way (which would still be 
better) are RFIDs. RFIDs could be embedded into a person (also a little 
sci-fi). The idea of this would be...if the data isn't sent from the person 
directly, the transaction cannot be completed. 
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RE: Initial 
Response 

Edward Jackson  10/18/2014 1:15:13 PM 
 

 

Okay, I've been thinking about a better, more secure system. 
While not perfect, what about a fingerprint scan verification? The 
original scan would be done by the bank or through whoever 
your credit card is through. Many devices come with fingerprint 
scanners these days; and really, we would could create better 
scanners (where the fingerprint can't be lifted). I know this isn't 
perfect, but it would definitely keep random people from using 
the card via the credit card numbers themselves. I would sign up 
for this right away. 
 
So, how it would work...you have the credit card, which could still 
have the magnetic strips; but now, 50% of a secret key would be 
stored on the card (1/2 of the equation). The person's fingerprint 
would be the other 50% of the key...and if they match up and 
complete the equation via a scan verification at purchase, the 
purchase goes through. For online purchases, especially through 
eBay and Amazon, your fingerprint scan is created during 
account setup...and is verified with purchases. So, no one could 
take your credit card and use it through one of these online 
services without your fingerprint. What do you think? 

 

 

RE: Unit 5: 
Discussion 
Topic 1 

Edward Jackson  10/18/2014 2:06:57 PM 

 

 

The possible shortcomings of security are in funding and enforcement. I 
have seen places that have wonderful security policies, but seldom have 
the man power to enforce them. For example, a hospital I worked for had 
really tight security, on paper that is. Areas were meant to be secured via 
digital cards...but many times, doors were propped open. Staff were 
meant to carry security badges for identification purposes, but most 
badges were not visible, or not even carried on their person. Finally, 
there were security cameras everywhere, but most of them needed 
serious repair. So, really...it only matters what is actually used and 
enforced for the security protocols to be effective. 
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Information Security and the Payment Card Industry 

While the payment card industry has adopted the following requirements, security 
breaches continue to happen. Companies frequently place confidence in the security 
measures that are taken to maintain compliance when additional security measures 
beyond compliance are needed. 

What are the 12 requirements of the PCI Specification? 

Requirement 1: Install and maintain a firewall configuration to protect cardholder data. 

Requirement 2: Do not use vendor-supplied defaults for system passwords and other 
security parameters. 

Requirement 3: Protect stored cardholder data. 

Requirement 4: Encrypt transmission of cardholder data across open, public networks. 

Requirement 5: Use and regularly update anti-virus software. 

Requirement 6: Develop and maintain secure systems and applications. 

Requirement 7: Restrict access to cardholder data by business need-to-know. 

Requirement 8: Assign a unique ID to each person with computer access. 

Requirement 9: Restrict physical access to cardholder data. 

Requirement 10: Track and monitor all access to network resources and cardholder 
data. 

Requirement 11: Regularly test security systems and processes. 

Requirement 12: Maintain a policy that addresses information security. 

 

Outcomes 

After completing this unit, you should be able to: 

 Assess the risk to information systems and data. 

 Explain how encryption protects cardholder data at rest or in transit. 



 

 

 Select physical security principles for a cardholder environment. 

 Recommend cryptographic solutions for protecting cardholder data. 

Course outcome(s) practiced in this unit: 

IT540-4: Assess computer networks for regulatory compliance. 

 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Complete the Learning Activity. 

 Participate in Seminar or complete Alternative Assignment. 

 Participate in Discussion. 

 Complete unit Assignment. 

 
Reading 

 

Read Chapter 6: “Firewalls and VPNs,” and Chapter 9: “Physical Security,” in your 
text. 
 
 

Key Terms 

Mantrap: A small enclosure that has different entry and exit points. The individual 
entering the facility, area, or room enters the mantrap, requests access through some 
form of electronic or biometric lock and key, and if verified, exits the mantrap into the 
facility. 

Manual fire detection systems: Include human responses, such as calling the fire 
department, as well as manually activated alarms, such as sprinklers and gaseous 
systems. 

HVAC: Heating, ventilation, and air conditioning system. 

Uninterruptible Power Supply (UPS): A backup power source for major computer 
systems. 

Firewall: Prevents specific types of information from moving between the outside world, 
known as the untrusted network, and the inside world, known as the trusted network. 
The firewall may be a separate computer system, a software service running on an 



 

 

existing router or server, or a separate network containing a number of supporting 
devices. 

Packet filtering firewall: Examines the header information of data packets that come 
into a network. 

Stateful inspection firewalls, (or stateful firewalls): Track each network connection 
between internal and external systems using a state table, which tracks the state and 
context of each packet in the conversation by recording which station sent which packet 
and when. 

Application gateway (Proxy server): Frequently installed on a dedicated computer, 
separate from the filtering router, but is commonly used in conjunction with a filtering 
router, runs special software that acts as a proxy for a service request. 

Content filter: A software filter that allows administrators to restrict access to content 
from within a network. It is essentially a set of scripts or programs that restricts user 
access to certain networking protocols and Internet locations, or restricts users from 
receiving general types or specific examples of Internet content. 

VPN (Virtual Private Network): A private and secure network connection between 
systems that uses the data communication capability of an unsecured and public 
network. 

Vocabulary provided by: Mattord, H. J. & Whitman, M. E., (2012). Principles of 
Information Security, 4th ed. Boston, MA: Course Technology. 

 

Attending live Seminars is important to your academic success, and attendance is 
highly recommended. The Seminar allows you to review the important concepts 
presented in each unit, discuss work issues in your lives that pertain to these 
concepts, ask your instructor questions, and allow you to come together in real time 
with your fellow classmates. There will be a graded Seminar in Units 1 through 5 in 
this course. You must either attend the live Seminar or you must complete the 
Seminar alternative assignment in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

 Introduction to payment card industry standards 

 Segmenting to limit the scope of compliance 

 Tips for Unit 5 Assignment 



 

 

Option 2: Alternative Assignment: 

You will benefit most from attending the graded Seminar as an active participant. 
However, if you are unable to attend you have the opportunity to make up the points 
by completing the alternative assignment. 

 

Unit 5 Assignment 

Outcomes addressed in this activity: 

 Assess the risk to information systems and data. 

 Explain how encryption protects cardholder data at rest or in transit. 

 Select physical security principles for a cardholder environment. 

 Recommend cryptographic solutions for protecting cardholder data. 

Course outcome: 

IT540-4: Assess computer networks for regulatory compliance. 

 

Assignment Instructions: 

Complete the following research assignment. Submit your answers in a single word 
document to the Dropbox. 

Research PCI regulations. How do they affect retail merchants? Do PCI standards 
affect e-commerce? 

Your paper should be in APA format three to four double spaced pages. Be sure to 
cite all references used. Submit to the Seminar Dropbox. 

 
 
Assignment Grading Rubric 

Course: IT540 Unit: 5 Points: 116 

Copyright Kaplan University 



 

 

Unit 5 Assignment 

Outcomes addressed in this activity: 

he risk to information systems and data.  

 

 

 

Course outcome:  

IT540-4: Assess computer networks for regulatory compliance. 

Instructions  

Submit your project in the usual double-spaced APA-styled report. At least four pages of 
material are expected beyond the title page, table of contents, abstract, and references 
page. 

Part 1: 

Scenario: You visit a retail establishment, shop around, and finally carry several 
products to one of the point of sale (POS) terminals distributed openly around the store. 
You produce a credit card, the sales clerk processes the transaction, bags your goods, 
and hands you the receipt. On your way to the exit, a store employee asks to see your 
receipt and checks the contents of the store bag. Document each of the major events 
just described and explain them in terms of the PCI compliance standard. Include this 
report in your weekly assignment. 

Part 2: 

This project will cover PCI. Please refer to Figure B1 in Doc Sharing. 

Answer the following questions in essay style: 

Q1. Suppose HGA’s mainframe (Figure B-1 in doc sharing) stored cardholder data in 
the private databases.  

What steps should be taken to protect that data in order to be PCI compliant? 



 

 

Q2. HGA’s mainframe has network connectivity. Assuming that cardholder data is 
transmitted across these networks, describe how it should be protected in transmission. 

Q3. Users are located at various sites connected to the HGA network. Suggest 
appropriate access controls to restrict unauthorized users from looking at cardholder 
data. 

Q4. The PCI specification notes that all systems and network devices connected to a 
system that stores, transmits or processes cardholder data is in scope and must comply 
with PCI specifications. To avoid having the whole network subject to PCI 
specifications, how would you segment the network to reduce the scope of compliance? 

Assignment Requirements:  

questionsAssignment Grading Rubric 

Course: IT540 Unit: 5 Points: 116 

Copyright Kaplan University 

 

 

*Two points will be deducted from grade for each occurrence of not meeting these 
requirements. 

For more information and example of APA formatting, see the resources in Doc sharing 
or visit the KU Writing  

Center from the KU Homepage. 

Also review the KU Policy on Plagiarism. This policy will be strictly enforced on all 
applicable assignments and discussion posts. If you have any questions, please contact 
your professor. 

Review the grading rubric below before beginning this activity. 

Assignment grading rubric = 116 points 

Assignment Requirements Points  



 

 

Possible 

Points  

Earned 

Part 1: 

Documented each of the major events just described and explained them in terms of the  

PCI compliance standard. 

0-20 

Part 2: 

Q1. Suppose HGA’s mainframe (depicted within Figure B-1 located in Doc Sharing) 
stored cardholder data in the private databases. What steps should be taken to protect 
that data in order to be PCI compliant? 

0-24 

Q2. HGA’s mainframe has network connectivity. Assuming that cardholder data is 
transmitted across these networks, describe how it should be protected in transmission. 

0-24 

Q3. Users are located at various sites connected to the HGA network. 

Suggest appropriate access controls to restrict unauthorized users from looking at 
cardholder data. 

0-24Assignment Grading Rubric 

Course: IT540 Unit: 5 Points: 116 

Copyright Kaplan University 

Q4. The PCI specification notes that all systems and network devices connected to a 
system that stores, transmits or processes cardholder data is in scope and must comply 
with PCI specifications. To avoid having the whole network subject to PCI 
specifications, how would you segment the network to reduce the scope of compliance? 



 

 

0-24 

Column Total 0–116 

Less deduction taken for spelling, grammar and APA errors. Plagiarism is totally 
unacceptable 
 
New total after deductions 

 


