
 

 

Topic 1: Forensic Steps 

A worm has infected your client’s payroll server. Describe the forensics steps you would 
take to assess the scope of the damage. Post your procedure and respond to a post by a 
classmate. 

Digital 
Sherlock  

Edward Jackson  10/4/2014 12:30:10 PM 

 

 

According to Obialero (2005) from the SANS organization, an eight step sequential flow chart 

is presented as a forensic investigative methodology; the eight steps are (1) verification, (2) 

system description, (3) evidence collection, (4) timeline creation/analysis, (5) OS specific 

media analysis, (6) data recovery, (7) string search, and (8) reporting (Obialero, 2005, p. 6).  

 

Considering the scenario, where my client is reporting their payroll server has a worm, the first 

step I would take is to verify an actual worm exists on the server. Using Symantec Anti-virus 

software, I would scan the server. If an actual worm does exist (I would most likely unplug the 

network cable at this time), I would move into the next phase of system description. In the 

system description stage, I would create a full report of the current system state, software, 

hardware, and affected areas. The reason I would do this is because if law enforcement was 

later involved, my system description could be used in a chain of custody. In the third stage, I 

would collect as much evidence as possible. This would include a critical analysis of the 

running processes, network connections, disk partitions, and memory. In the next stage, I 

would start a timeline. This timeline would track each step with a timestamp as I begin to 

isolate and/or remove the worm from the payroll server. In the stage 5, I will perform a detailed 

OS-specific analysis. This is where I go through all the data on the server looking for suspicious 

files, directories, activity, and processes. Moving to stage 6, I will try isolating or removing the 

worm; I will work on a full data recovery. I use worm removal toolkits, Symantec AV, and 

other measures to try to remove the worm. After the worm has been removed, I will search for 

any remnants of the worm. I will check files, directories, processes, and any other anomalous 

activity. Finally, once I’m confident the worm has been removed, I will create an official report. 

The official report will contain all the above information, detailing exactly what was found out 

about the worm, and then the steps taken to remove it. 
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Topic 2: Hot issues in Forensic Analysis 

What is a hot issue this week in the security arena as it relates to this unit’s topic? 
Summarize one of these issues on the message board, and respond to another person’s 
post. 

 

CSI is 
here  

Edward Jackson  10/4/2014 1:16:29 PM 

 

 

My article comes from Forensic Focus (2014), and discusses Apple’s new iOS 8 
lockout feature and how it prevents Apple from assisting law enforcement agencies 
from unlocking devices such as iPhones and iPads (Forensic Focus, 2014, para. 1). In 
the past, when law enforcement forensic officers needed access to someone’s device, 
they would contact Apple, and Apple would give them the code. However, in iOS 8, the 
data on the device is encrypted with a link that is associated with the key code; this 
prevents Apple and anyone else from easily accessing the data on the device. Of 
course, upon further evaluation, there is a little more to the access. Apple isn’t known 
for high security, thus even in iOS 8 there are inherent weakness; these weaknesses 
can be explored further by forensic officers. For example, just because the Apple 
device is locked, if it isn’t powered all the way down before law enforcement obtain the 
device, there are ways of getting into it (PoliceOne, 2014). If the Apple device is locked 
via a fingerprint scan, using the fingerprint acquired right from the suspect can easily 
unlock the device. Finally, while the device may be secure, if the suspect was using 
iCloud, this data can still be acquired easily by law enforcement. 
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RE: Unit 3 
Discussion 1  

Edward Jackson  10/2/2014 9:21:24 PM 

 

 

You have made a good strategy for assessing the payroll server. I think in reality, the first 
thing I would do is check the Internet for the worm...to find out exactly what the known 
information was, while at the same time emailing our security team. Perhaps they could 
clean it remotely. I know for us, we use Symantec Enterprise software that quarantines 
many viruses and worms. 

 

 
RE: Topic 2: 
Forensic 
Analysis  

Edward Jackson  10/2/2014 9:28:18 PM 

 

 

That is an excellent summation about cloud technology and services. It is disconcerting that 
cloud technology can basically be anywhere, even overseas...even in under-developed 
countries. My opinion on modern cloud services is that it is a fad; meaning most companies 
have no idea what they're handing over when they use cloud-based technologies. I believe 
private clouds, where companies will manage their own services, are the future. That way, 
cloud security can be monitored and controlled by the company. 

 

 
RE: 

Forensic 

Steps  

Edward Jackson  10/5/2014 1:14:58 PM 

 

 

The steps you have listed create a great methodology for assessing the actual problem, 

and then what to do once the problem or issue is known. I could see this being used for all 

kinds of computer-related crimes, such as viruses, worms, DDoS, and even data theft. 

The first step you listed is definitely the most important; you must first determine exactly 

what has happened. In the case of the payroll server being infected, I would first 

determine whether or not the server was indeed infected by a worm or not. I've read 

online where a hoax, or fake attack, can scare people into taking down a server. 

 

 
RE: What's 

Hot - 

Forensics  

Edward Jackson  10/5/2014 2:01:00 PM 

 

 

Recovering data from SSD-type of storage does sound like an interesting challenge. 

From what I understand about SSD, is that they are chip-based, and not 

magnetic-based. I can see where the forensic problem will be; magnetic drives leaves 

many layers of traces of data---chips do not. I wonder why this wasn't thought about 

when constructing the design of SSD? I mean, speed is important, but also maintaining 

security and providing a certain level of access to law enforcement. There is something 
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else to consider as well; mechanical drives can go through a data restoration process (to 

restore damaged drives). I wonder if the data on SSD technology can be restored due to 

failed chips? 

 

 
 
 
Introduction to Computer Forensics 

After a data security “event” has occurred it is generally required to investigate the event 
to assess the extent of the data loss, damage, or theft, to ascertain the means by which 
this was accomplished, and to devise mechanisms to prevent a recurrence. How do you 
go about finding information when you have been told that there has been a break-in? 
What servers were compromised? Was network equipment comprised? What user 
accounts were used to do it? What vulnerabilities were exploited? What can you do to 
prevent a recurrence? 

Computer forensics depends on tracking down digital evidence left on computing 
equipment, without altering that evidence by accident. For example, a forensic 
examination of a hard drive begins by exactly cloning that hard drive offline. Memory 
images are extracted before powering down equipment. A great many commercial and 
free open source tools are available to assist the forensics investigator. 

Outcomes 

After completing this unit, you should be able to: 

 Define the term computer forensics. 

 Conduct a basic forensics exercise using Snort®. 

 Illustrate the importance of audit logs to forensics investigations. 

 Examine how various forensics tools are used. 

 Examine the phases of a forensics investigation. 

 Illustrate basic encryption techniques. 

Course outcome(s) practiced in this unit: 

IT540-2: Secure computer network data. 

What do you have to do in this unit? 



 

 

 Complete assigned Reading. 

 Complete the Learning Activity. 

 Participate in Seminar or complete Alternative Assignment. 

 Participate in Discussion. 

 Complete unit Assignment. 

 

 

Reading 
 
Read Chapter 8: “Cryptography,” and Chapter 12: “Information Security Maintenance,” in your text. 
 
 
 

Seminar 

Attending live Seminars is important to your academic success, and attendance is highly 

recommended. The Seminar allows you to review the important concepts presented in 

each unit, discuss work issues in your lives that pertain to these concepts, ask your 

instructor questions, and allow you to come together in real time with your fellow 

classmates. There will be a graded Seminar in Units 1 through 5 in this course. You must 

either attend the live Seminar or you must complete the Seminar alternative assignment 

in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

The following will be covered in this week’s Seminar: 

 Discuss the procedures to use following a security incident. 

 Provide tips for the Unit 3 Assignment. 

 Answer any questions on course content. 

Option 2: Alternative Assignment: 

You will benefit most from attending the graded Seminar as an active participant. 

However, if you are unable to attend you have the opportunity to make up the points by 

completing the alternative assignment. 

Assignment Instructions: 



 

 

Complete the following research assignment. Submit your answers in a single word 

document to the Dropbox. 

Research a current security incident. What caused the security breach? What could have 

been done to prevent it? Your paper should be three to four double spaced pages in APA 

format and cite all references used. Submit to the Seminar Dropbox. 

Unit 3 Assignment 
 
Outcomes addressed in this activity: 
 
Unit Outcomes: 

 
 

 
forensics tools are used. 

 
 

 
 
Course Outcome: 
 
IT540-2: Secure computer network data. 
 
Instructions 
 
Write your report in the standard APA style. Your output should be at least four double spaced pages,  
exclusive of the title page, abstract, table of contents, and references section. 
 
Part 1: 
Complete Jones & Bartlett Lab 10: Hackers Techniques Virtual Lab Snort from Hacker Techniques Tools 
and  
Incident Handling. 
 
Part 2: 
Consider the following five questions and write an essay response to each one. 
How do you go about finding information when you have been told that there has been a break-in? 

 
 

 user accounts were employed to do gain access? 
 

 
 
Assignment Requirements:  

 
 

 
 
*Two points will be deducted from grade for each occurrence of not meeting these requirements. 



 

 

For more information and example of APA formatting, see the resources in Doc sharing or visit the KU  
Writing Center from the KU Homepage. 


