
 

 

Discussion 

Throughout this course, many discussion opportunities come up where you need to respond to 

other people's opinions and comments. Please take this opportunity to introduce yourself and to 

learn something about each other. Then, address the Discussion topic after you have completed 

your reading. 

Topic 1: Interview Questions 

Assume the mantle of a security consultant. You are asked to visit a client and gather information 

to develop a security policy for them. What are the top four interview questions you would ask to 

gather this information? Post these on the message board and explain why you selected them. 

Review and comment on another student’s questions. 

9/20/2014 2:38:25 PM 

          If Company XYZ was to hire me as a security consultant, I would first prepare for 

interviews. My interviews would be geared towards executive-level management, middle 

management, and then a few employees. The reason I would select different employees, with 

various positions throughout the company, would be to gain a better understanding of security at 

the company. My first interview would be held with upper management. And, my first question 

would be “Are there existing security policies in place?” The reason I would ask this would be so I 

could reduce any necessary work (save time) related to creating new policies, and perhaps build 

upon the current policies already in place. My second question to upper management would be 

how much money is the company currently spending on security…and how much will they be 

spending on this new security endeavor. The reason I ask this question is the better understand the 

company’s commitment to security in the past, as well as its commitment to future 

implementations and enforcement. This particular aspect is important, because according to our 

text, security policies are the cheapest to implement, but the most expensive to maintain (Whitman 

& Mattord, 2011). So, without proper funding, the security plan would not be successful.  

          My next two interviews would be middle management and regular employees. The two 

questions I would ask both of them would be: (1) What are the security weaknesses in the 

technology at the company? (2) And, what are some proposed solutions that would strengthen the 



 

 

security? I think both of these questions are important because I would be gathering information 

directly from those that administer and use the technology. There is no one else that knows the 

technology better them. In the end, after compiling all the information that I gathered from these 

interviews, I would be able to create successful security policies that would best suit the company. 
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Topic 2: Unit 1 Hot Security Issues 

What is a hot issue this week in the security arena as it relates to this unit’s topic? Summarize one 

of these issues on the message board, and respond to another student’s post. 

 

9/20/2014 5:11:39 PM 

        With the rise of attacks on technology-based security, such as the Target, Home Depot and 

Apple attacks, security has never been a hotter topic. The particular article I read has to do with 

security analysts being replaced by the technology itself and the pros of having a person versus a 

technology only solution. The article from September 15, 2014, titled Will Technology Replace 

Security Analysts?, by Joshua Goldfarb, discusses having an experienced security analyst over a 

technology solution. First, security analysis technology is becoming more and more of an 

attractive solution due to alert software getting better, improved automation of analysis, and which 

can work night and day at minimum costs. However, the article goes on to say that an experienced 

security analyst can do things that technology alone cannot do. For example, security analysts can 

offer improvements to existing policies, procedures, and systems, as well as perform gap 

analysis, and update how alerts are sent out. There is also something known as false 



 

 

positives. False positives are where the technology-based systems return “noise” or the 

wrong response to an incident. A security analyst will be more apt to recognize and know 

how to deal with a false positive more than just technology. The analyst will also be able to 

suggest which parts of the system can be automated, and which parts need direct 

attention. The article goes on to say that good security analysts are hard to find, but are 

basically worth their weight in gold; and cannot or will not be replaced by technology. I 

chose this article specifically because it deals with incident response, and the security 

analysts that handle them…and I can only guess that the article was written due to the 

recent breaches in security all over the country. If you want to see what a security analyst 

does, check out this 

article: http://money.usnews.com/careers/best-jobs/information-security-analyst 
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9/18/2014 6:20:57 PM 
You made some excellent points about security and some questions that should be asked when 

creating security policies. It's interesting you should bring up HIPAA. I worked in healthcare IT 

for 9+ years and HIPAA (along with SOX) were always hot topics. If you've been keeping up with 

the technical news lately, Apple is releasing the Apple watch. The Apple watch works with the 

phone to store and deliver services. One particular service that is under scrutiny is the 

health-related information stored in the watch. Does HIPAA cover that type of technology? Some 

say it should, but it doesn't look like there is much legislation out there right now. Take a look at 

this 

article: http://www.fiercehealthit.com/story/deven-mcgraw-hipaa-likely-doesnt-cover-apple-watc

h/2014-09-18 

 

9/19/2014 7:41:17 PM 
That is an interesting article. I know when I worked in healthcare, we had tracking software on the 

laptops (CompuTrace), just in case if they were stolen. There is actually some pretty good software 

out there now for tracking down stolen equipment. For example, there is FrontDoorSoftware, 

EXO5, Prey, and possibly the best software, LoJack. These applications get installed onto your 
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computer and work with the BIOS. This kind of software paired with drive encryption seems to be 

the best way to protect the data on a stolen laptop. Of course, the software only works if the 

machine is turned on...and herein lies the problem. Someone could easily manipulate the hardware 

in an offline fashion...erasing or flashing the BIOS, and even hacking the boot sector on the hard 

drive. Hackers always seem to be one step ahead. 
 
 

9/21/2014 11:50:57 AM 
You have asked great interview questions, and provided who you will be interviewing. I 

particularly like that you included security education. I know for the company I work for, we go 

through yearly training. Some of the security training we receive has to do with phishing attacks, 

not giving out information, and being aware of email from unknown senders. They usually even 

cover general social engineering---social engineering as in someone who calls you saying they are 

from IT…and then asks for your password. I think many companies overlook security, or don’t 

treat it with the respect it deserves. It’s not until something happens that they even care about 

security. 

 

 

9/21/2014 12:01:34 PM 
You made a good case for using the remote wipe for stolen devices. The BYOD movement seems 

to have many inherent issues. I know for us, we’re always asking how much of the device do we 

support? For example, if the end-user can’t receive work email on their mobile phone, is it their 

responsibility or ours to address the email issue? Beyond installing work-related applications on a 

BYOD laptop, who supports the operating system and hardware? I always saw BYOD as an 

administrative nightmare, which it is slowly becoming. Basically, we’re required to support 100% 

of the device (unofficially). 

 
 

Create a Security Policy 

Welcome to IT540: Management of Information Security 

This unit presents a number of widely accepted security models and frameworks, and 
examines the planning processes that support business continuity, disaster recovery, and 
incident response. It examines best business practices and standards of due care and 
due diligence, and it offers an overview of the development of security policy. This unit 
details the major components, scope, and target audience for each of the levels of 
security policy. It also explains both military and private data classification schemes, as 
well as the security education, training, and awareness (SETA) program. 



 

 

This unit introduces the security policy. What is a security policy? What are the 
components of a security policy? What does a simple security policy contain? The 
security policy encompasses all aspects of a company’s operations. Later in this course 
you will learn about computer forensics, and appreciate that a successful forensics 
procedure depends on good advance planning – as documented in the security policy. 
There are two special industries, the payment card industry and the health care industry 
that both place special security requirements on businesses, and these requirements 
should be included in a comprehensive security policy. 

This unit's key points include a thorough understanding of the terminology of network 
technology, hence the prerequisite course. Information is stored on servers and 
transmitted to and from client systems over both secure and insecure channels. Every 
company has proprietary information that must be protected from theft, unauthorized 
alteration, or destruction. Encryption, authentication, and access controls regulate access 
to sensitive information. 

 

Outcomes 

After completing this unit, you should be able to: 

 Articulate the basic purpose of a security policy. 

 Define common data protection terminology. 

 Describe the components of a security policy. 

 Analyze a security policy to identify omissions and errors. 

 Develop a security policy for a business. 

Course outcome(s) practiced in this unit: 

IT540-1: Implement a network security policy. 

 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Complete the Learning Activity. 

 Participate in Seminar or complete Alternative Assignment. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Familiarize yourself with the course textbook. 



 

 

 

Reading 

Read Chapter 5: “Planning for Security,” in your text. 

 

Policy: A plan or course of action used to convey instructions from an organization's 

senior-most management to those who make decisions, take actions, and perform other 

duties. 

Standards: Detailed statements of actions that comply with policy. 

Access control lists (ACLs): Consist of the user access lists, matrices, and capability 

tables that govern the rights and privileges of users. 

Incident response planning (IRP): Addresses the identification, classification, 

response, and recovery from an incident. 

Disaster recovery planning (DRP): Addresses the preparation for and recovery from a 

disaster, whether natural or man-made. 

Business continuity planning (BCP): Prepares an organization to reestablish critical 

business operations during a disaster that affects operations at the primary site. 

Spheres of security: Illustrate how information is under attack from a variety of sources. 

"Sphere of use": Demonstrates the variety of ways that persons can access information 

resources. 

Security policy: The set of rules that protects an organization's assets. 

Information security policy: An organization's rules for the protection of the information 

assets of the organization. 

De facto standards: Informal norms. Early Internet connections were based on de facto 

standards. 



 

 

De jure standards: Formally recognized norms. As the Internet developed, de jure 

standards were established for its connections. 

Vocabulary provided by: Mattord, H. J. & Whitman, M. E., (2012). Principles of 

Information Security, 4th ed. Boston, MA: Course Technology. 

 
Assignment 
 

Unit 1 Assignment 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Articulate the basic purpose of a security policy. 

 Define common data protection terminology. 

 Describe the components of a security policy. 

 Analyze a security policy to identify omissions and errors. 

 Develop a security policy for a business. 

Course Outcome: 

IT540-1: Implement a computer network security policy. 

Click Here for Assignment Instructions and Grading Rubric 

 

Seminar 

Attending live Seminars is important to your academic success, and attendance is highly 

recommended. The Seminar allows you to review the important concepts presented in 

each unit, discuss work issues in your lives that pertain to these concepts, ask your 

instructor questions, and allow you to come together in real time with your fellow 

classmates. There will be a graded Seminar in Units 1 through 5 in this course. You must 
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either attend the live Seminar or you must complete the Seminar alternative assignment 

in order to earn points for this part of the class. 

Option 1: Attend Seminar: 

The following will be covered in this week’s Seminar: 

 The Syllabus 

 Course expectations for both instructor and students 

 What should be covered in a security policy 

Option 2: Alternative Assignment: 

You will benefit most from attending the graded Seminar as an active participant. 

However, if you are unable to attend you have the opportunity to make up the points by 

completing the alternative assignment. 

Research what Business Continuity Plans (BCP) are? Why are they important? What 

should a good BCP contain? 

Assignment Instructions: 

Complete the following research Assignment. Submit your answers in a single Word® 

document to the Dropbox. 

Research what Business Continuity Plans (BCP) are. Why are they important? What 

should a good BCP contain? 

Your paper should be a minimum of three pages of content, in APA format, and cite all 

references used. Submit to the Seminar Dropbox. 

 
 


