
 

 

DB1 

Phishing attacks, usually implemented through HTML enabled e-mails, are becoming more 

common and more sophisticated. As a network manager, how would you go about protecting 

your users from a phishing attack? Would a firewall be able to prevent a phishing attack? Why or 

why not?  

 

9/13/2014 1:18:42 PM 
Phishing attacks can pretty much happen anytime, anywhere---meaning, it could happen via your 

home email, work email, personal mobile phone, work mobile phone, instant messaging services. 

The first level of defense is training…and educating yourself about phishing attacks (APWG, 

n.d.). I know in the company I work, we have once a year training about phishing attacks, along 

with other hacking attempts (such as social engineering). Honestly, a phishing attack is a form of 

social engineering, in that the attempt is masked as a legitimate communication. The whole point 

of phishing is to get user information related to security, such as usernames and passwords. If I 

were the network manager, I would make sure to provide good examples of what phishing looks 

like for other staff members; this would include being aware of a sender’s address (even a 

spoofed one), watching out for scam-like email content, and instruction to never click on links in 

emails, especially pictures which may contain hidden links. 

 

Do firewalls prevent phishing attacks? The answer to this is yes and no. If there are known 

domains and URLs for phishing sites, they can be added to the firewall to restrict access to those 

sites (Warren, 2005). We actually have something like this where I work; we call them black 

listed. Black listed sites will not allow traffic going in or out to the known phishing sites. The 

real problem extends beyond just the known sites; thus a firewall will not and cannot prevent all 

phishing attacks. The best approach is to have a multi-tiered strategy for reducing or preventing 

phishing scams---training, firewalls, network appliances, and anti-phishing software. 

 

Something that is quite scary, is that as social networking and media are exploding onto the 

scene, phishing scams are also increasing. That means we need to become more aware of what 

we are clicking on, and whether or not the information or media is from a reputable site. Some 

other good practices would include not signing online posts with your email address or leaving 

telephone numbers on blogs. Something else to consider is that phishing can happen even 

through instant messaging; which is something many mobile users use these days. Ultimately, it 

is our responsibility to make sure we know what we’re clicking on and what we’re opening---

inside and outside of the business world. 
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DB2 

The ISO defines five key areas of network management. Would you say that one of these key 

areas is more important than the others? Why or why not?  

 

 

When considering network management, ISO defines five primary categories---they are fault 

management, accounting management, configuration management, performance management, 

and security management (Cisco, n.d.). Fault management is about detecting network problems 

and automatically fixing them. Accounting management is assessing network utilization for 

accounting purposes. Configuration management is where hardware and software versioning 

are tracked to increase the network’s efficiency, to maintain inventory, and to aide in 

maintenance and upgrade schedules. Performance management is just how it sounds; it is used 

for performance reporting on network devices and servers, which can in turn be used for 

network efficiency, upgrades, and troubleshooting. 

 

Now, which one is more important? Personally, I think they all have their own level of 

importance within the network management model. However, Cisco (n.d.) does say one is 

implemented more than the rest; and that is fault management. Fault management can detect 

possible faults even before they happen; this is accomplished through network discovery, 

management data browsers, performance data collectors and graphers, and event handlers 

(Cisco, n.d., para. 7). Even when network faults happen, they can be isolated and corrected 

automatically; thus, I believe the most important area would be fault management. Do checkout 

the Cisco site listed in my references; they have done an excellent job detailing each of the 

areas. 
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9/14/2014 1:25:01 PM 
You made some excellent points about what system admins can do to reduce or stop phishing 

attacks. Of course, educating the staff is always good, but I completely forgot about policies. 

Policies give companies a way to enforce the organizations rules. For example, if it is company 

policy that employees not download, respond, or open emails from unknown users, or from 

unknown addresses, the policy will help make sure employees follow the rules (or else suffer the 

consequences). I know for us, we have a whole book of policies around security and privacy, 

which include social engineering. 

 

9/14/2014 1:52:01 PM 
Those are excellent examples for reducing phishing attacks. It really is important to address 

phishing at multiple levels; this would include education, policies, firewalls, and even hardware 

and software anti-spam products. At the company I work for, we have yearly training on 

security. Of course, phishing goes beyond just the workplace; it also includes our personal and 

private lives. I recently received an email from Microsoft (supposedly) asking me to reset my 

password…and to follow a link to do it. When I hovered over the sender’s address, it said it was 

Gmail. This was an obvious phishing scam. 

 

9/14/2014 2:15:42 PM 

I agree; all security controls are important to hardening the network. Like most things in life, 

there is always more than one way to do something; hardening the network is no different. The 

fault management area is good (possibly the best) but cannot stand alone. I know for most 

companies there is a NOC (network operation center), InfoSec (information security) team, as 

well as your network engineers all working to maintain a network. You mentioned corporate 

assets; corporate assets are definitely important, and need to be constantly and consistently 

reviewed for administrative purposes; this is where the different areas of network management 

are important.  

 

 

9/14/2014 2:53:43 PM 

That is a great analogy about the car and three wheels. Network management and security is very 

much like that analogy. It takes multiple systems, models, strategies, and even teams of people to 

properly maintain the security and integrity of networks. I did actually choose fault management 

as the most important, but only because Cisco stated that area of management is the most 

implemented. Fault management’s main purpose is detection and automatically fixing problems. 

I do see this particular area of management as highly important, because if any type of problem 

can be resolved without human intervention, it saves the company money. 



 

 

 

 

 
Network Security and Management 

In the first part of this unit, fundamental cryptography techniques for encrypting 
information, authenticating the receiver of the information, and ensuring message 
integrity will be covered. Fundamental cryptography principles that are used to create 
secure networking protocols will be examined. Securing e-mail, securing a TCP 
connection, providing security at the network layer, and how to secure a wireless LAN 
will also be explored. Operational security, which is about protecting organizational 
networks from attacks, will be discussed. Firewalls and intrusion detection systems that 
enhance the security of an organizational network will also be discussed. 

With potentially thousands of network components spread out over a wide area, a 
network administrator in a network operations center (NOC) requires specific tools for 
managing a network. The architecture, protocols, and information base used by network 
administrators to monitor, manage and control a network will also be examined. 

 

Outcomes 

After completing this unit, you should be able to: 

 Explain several network security protocols and their similarities and 
differences. 

 Evaluate a variety of network security and management tools. 

 Recommend the most appropriate network security design for a given 
scenario. 

 Plan and describe methods of implementing firewalls and IDS systems. 

 Assess network administration tools and examine their significance in a 
range of network environments. 

Course outcome(s) practiced in this unit: 

IT530-2: Explore management aspects of protocols and topologies. 

 

What do you have to do in this unit? 



 

 

 Complete assigned Reading. 

 Complete the Mini-Lab and Reflection Activity in the Reading area. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Complete Portfolio Assignment. 

 Review Program Portfolio. 

 

Textbook Reading for this Unit: 

Read Chapter 8, “Security in Computer Networks” and Chapter 9, “Network 
Management.” 

Textbook Reading Summary: 

Network security depends on a number of components all working together to provide a 
secure environment. Encryption techniques ensure that messages remain private 
between a sender and the intended recipient. Message integrity techniques ensure that 
messages are not altered during transmission. Information and network security 
techniques can be implemented throughout the layers of a network architecture to 
provide privacy and integrity, as well as protecting the network and its users from a 
variety of attacks. 

Network management includes a variety of tools and techniques for administering 
networks of all sizes. A network manager administering a large distributed network will 
require a different tool-set from a manager administering a LAN-sized network, but 
many of the principles involved remain the same. 

 

 There are a number of security principles that provide a foundation for 
secure communications. 

 These principles include cryptographic techniques that allow users to 
encrypt and decrypt data, including symmetric key cryptography, public key 
cryptography, as well as DES and RSA. 

 Message integrity can be ensured using message authentication codes 
and digital signatures. Both techniques use hash functions and allow a sender to 
verify the source of a message as well as the integrity of the message itself. 

 Digital signatures are used to create digital certificates, which are used 
in turn to verify the validity of public keys. 



 

 

 PGP, SSL, IPsec, and wireless security all require the use of symmetric 
key cryptography. 

 In order to manage a network of any size, the infrastructure of the network 
must be well understood. 

 For any network, there will be three principal components of a network 
management infrastructure: the managing entity, the managed devices and a 
network management protocol. 

 Confidentiality: The quality of ensuring that the contents of a message 
will not be seen or understood by any other party other than the authorized 
sender and authorized recipient. 

 Message integrity: A method for ensuring that the contents of a message 
when received are identical to the contents as when sent. 

 End-point authentication: Methods for confirming the identity of both 
sender and receiver of a message. 

 Cryptography: A variety of methods for disguising data in such a manner 
that it can only be read by recipients that have the appropriate method and key 
for "undisguising" the data. 

 Symmetric key cryptography: Symmetric key cryptography requires 
both sender and receiver to have an identical secret key in order to encrypt or 
decrypt data. 

 Asymmetric key cryptography: Asymmetric key cryptography requires a 
public key and a private key. Only the sender holds the private key, while the 
public key can be seen and used by anyone. 

 Traffic monitoring: A mechanism for monitoring network traffic in order to 
discern patterns. 

 Network management: The administration of network hardware, 
software, and user activity. Network management also includes monitoring and 
evaluating the performance of the network, as well as securing the network from 
exterior intrusions or exploits. 

Source: Kurose, J. F., & Ross, K. W. (2013). Computer networking: A top-down 
approach. (6 ed.). Boston, Massachusetts: Addison-Wesley. 

 
 


