
 

 

Discussion 
 

Peer-to-peer and client-server models of application architecture have a slightly different 
connotation than the same models as used in connection with a network architecture. 
What applications are commonly associated with a client-server model? Why? What 
applications are commonly associated with peer-to-peer? Why? What are the 
advantages and disadvantages of each model as related to an application architecture?  
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When considering peer-to-peer and client/server networking models, let’s first look at 
networking. When you network devices, you are connecting them through some form of 
medium. It could be through wired or wireless technologies. What are you connecting them for? 
In most cases, you connect computers in a network to share resources. For instance, if you 
have 500 computers networked together, they could share files and printers. Networking 
computers together saves money, time, and allows the highest use of available resources. 
Rather than having to purchase 500 printers, one for each computer, you could purchase 5 
business printers…and share them with the 500 computers (now that is savings). 
 
Networking configurations fall into two primary categories: peer-to-peer and client/server. Peer-
to-peer is just how it sounds; you are communicating directly from one computer to the 
next…meaning there isn’t a server managing roles, rights, and services on the network. 
Basically, each peer (just a computer) acts as both client and server; each computer has the 
responsibility of securing its files and providing shared access to other peers. Peer-to-peer 
networks are great for managing a small collection of computers; many websites said 10; 
however, I’ve seen up to 50 in the real world. Peer-to-peer is also usually cheaper to maintain, 
mostly due to not having to setup and administer dedicated servers (Knowledge Systems 
Institute, n.d., para. 4). Computers operating in a peer-to-peer networking model are often said 
to be a workgroup or in a workgroup. 

 
A client/server networking model uses dedicated servers to manage security, roles, files, 
printers, and other network-related resources. Servers and client computers are placed into a 
hierarchy, where clients will have to be granted access to use any specific “network” resource 
(this is great for security reasons, but bad for a single point of failure). Good examples can be 
seen in printer server (sometimes just referred to as a print server), application servers, mail 
servers (like Microsoft Exchange), and even database servers (like those running Microsoft 
SQL). It is important to note that a client/server model is usually more complex and expensive to 
implement and maintain than a peer-to-peer networking model, but at the same time is much 
more scalable. If you work anywhere in the corporate world, there is a good chance the network 
will be setup as a client/server network. Most of the “large” networks I’ve worked on in the past 
14 years or so have implemented Active Directory (AD) across servers. Active directory is a type 
of database that manages access to other servers, computers, and network resources 
(Technopedia, n.d., para. 2). You can even use AD to deploy applications to clients. Overall, 
even though the client/server model costs more to setup and maintain, it does make the most 
use of available resources and offers the highest level of scalability. 
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I would like to point out something here, it’s not uncommon for a business to implement both 
models. For example, point of sale offices will sometimes have a peer-to-peer setup, whereas 
corporate offices will have a client/server networking model. 
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Suppose that your department has a local DNS server for all computers in the 
department. You are an ordinary user (i.e., not a network/system administrator). Can 
you determine if an external website was likely accessed from a computer in your 
department a couple of seconds ago? Explain how you would go about discovering this 
information.  
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This is a good question. I actually use a couple of methods all the time to view a person’s Internet 
history. One obvious way is to just look at the person’s Internet cache. On a Windows-based 
machine, this is easily accessible by Start->Run and type 

C:\Users\%username%\AppData\Local\Microsoft\Windows\Temporary Internet Files. 

Right away, the user’s browser cache opens with tabs: Internet Address and Last Accessed 
(among others). You can sort these addresses by “Last Accessed” and bam, you know if they 
have been to the website or not. 
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Another way is to use the ipconfig command. Ipconfig command presents network configuration 
information associated with network adapters, or network interface cards (NICs) (Microsoft, n.d., 
para. 1). This information can include hardware addresses, IP addresses, DNS, WINS, DHCP, 
and gateways. It is important to note that the ipconfig command also has a few built-in functions. 
These functions can flush out DNS, display the contents of DNS client resolver cache, force a 
DNS registration event, and show and set class identifiers. For the question at hand, you could 
use the ipconfig /displaydns to display current DNS cache; this would include recently visited web 
pages. When I issue the displaydns option, I receive this: 
 
us-u.openx.net 

 ---------------------------------------- 

 Record Name . . . . . : us-u.openx.net 

 Record Type . . . . . : 5 

 Time To Live  . . . . : 73 

 Data Length . . . . . : 8 

 Section . . . . . . . : Answer 

 CNAME Record  . . . . : u.openx.net 

 secure.quantserve.com 

 ---------------------------------------- 

 Record Name . . . . . : secure.quantserve.com 

 Record Type . . . . . : 5 

 Time To Live  . . . . : 1254 

 Data Length . . . . . : 8 

 Section . . . . . . . : Answer 

 CNAME Record  . . . . : map-pb.quantserve.com.akadns.net 

 1.gravatar.com 

 ---------------------------------------- 

 Record Name . . . . . : 1.gravatar.com 



 

 

 Record Type . . . . . : 5 

 Time To Live  . . . . : 1177 

 Data Length . . . . . : 8 

 Section . . . . . . . : Answer 

 CNAME Record  . . . . : cs91.wac.edgecastcdn.net 

 

By looking at the output of the ipconfig /displaydns command, we look for the specific web 
address and a time to live value. The time to live (TTL) value represents seconds from when the 
site was accessed. For example, a TTL of a 1000 is 16.6 minutes...since the page was accessed. 
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You are right about the advantages of P2P. They are cheaper, easier to 
setup, and even easier to maintain---in a small network. The problem with 
P2P is scalability. Small companies don’t tend to stay small for long. One 
major problem that I have personally witnessed on a P2P network is data 
backup. For example, let’s say you have 20 workstations in a workgroup. 
Each of those 20 workstations is responsible for backing up and restoring 
their own data. This can quickly become a training nightmare, and 
potentially huge issue due to user negligence. Or worse, what happens 
when a hard drive crashes? How do you get the data back? This is where 
a client/server setup pays for itself. In a client/server setup, the user’s files 
are actually stored on a server, and daily backups are performed at the 
back-end. This is also good for securing those files as well. 
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That’s funny you should mention bus networks; I used to work on them 
before star topologies became popular. The professor may remember 
this…I used to work on something called LANtastic. We had a bus network 
setup just for that. If we apply the client/server and P2P models, I believe it 
would still be considered a client/server. The reason I say this is because 
we had a standalone server where we stored a FoxPro database. At the 
time, I was working as a computer tech in a financial aid department. We 
used the FoxPro database (FoxPro 2.0) to connect with the education 
department and sync up student information, FASFA forms, and 
government compliancy policies. Ah, the good ol’days. That was back 
when dBase, Lotus 1,2,3, and FoxPro were mainstream applications. I can 
remember wiring my first CAT3 and CAT5 networks as well. About that 
time is when star topologies started taking off (killing off bus 
networks)…and really solid client/server structures were quickly becoming 
the norm. Also, about that time Novell networks were being replaced with 
Microsoft-based servers. Do you remember GroupWise? 
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You make a good point about using ipconfig /displaydns as a network 
troubleshooting tool. You could even use ipconfig to just check to see if the 
network interface card (NIC) has an assigned IP address. If it does, move 
on to the next test. If it doesn’t, it would be time to check the connection, 
restart the computer, and check again. Once the NIC has an assigned IP 
address, another good network test would be to ping a local IP address or 
public IP address. If a local IP address worked, but the public one did not, 
this would tell you there is something wrong at the router or gateway. I 
probably use ping at least 10 times a day…with ipconfig pretty close to that 
(ipconfig /registerdns is pretty handy). Another command I like is arp, 
specifically arp –a. It allows you to check an IP address and its associated 
MAC address. I think one of the most powerful network command line tools 
would be netsh. You can both show information and configure NICs using 
it. 
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I almost forgot about the nslookup; it is a great tool for troubleshooting. I like using nslookup to return all 

associated IP addresses to a domain, or which IP address is associated to a particular workstation on the 

network. When I run nslookup www.google.come, this is what I get: 

 

nslookup www.google.com 

Server:  dns-redir-lb-01.tampabay.rr.com 

Address:  65.32.5.111 

 

Non-authoritative answer: 

Name:    www.google.com 

Addresses:  2607:f8b0:4000:801::1014 

          74.125.227.211 

          74.125.227.212 

          74.125.227.208 

          74.125.227.209 

          74.125.227.210 

 

I think it's pretty nice you get the server and all IP addresses back. Another great command is netstat. I used 

netstat just to view all connected IP addresses and what port they are on. This is a great way to find malware or 

other software that shouldn't be accessing a network connection on or to your machine. When I run netstat -a, 

this is what I get (check out the port numbers): 

 

netstat -a 

 

Active Connections 

 

  Proto  Local Address          Foreign Address        State 

  TCP    0.0.0.0:80             Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:135            Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:445            Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:2869           Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:49152          Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:49153          Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:49154          Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:49155          Mothership-PC:0        LISTENING 

  TCP    0.0.0.0:49301          Mothership-PC:0        LISTENING 

  TCP    127.0.0.1:2559         Mothership-PC:0        LISTENING 

  TCP    127.0.0.1:4242         Mothership-PC:0        LISTENING 

  TCP    127.0.0.1:5939         Mothership-PC:0        LISTENING 

  TCP    127.0.0.1:45520        Mothership-PC:0        LISTENING 

  TCP    127.0.0.1:49275        Mothership-PC:0        LISTENING 

  TCP    127.0.0.1:49282        Mothership-PC:0        LISTENING 

  TCP    127.0.0.1:62798        Mothership-PC:62799    ESTABLISHED 

  TCP    127.0.0.1:62799        Mothership-PC:62798    ESTABLISHED 



 

 

  TCP    127.0.0.1:62803        Mothership-PC:62804    ESTABLISHED 

  TCP    127.0.0.1:62804        Mothership-PC:62803    ESTABLISHED 

  TCP    127.0.0.1:63307        Mothership-PC:63308    ESTABLISHED 

  TCP    127.0.0.1:63308        Mothership-PC:63307    ESTABLISHED 

  TCP    192.168.0.5:139        Mothership-PC:0        LISTENING 

  TCP    192.168.0.5:2869       192.168.0.1:2163       TIME_WAIT 

  TCP    192.168.0.5:2869       192.168.0.1:2165       TIME_WAIT 

  TCP    192.168.0.5:50502      yk-in-f17:https        ESTABLISHED 

  TCP    192.168.0.5:50683      channel-proxy-shv-04-frc3:https  CLOSE_WAIT 

  TCP    192.168.0.5:50777      yv-in-f100:https       ESTABLISHED 

  TCP    192.168.0.5:50948      yv-in-f19:https        ESTABLISHED 

  TCP    192.168.0.5:50956      yh-in-f189:https       ESTABLISHED 

  TCP    192.168.0.5:50957      64.233.185.189:https   ESTABLISHED 

  TCP    192.168.0.5:51115      yv-in-f138:https       ESTABLISHED 

  TCP    192.168.0.5:51164      channel-proxy-shv-06-frc1:https  CLOSE_WAIT 

  TCP    192.168.0.5:51165      channel-proxy-shv-06-frc1:https  ESTABLISHED 

  TCP    192.168.0.5:51560      159.182.164.92:http    TIME_WAIT 

  TCP    192.168.0.5:51561      159.182.164.92:http    TIME_WAIT 

  TCP    192.168.0.5:51562      159.182.164.92:http    TIME_WAIT 

 

But, back to the ipconfig /displaydns. When I run that command, I get the DNS, TTLs, and other record 

information in cache. Look what I have in bold. 

 

18.248.171.69.in-addr.arpa 

 ---------------------------------------- 

 Record Name . . . . . : 18.248.171.69.in-addr.arpa 

 Record Type . . . . . : 12 

 Time To Live  . . . . : 1900 

 Data Length . . . . . : 8 

 Section . . . . . . . : Answer 

 PTR Record  . . . . . : channel-proxy-shv-06-frc1.facebook.com 

 

 

 189.137.125.74.in-addr.arpa 

 ---------------------------------------- 

 Record Name . . . . . : 189.137.125.74.in-addr.arpa 

 Record Type . . . . . : 12 

 Time To Live  . . . . : 71803 

 Data Length . . . . . : 8 

 Section . . . . . . . : Answer 

 PTR Record  . . . . . : yh-in-f189.1e100.net 

 

 

 localhost 



 

 

 ---------------------------------------- 

 Record Name . . . . . : localhost 

 Record Type . . . . . : 1 

 Time To Live  . . . . : 86400 

 Data Length . . . . . : 4 

 Section . . . . . . . : Answer 

 A (Host) Record . . . : 127.0.0.1 

 

 

 localhost 

 ---------------------------------------- 

 Record Name . . . . . : localhost 

 Record Type . . . . . : 28 

 Time To Live  . . . . : 86400 

 Data Length . . . . . : 16 

 Section . . . . . . . : Answer 

 AAAA Record . . . . . : ::1 

 

 

 

 

 

 

 

Unit 2 Overview 

Data Communications Basics 

In this unit you will examine network applications in closer detail. Network applications 
are the reasons that computer networking exists — if useful network applications did not 
exist, there would be no need for networking protocols that support these applications. 
Since the beginning of the internet, numerous useful and entertaining applications have 
been created. These applications have been the driving force behind the internet’s 
success, motivating people in homes, schools, governments, and businesses to make 
the internet an integral part of their daily activities. 

Internet applications include the classic text-based applications that became popular in 
the 1970s and 1980s, such as text email, remote access to computers, file transfers, 
and newsgroups. They also include the killer application of the mid-1990s, the World 
Wide Web, which encompasses Web surfing, search, and electronic commerce. They 



 

 

include instant messaging and P2P file sharing, the two killer applications introduced at 
the end of the millennium. Since 2000, we have seen an explosion of popular voice and 
video applications, including voice-over-IP (VoIP) and video conferencing over IP such 
as Skype®; user-generated video distribution such as YouTube™; and movies on 
demand such as Netflix®. 

 

Outcomes 

After completing this unit, you should be able to: 

 Explain the characteristics of a network application. 

 Describe where network applications fit into the OSI model of network 
layers and functions. 

 Assess network application architectures and compare uses of different 
application architectures. 

 Explain how the fundamental applications processes operate. 

 Evaluate which application architectures are appropriate for differing 
network scenarios. 

Course outcome(s) practiced in this unit: 

IT530-1: Analyze the business impact of data communications and networking 
technology. 

IT530-2: Explore management aspects of protocols and topologies. 

 

 

What do you have to do in this unit? 

 Complete assigned Reading. 

 Complete the Mini-Lab and Reflection Activity in the Reading area. 

 Participate in Discussion. 

 Complete unit Assignment. 

 Participate in Seminar or complete the alternative assignment. 

 

 



 

 

Inside Computer Networks 

Pick A Letter 

Spell the vocabulary words 

Fill in the Blank 

See how well you know this unit's vocabulary 

 
In this unit, you have studied the conceptual and the implementation aspects of net-work applications. 
You have learned about the ubiquitous client-server architecture adopted by many internet applications 
and seen its use in the HTTP, FTP, SMTP, POP3, and DNS protocols. You have studied these important 
application- level protocols, and their corresponding associated applications (the Web, file transfer, e- 
mail, and DNS) in some detail. You have also learned about the increasingly prevalent P2P architecture 
and how it is used in many applications. You have examined how the socket API can be used to build 
network applications. You have also walked through the use of sockets for connection- oriented (TCP) 
and connectionless (UDP) end-to-end transport services. 
 

 Application layer: This layer provides services to application processes 
(such as electronic mail, file transfer, and terminal emulation) that are outside of 
the OSI model. The application layer identifies and establishes the availability of 
intended communication partners (and the resources required to connect with 
them), synchronizes cooperating applications, and agreement on procedures for 
error recovery and control of data integrity. 

 Client-server: A type of relationship between two computers where the 
two have different roles in the relationship. Typically, the client computer drives 
the relationship and uses a resource of the server computer. 

 Scalability: The ability of a system (particularly a network system) to 
operate properly and efficiently when configured on a large scale. 

 Socket: A general-purpose inter-process communication mechanism. 
Sockets allow processes that are not running at the same time or on the same 
system to exchange information; pairs of cooperating sockets manage 
communications between the processes on a computer and those on a remote 
computer in a networked environment. 

 API (application programming interface): The complete set of all 
operating system functions that an application can use to perform such tasks as 
managing files and displaying information. 

 IP Address: The unique 32 or 128-bit number that identifies a computer 
on the internet or some other Internet Protocol network. 
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 Port: A number used to identify a connection point to a specific Internet 
protocol. 

 Domain Name System (DNS): The Domain Name System 
(DNS) provides a service that maps human-readable symbolic names to 
computer addresses. 

Source: Kurose, J. F., & Ross, K. W. (2013). Computer networking: A top-down 
approach. (6 ed.). Boston, Massachusetts: Addison-Wesley. 

 

Textbook Reading for this Unit: 

Read Chapter 2, “Application Layer.” 

 

Web Readings: 

 You can access a free network analyzer called Wireshark from the 
following URL:http://www.wireshark.org/ 
 The IEEE is a professional society that is actively involved in the 
development of network standards. You can find additional information on the 
IEEE, including a student membership to the IEEE at www.ieee.org 
 The ACM is another professional society that offers professional 
development activities relating to computer networking and other computer-
related careers. You can find additional information on the ACM, including a 
student membership to the ACM at www.acm.org. 

 

Unit 2 Self-Check Quiz 

Once you have completed this week’s Reading, review what you have learned by taking 
a Quiz.  
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