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Discussion 
 

Please respond to both of the following topics. Also, please be sure you respond to at 
least two of the posts made by your classmates with thought provoking and substantive 
responses. 

Please review the Discussion Board Participation grading rubric in your course 
Syllabus. This is important information to ensure you earn the maximum points. 

Malicious Network Use, and Standards and Oversight 

Topic 1: Malicious Uses of Networks 

The 

good, the 

bad, the 

botnet  

Edward Jackson  8/9/2014 11:30:51 AM 

 

 

   

What exactly is a botnet? If we break down the word into two parts, bot and net, 
bot is short for robot and net is for network. So it is basically a network of digital 
robots…that do what? Botnets can be implemented to perform tasks in a 
distributed manner by installing a piece of software to a computer (the computer 
becoming a zombie), and then that computer (along with other computers as 
well) can perform automated tasks on the Internet. The real problem with 
botnets, is that criminals use them to send out spam, infect computers with 
viruses, spyware, and other malicious software…all without the user knowing 
about it (Microsoft, n.d., para. 1).  
 
What I find fascinating about botnets is that no matter how much anti-virus and 
anti-spyware software you have installed, they still manage to slip in. How do 
they do this? I believe one the most likely reasons botnets are able to slide past 
your computer’s security is due to you. That’s right...it is all of us that are botnet 
enablers. How so? Have you ever been to a questionable, let’s say, less than 
professional website? Did you ever click on a picture, download some music, or 
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install a freeware application? We all have. And here lies the issue. The Internet 
is an awesome place to do research, read up on the latest events, and just to 
learn. However, we have to watch where we go---what we click on; websites 
need to be trustworthy. Anti-virus and spyware are a necessity, but if we surf and 
download applications in such a cavalier fashion, expect botnets to slide 
through.  
 
So, what happens once a botnet takes over your machine? Basically anything 
the botmaster wants to happen. For instance, your computer could become a tool 
in committing cybercrime, sending out spam, spying on you and other computers, 
and just stealing computer resources from all over the Internet (Lamb, 2011, 
para. 2).  
 
Since botnets are good at distributed denial of service (DDoS) attacks, they 
become a prime candidate for use in criminal activity. However, botnets don’t 
always have to have malicious intentions. For example, from the article Botnet 
vs. Botnet: Can A Good Botnet Block A Bad One?, Masnick (2008) suggests 
botnets could be used in a distributed strategy to act as a “weigh station” for 
computer requests (Masnick, 2008, para. 1). These kind of botnets could be 
placed on servers, and prevent them from being overloaded with connection 
requests. This is just one novel use of botnets, and demonstrates not all 
implementations have a criminal element. 
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Topic 2: Standards and Oversight  

Discuss the need for standards and overseeing organizations in data communications. 
Are there similar rules and governing bodies in other industries? What would be the 
implications if there were no standards in data communications? 

It's 

about 

the bits  
Edward Jackson  8/9/2014 2:17:59 PM 

 

 

When considering standards outside of that of computers, what comes to mind? I think of 

organizations like the FDA (Food and Drug Administration), USDA (United States 

Department of Agriculture), and even legislation such as HIPAA (Health Insurance 

Portability and Accountability Act). Organizations and laws that enforce standards are 

there for our protection, and make it much easier to manage and maintain a level of high 

efficiency and effectiveness of the standard. 

 

But, what about computer data communication standards? Are there organizations and 
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laws that enforce data communication standards? What is data communication in the first 

place? Data communication is described as the physical transfer of data over a form of 

media, including wire, wireless, and fiber (TutorialsPoint, n.d., para. 1). Of course, when 

data is transferred from one computer to the next, there are many layers of technology 

that the bits must traverse to reach its destination, and this is where data communication 

standards come in. Without standards, there would be no guarantee that one form of 

technology, like your computer and cable modem, would be compatible with any Internet 

service provider’s equipment. Of course, there are wires, fiber, switches, routers, and 

sometimes even multiple ISPs that bits have to go through to reach their destination; this 

is why communication standards are a must.  

 

Moving bits from one machine to the next requires many complex concepts such as 

protocols, packets, layer services, encapsulation, fragmentation and reassembly, 

gateways, routers, switches, firewalls, and a transfer medium. Organizations such as 

Electrical and Electronics Engineers (IEEE), Internet Engineering Task (IETF), and 

International Organization for Standardization (ISO) have some of responsibility of 

creating data communication standards and knowledge bases that can be used to provide 

a level of compatibility, security, and efficiency to data communication systems. The 

IEEE is a professional organization that advances technology through activities, 

publications, conferences, and standards (especially communication standards) (IEEE, 

n.d., para. 1). The IETF is a large community of vendors, network designers, researchers, 

and operators whose main focus is evolving the Internet’s infrastructure and smooth 

operation (IETF, n.d., para. 1). And finally, the ISO is an independent organization that 

provides product specifications, publishing over 19,500 international standards across 

multiple technologies and different types of manufacturing (ISO, n.d., para. 4). Each of 

these organizations create a platform where members can come together and collaborate 

on changing and improving Internet technologies (ultimately how data traverses a 

medium). And, many of the data communication standards provided by each of these 

companies has to do with security, efficiency, and compatibility of data communications.  
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8/10/2014 12:16:09 PM 

I have been in the industry a long time, but have yet to experience a botnet takeover in a business 

where I have worked. However, I have seen viruses, worms, and a ton of malware/spyware. I 

worked at a hospital were we had a computer virus breakout. The virus would eat up all the 

system memory and eventually cause a blue screen. It was bad because we basically had to go 

around to each machine and manually remove it in safe mode...all 3,400+ machines. It was a 

nightmare to say the least. I can only imagine botnets would present the same kind of front-end 

intensive work if there wasn't an automated method or an application that could be deployed to 

remove it. I know sometimes there is a removal kit that will remove infections. I'm wondering if 

there are removal kits for botnets as well? 

 

8/10/2014 3:27:15 PM 

You bring up some excellent points about if there were no standards. I cannot imagine if the 

modern world of technology was not governed by standards. What is really interesting, I 

remember a time when there were many less standards, and companies basically did whatever 

they wanted to do. For example, growing up I had a VIC-20, Amstrad, and ADAM computer, 

just to name a few. Many of the early computers had propriety hardware and software; meaning 

hardware, disks, and software couldn't be used on the other machines. Then came the term IBM-

compatible...which started changing the interoperability between all the vendors. You could then 

write software for one machine, which had high probability that it work on the next IBM-

compatible machine. It was a sigh of relief to many software developers, including myself.  

 

Of course, now looking back, I realize that software was only the beginning...soon a World Wide 

Web boom would be led by the Mosaic Internet browser, which would pave a highway of 

thousands of new standards that would have to be created. This new highway was the Internet as 

we know it today, and the communication standards would provide a new level of security and 

compatibility. Of course, you mention TCP/IP...the beginning of that actually goes back much 

further to the Defense Advanced Research Projects Agency (DARPA). 
 
 

8/11/2014 8:29:29 AM 

That is an interesting summary from Norton. I also find it odd why people would want to spread 

viruses and spam that eventually bog your computer down so much that it becomes unusable. I 

was scanning this computer of a friend of mine, and he had over 1,200 malware/spyware 

infections. I asked him where he goes on the Internet. He said he downloads applications from 

those torrent sites. He was basically infecting himself by downloading bootleg software. I told 

him he would be better offer just purchasing the software. We ended up having to format his 

machine and start over due to massive infections. I did install Norton's anti-virus and 

Malwarebytes after we got everything reloaded. 

 

But, why do people write viruses or do things that would harm computers? People like that do it 

for "fun" or sometimes politically charged under hacktivism. I think it is quite sad really, as the 

people who write this type of software have no control over it after it hits the Internet. 

Applications like this can affect banking systems, education systems, and worst of 



 

 

all...healthcare systems. 

 
 

8/11/2014 12:01:40 PM 

You're right [about without having standards] the Internet would be a technological mess. If 

there were no standards, that would mean companies would just do whatever they wanted to 

do...creating proprietary hardware and software. If we expanded that into the Internet world, 

there would be a good chance that TCP/IP wouldn't exist, which would lead to data 

communication compatibility problems everywhere. Can you imagine receiving the error "Your 

computer isn't compatible" when trying to use the Google search engine? It would be a 

nightmare. Lucky for all us there are companies like IETF and ISO that develop standards and 

create knowledge bases around the Internet. I was reading a RFC about TCP; it was covering the 

specifics of IPv4 and IPv6. I found it extremely enlightening. Take a look at it 

here: http://tools.ietf.org/html/rfc2126 

 

 
 

Computer Networks and the Internet 

Course Overview: 

This course introduces data communications and networking technologies from the 
business perspective by heavily utilizing case studies and the decision-making process. 
Topics consist of network operating systems, local and wide area networks, and voice 
and wireless networks as well as security and the Internet. The focus will be on practical 
applications of these concepts including support issues, administration, and 
management. 

 

 

Unit Introduction: 

This unit introduces the terminology, concepts, and theory underlying networks, 
internetworks, and data transmission. It describes how the transfer and exchange of 
data is essential to the workings of modern-day organizations. 

Use this week to familiarize yourself with the course and textbook. Thoroughly read the 
Syllabus and any other materials provided by your instructor. Complete the Reading 
and Assignments listed under the Learning Resources and Learning Activities sections. 
Introduce yourself and respond to the topics presented in the Discussion section. 



 

 

 

Outcomes 

After completing this unit, you should be able to: 

 Describe the various types of data communication and transmissions. 
 Explore layered architecture models and associated protocols.  

Course outcome(s) practiced in this unit:  

IT530-1: Analyze the business impact of data communications and networking 
technology. 

 
 

What do you have to do in this unit? 

 Introduce yourself to classmates and professor. 

 Complete assigned Reading. 

 Complete the Mini-Lab and Reflection Activity in the Reading area. 

 Participate in Discussion.  

 Complete unit Assignment. 

 Participate in Seminar or complete the alternative assignment. 

 Work on your Program Portfolio. 

 
 
 

 

Read Chapter 1, “Computer Networks and the Internet.” 

The large set of technologies, products, and interconnection schemes make networking 
a complex subject. There are five key aspects: network applications and network 
programming, data communications, packet switching and networking technologies, 
internetworking with TCP/IP, and topics that apply across layers, such as security and 
network management.  

On the internet, all services are supplied by applications, which use either a stream 
paradigm or a message paradigm to communicate. The stream paradigm guarantees to 
deliver a sequence of bytes in order, but can choose how many bytes to pass to a 



 

 

receiver in each batch. The message paradigm preserves boundaries, but allows 
messages to be lost, duplicated, or delivered out-of-order.  

Application-layer protocols, required for standardized services, define data 
representation and data transfer aspects of communication. Some of the major 
application-layer protocols are HTTP, FTP, POP3, SMTP, POP3, IMAP, and DNS.  

Summary 
 

 A programmer who understands the underlying network mechanisms and 
technologies can write network applications that are more reliable, correct, and 
efficient.  
 The internet is formed by interconnecting multiple packet switching 
networks. Internetworking is substantially more powerful than a single 
networking technology because the approach permits new technologies to be 
incorporated at any time without requiring the replacement of old technologies.  
 Communication involves multiple entities that must agree on details 
ranging from the electrical voltage used to the format and meaning of messages. 
To insure that entities can interoperate correctly, rules for all aspects of 
communication are written down. 
 The availability of high-speed computation and communication 
technologies shifted the focus of the internet from resource sharing to general-
purpose communication.  
 In order to better understand data communications, some templates or 
‘models’ have been devised to help explain how the protocols involved in data 
transmission are applied. In this section, several different models and their 
application to the data exchange process are analyzed.  

 
 

 Data communications: The term data communications refers to the 
study of low-level mechanisms and technologies used to send information 
across a physical communication medium. 

 Public network: A public network is run as a service that is available to 
subscribers. 
 Service provider: A company that offers communication service is known 
as a service provider. 

 Private network: A private network is controlled by one particular group. 

 Interoperability: The term interoperability is used to refer to the ability of 
two entities to communicate. 

 Layering model: The fundamental abstraction used to collect protocols 
into a unified whole is known as a layering model. 



 

 

 Distributed applications: Distributed applications include Web surfing, e-
mail, instant messaging, Internet phone, distributed games, peer-to-peer file 
sharing, television distribution, and video conferencing. 

 Domain Name System (DNS): The Domain Name System (DNS) 
provides a service that maps human-readable symbolic names to computer 
addresses. 

Source: Kurose, J. F., & Ross, K. W. (2013). Computer networking: A top-down 
approach. (6 ed.). Boston, Massachusetts: Addison-Wesley. 

 

Unit 1 Assignment 

Click here for Assignment Introduction. Be sure to adjust your audio settings. 

Outcomes addressed in this activity: 

Unit Outcomes: 

 Describe the various types of data communication and transmissions. 

 Explore layered architecture models and associated protocols. 

Course Outcomes: 

IT530-1: Analyze the business impact of data communications and networking 
technology. 

Click here for Assignment Instructions and Rubric 

 

 

 

Assignment Grading Rubric Course: IT530 Unit: 1 Points: 90  

 
 Copyright Kaplan University  

 
Unit 1 Assignment  
Outcomes addressed in this activity:  
 
Unit Outcomes:  
 

Describe the various types of data communication and transmissions.  

Explore layered architecture models and associated protocols.  
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Course Outcomes:  
IT530-1: Analyze the business impact of data communications and networking technology.  
 
Assignment Instructions:  
 

1. The World Wide Web would be impossible to navigate without the addressing provided by the 
Domain Name System (DNS). DNS is also an important addressing method for LAN’s. 
Research the differences between the IPv4 and IPv6 implementations of DNS and compare 
those differences. What are the advantages of IPv6 DNS and how will these advantages 
change the way that networks use DNS?  
 

2. Based on your research, write a 3 to 5 page paper that analyzes the differences between 
IPv4 and IPv6 implementations of DNS. Contrast and compare these differences. Discuss any 
advantages of using IPv6 DNS as compared to IPv4 DNS and discuss how those advantages 
may change the way that networks use DNS.  
 
Preparing Your Assignment:  
The written essay/paragraph formatted paper should be 3–5 pages long, NOT including cover 
page and references. As you research through the various Web pages that provide information 
on IPv4 and IPv6 DNS, ALL of the pages must have citations and references. No more than one 
direct quotation (of 40 words or more) is allowed per page and bullet lists without substantial 
narrative included are strongly discouraged. There should be no spelling or grammar errors. All 
written Assignments should be in APA format. APA formatted in-text citations and references 
are required for all sources, and all figures and tables must be captioned in APA format. If you 
are unfamiliar with APA formatting, please see the Kaplan Writing Center for more information 
on how to work with APA.  
 
Directions for Submitting Your Assignment:  
 
Compose your Assignment in a Microsoft Word® document and save it as Username-IT530 
Assignment-Unit#.doc (Example: TAllen- IT530 Assignment-Unit1.doc). Submit your file by 
selecting the Unit 1: Assignment Dropbox by the end of Unit 1.  
 
 

Assignment Grading Rubric Course: IT530 Unit: 1 Points: 90  

 

Assignment Requirements:  
All papers must meet these standard requirements:  
 

 

–5 pages long not including references and cover page.  

 

direct quote per page from a reference source and those quotes must be 
properly cited within the body and in the references at the end of the paper.  

 



 

 

age.  
 
Answers contain sufficient information to adequately answer the questions and contain no 
spelling, grammar, or APA errors. Points deducted from grade for each writing, spelling, or 
grammar error are at your instructor’s discretion.  
For more information and examples of APA formatting, see the resources in Doc sharing or visit 
the KU Writing Center from the KU Homepage.  
Also review the KU Policy on Plagiarism. This policy will be strictly enforced on all applicable 
assignments and discussion posts. If you have any questions, please contact your professor.  
 
Unit 1 Assignment 
Grading Rubric = 90 
points Assignment 
Requirements 
  

    Points Possible  Points Earned  

1. Document includes introductory 
paragraph describing the role of 
DNS in regards to addressing on 
any network.  

0–20  

2. Document correctly discusses 
the DNS hierarchy structure.  

0–20  

3. Document correctly discusses 
how IP addressing relates to DNS.  

0–20  

4. Contrast and comparison of 
IPv4 and IPv6 DNS should be 
substantial and flow logically.  

0–30  

 
 

Seminars are part of every course in the MSIT program and there will be a Seminar in 
the first five units of this course. The Seminars are a learning community where you 
have direct contact and interaction with your instructor and classmates. These Seminars 
provide you with a way to expand and explore course concepts. You can discuss your 
Assignments, problems, and questions you have about the course with the instructor. 

If you are unable to attend a scheduled Seminar, you must complete the alternative 
assignment in order to be eligible to receive any points. The alternative assignment will 
either be a paper or a Quiz that you must take if you do not attend Seminar. If you 
attend Seminar, you do not need to complete the alternative assignment. See specific 
details about the Seminar and alternative assignment under each unit, and contact your 
instructor with any questions. 

Option 1: Attend Seminar: 

You are encouraged to attend the graded Seminar as an active participant. If you 
cannot attend, you may submit the alternative assignment to the unit Seminar dropbox. 



 

 

In this week’s Seminar the basics of networks, internetworks, and the internet, which is 
the largest public network in the world, will be discussed.  

Remember, if you do not participate in the weekly Seminar, you need to complete the 
alternative assignment. 

Option 2: Alternative Assignment: 

It is to your benefit to attend the weekly Seminars at the scheduled times. If you are 
unable to attend the Seminar, you must review the course materials for the unit (text, 
Web readings, etc.) and complete an alternative assignment. After reviewing the course 
materials, you must write a paper that must be a minimum of 1 page and no more than 
2 pages in length. It will be double-spaced.  

Alternative Assignment Instructions: 

Complete the following research assignment. Once completed, submit the paper to the 
Unit 1 Seminar Dropbox. 

Please review the Seminar 1 recording and discuss the concepts presented in the 
Seminar. 

 


