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Introduction                                           
 

Ethical theory is the study of human behavior and 

exactly how behavior affects society (Quinn, 2013, p. 

53). When considering information technology, 

understanding ethics becomes critical in the design, 

implementation, and management of technology-

based systems. As society becomes more and more 

dependent upon technology, there is an increased 

need to protect all computer systems. Consequently, 

the burden of securing these systems falls on 

computing professionals. It will be professionals that 

must act ethically to properly secure computer 

network systems, and to protect the privacy and  
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confidentiality of data. An ethical approach will prove 

invaluable for a few reasons. One, by understanding 

ethical theory, those that work in the computer 

industry will be given the opportunity to apply theory 

to real-world scenarios. Professionals will be 

presented with situations where appropriate decisions 

may not always be clear; this is where ethics can be 

applied. Two, when it comes to properly securing 

computer networks, professionals are required to be 

able to distinguish the difference from what is right 

and what is wrong. Meaning, security measures that 

do get implemented are to address technical concerns, 

such as cyber-attacks, however, must not impede  
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upon a person’s civil liberties. Three, professionals 

that have a code of ethics will not only have the ability 

to apply ethics in the workplace, but also be able to 

gain valuable insight into information technology 

case studies—which can increase the likelihood that 

experiential textbook cases can be adapted to real-

world scenarios. Thus, to advance the understanding 

of ethics in the field of technology, a four-part project 

has been prepared for review and general discourse. 

In part one, cyber-attacks and intellectual property are 

assessed, and then correlated to specific ethical 

theories. In part two, recent legislation governing 

ethical computing is examined, and then cross-

referenced with ethical theory. Next, in part three, 

global ethical codes are evaluated for differences, and 

then recommendations are made for a unified code of 

ethics. Finally, in part four, all the existing research 

will be used to assess the adequacy of an information 

technology case study. Each part of the project is 

meant to reinforce ethical concepts, while at the same 

time providing professionals with the necessary tools 

to manage computer network systems more 

effectively. 

 

Part I                                              
 

 

Technology Issues                        .                                              

 

Technology has become so ingrained into society, that 

computers and network infrastructures warrant legal 

protection and ethical analysis. Because the world is 

imperfect, there are those people that attack network 

systems, damage computers, and steal data. Similarly, 

digital content, which is made available on the 

Internet, has the increased potential of being 

plagiarized, stolen, and mass distributed, without the 

expressed authorization of the content’s owner. 

Consequently, two topics where technology intersects 

with ethics are cyber-attacks and digital intellectual 

property. 

 

Cyber-Attacks. All technology-based systems are 

susceptible to exploitation, and all online computer  

 

 

 

systems are vulnerable to remote attacks. In 2014  

alone, millions of dollars were lost in company 

revenue due to data breaches (Weiner, 2014). Home 

Depot, JPMorgan, and Target were victims of cyber-

attacks (Weiner, 2014). Cyber-attacks are types of 

activities that take place over the Internet, which are 

meant to damage networks, gain unauthorized access 

to computer systems, and steal data. When cyber-

attacks do happen, company reputations can become 

tarnished, business revenue can be lost, and customer 

services can be negatively impacted. Cyber-attackers 

break into systems by targeting weak areas of 

computers and networks; attackers may use viruses, 

worms, malware, and denial-of-service (DoS) attacks 

to compromise security (Mell, Kent, Nusbaum, 2005). 

To say the least, cyber-attacks are nefarious in nature, 

and pose a great threat to all networked computer 

systems. This raises an ethical question. Is there an 

ethical theory that can be applied to the cyber-attack 

technology issue? That answer is yes. One particular 

ethical theory which is relative to cyber-attacks is 

Rule Utilitarianism. 

 

Rule Utilitarianism. Rule Utilitarianism is an ethical 

theory that seeks to evaluate the benefits and harms of 

people’s decisions (Harsanyi, 1985). It is within these 

decisions where certain rules may be applied to 

increase happiness. When people choose to follow 

rules, positive outcomes can be maximized, and the 

greatest amount of happiness can be achieved. An 

important caveat of Rule Utilitarianism is that 

happiness has no clear measurement. As such, 

circumstances may arise where the rules may present 

an ethical dilemma, or a particular situation may be 

just, no matter what the rules are (Harsanyi, 1985). 

Nonetheless, Rule Utilitarianism is an attractive 

theory for two reasons. One, the theory appeals to the 

masses. Two, the theory evaluates the consequences 

of people’s actions and how those actions affect 

society. Now, when applying Rule Utilitarianism to 

cyber-attacks, it is clear that these attacks are meant to 

harm computer systems, and as a result, hurt people. 

Because the theory is predicated on the value of 

rules—rules set by government, religion, and  
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comprised of digital watermarks, encryption, and  

proprietary operating system copyright protection—

and copyrighting the property before it is made 

accessible on the Internet (Chang, 2011). When 

thinking about which ethical theory can be applied to 

intellectual property, the theory that comes to mind is 

one based upon the Greatest Happiness Principle, that 

is, Act Utilitarianism.  

 

Act Utilitarianism. While Act Utilitarianism seems 

like it would be very similar to Rule Utilitarianism 

(and in some ways it is), though, there is a 

fundamental difference. Act Utilitarianism does 

weigh the good with the bad, seeks to increase 

happiness, and tries to maximize positive outcomes 

(Harsanyi, 1985). However, the primary difference 

between the Act and Rule theories is that the Act 

theory focuses on factors. Factors are used to 

calculate benefits, as in benefits to a person or society; 

Rule Utilitarianism uses rules, such as laws. The 

factors that are used in Act Utilitarianism consist of 

intensity, duration, certainty, propinquity, and 

fecundity. A clear definition of these terms can be 

seen in the chart below (Quinn, 2013, p. 77). 

 

Term Definition 

Intensity Is the scope and size of the experience 

Duration Is the range of time that the experience 

lasts 

Certainty Is the likelihood the experience will 

occur 

Propinquity Is the range of time between 

experiences 

Fecundity Is the possibility to produce like 

experiences 

 
 

Using these factors, a person’s action can be weighed 

for its value, and the benefits can be determined. If the 

action has been properly evaluated, the results should 

equate to increased happiness and a maximized  

 

                                                             

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

culture—cyber-attacks are in direct contravention of  

these legislative devices. Likewise, due to the 

consequences of compromised computer security,  

positive outcomes cannot be maximized. If positive 

outcomes cannot be maximized, the greatest amount 

of good cannot be produced. Furthermore, Rule 

Utilitarianism is centered on increasing total 

happiness for all those that are involved. Cyber-

attacks negatively affect technology in ways that are 

meant to harm computers; these attacks decrease 

happiness for everyone involved, except for the 

cyber-attacker. Therefore, due to the ramifications 

and implications of cyber-attacks, Rule Utilitarianism 

is a practical and highly applicable theory which may 

be used to in the analysis of cyber-attacks.  

 

Intellectual Property. In the second technology 

issue, intellectual property, that is, the theft of digital 

intellectual property, is discussed and associated with 

an ethical theory. In a digital world, where intellectual 

property is destined to become accessible online, 

there is rising concern that the copying and mass 

distribution of digital content is hurting the owners of 

intellectual property. But, what exactly is intellectual 

property? Intellectual property can be defined as 

creative and unique work that warrant legal 

ownership for a specified amount of time (Saha & 

Bhattacharya, 2011, para. 2). Unique work is any 

original invention, creation, or work of art, such as 

those produced in art, music, literature, and science. 

For example, if a musician composes a new song, that 

song should legally become the property of the music 

artist. Likewise, if a writer authors a book, there 

should be certain legal rights that are enforced by law. 

Considering online intellectual property, digital 

content encompasses software, online music, e-

Books, digital images, and trademarks (Saha & 

Bhattacharya, 2011). With the proliferation and 

world-wide distribution of digital content, the need to 

protect the rights of artists and publishers has never 

been greater. There are security measures that the 

owners of digital content can take to secure their 

intellectual property. These measures include using 

digital rights management (DRM)—which is  
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a layer of national computer security (Congress,  

2013). Although controversial, there has been 

proposed computer legislation, laws that would  

provide policies for handling data breaches and other 

Internet-related crimes. For example, Cyber 

Intelligence Sharing and Protection Act (CISPA) was 

created to deal with cyber-attacks, and Stop Online 

Piracy Act (SOPA) was designed to reduce the online 

theft of intellectual property (Rajagopalan, 2012).  

 

CISPA. According to the INFOSEC Institute (2013), 

cyber-attacks cost an estimated $113 billion a year, of 

which, 83% of this dollar amount is due to fraud, 

repairs, and data theft (INFOSEC Institute, 2013). 

Another issue with cyber-attacks is the rate at which 

the attacks are increasing. In 2013, cyber-attacks went 

up by 78%, while the amount of time necessary to deal 

with the attacks increased by 130% (INFOSEC 

Institute, 2013). These numbers are troublesome, and 

have forced the United States government to respond 

with legislation. CISPA, which was created in 2011, 

would permit companies to work directly with the 

government in preventing cyber-attacks. CISPA, if 

enacted, would work in two ways. One, CISPA 

encourages the pooling of resources to track down 

cyber-attackers. By companies and the government 

working together, it is more likely that cyber-attackers 

will be found and brought to justice. Two, the 

government has security resources that are not 

available to most companies. For instance, the 

government can tap communication lines, which can 

be used to proactively thwart or prevent cyber-attacks 

(Privacy Rights Clearinghouse, 2014). When 

applying ethical theory to CISPA, the theory that 

makes the most sense is Social Contract.  

 

Social Contract.   Social Contract theory is based 

upon the law of the land, meaning, those rules set into 

place by the government, are meant to be followed, or 

else suffer the consequences (Constitution Society, 

2007). The main endeavor of Social Contract theory 

is one of equality, and seeks to bring benefits to all 

members of society. As such, no single member is 

above the law, and no single member can be denied  

 

 

 

 

 

  

 

 

 

 

 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

positive outcome. By tying the Act Utilitarianism  

theory to intellectual property, a few of the 

components of the theory can be seen as practical.  

One, because Act Utilitarianism seeks to increase the 

happiness of the individual, when a person’s 

intellectual property is protected from copyright 

infringement, the greatest amount of happiness can be 

achieved. By applying protection measures to 

intellectual property—such as DRM and 

copyrighting—the factors of certainty and duration of 

a person’s intellectual property will be positively 

affected. Two, due to Act Utilitarianism focusing on 

the individual and the community, the theory 

establishes factors that work for everyone; the theory 

does not distinguish one person from the next 

(Carnegie Mellon University, 1996). Three, because 

Act Utilitarianism uses an indiscriminate approach, 

practical concepts can be created for the general 

population. These concepts can provide easy to 

understand social values, which are meant to be 

universal. For example, in intellectual property, the 

owners of the property are permitted to gain legal 

ownership over creative works. In societies that are 

driven by economics, having the ability to own and 

market intellectual property benefits everyone 

involved. 

 

 

Part II                                              
 

 

Recent Laws                        .                                              

 

After reviewing cyber-attacks and digital intellectual 

property, and how ethical theory can be applied to 

specific technology issues, it should be evident that 

ethics and ethical theory are closely tied to 

technology. Because of the level of importance that 

computer network systems hold within society, 

sometimes a purely ethical approach to managing 

computers may not be practical. This is where state 

and federal legislation can be enacted. Due to the rise 

in cyber-attacks, and the growing concern of 

protecting digital intellectual property, it only seems 

logical that the government should step in to provide  
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 property, sometimes implementing DRM and  

copyrighting property is not enough. In the case where 

the owners of intellectual property have  

properly secured their digital products, yet their 

property is still mass distributed on the Internet, the 

government may be forced to act. SOPA was created 

to deal with online piracy, and will do so by giving 

complete control back to the owner of digital content 

(U.S. Copyright Office, 2011). This means, that when 

the owner’s intellectual property is being distributed 

by websites, without the expressed consent of the 

owner, those websites can be shut down, or in some 

cases, be forced to pay a fine (U.S. Copyright Office, 

2011). While controversial, the SOPA legislation does 

address a couple of significant issues. One, if enacted, 

the law would indeed help protect creative works. 

SOPA would empower state and federal governments 

to work with Internet service providers to control the 

widespread theft of digital material. Two, because the 

copyright of intellectual property can be directly tied 

to [successful] economics, SOPA would encourage 

economic growth by reinforcing buying and selling in 

a global marketplace (U.S. Copyright Office, 2011). 

The ethical theory that best relates to the SOPA 

legislation is Kantianism.  
 

Kantianism. In Kantianism, there are universal moral 

guidelines that should compel all people to act 

morally (Stanford University, 2008). These guidelines 

are based upon reason and ideals that would be 

considered to be universal truths. For example, thou 

shalt not steal, would be a universal moral rule that 

everyone can agree upon; normally, theft is 

considered wrong. The Kantianism theory can be 

considered vague in areas, however, the underlying 

principle of the Categorical Imperative—treat 

yourself as you would like to be treated—is 

considered a moral duty (Stanford University, 2008). 

This moral duty is based on a sense of rationality, and 

is underscored with the fundamental concept of 

ethical reciprocity. Meaning, it is only logical that a 

person would expect to be treated with respect and 

dignity. As such, that person has a moral obligation to 

treat others with the same respect and dignity. SOPA 

can be related to Kantianism due to the harm that  

 

 

 

 

 

  

 

 

 

 

 

    

 

 

 

 

 

 

 

 

 

  

certain unalienable rights, such as life, liberty, and the 

pursuit of happiness. An important concept of the 

theory centers on the rules that are implicitly accepted  

when citizens join society. Since being in a society 

has its own intrinsic value—such as access to 

mutually beneficial products and services—the rules 

that govern all individuals should be acknowledged 

and followed. Thus, to provide a safe society for all 

citizens, the government has been given the power to 

legislate and enforce laws. Now, how does this relate 

to CISPA? In the case where cyber-attackers are 

intentionally damaging computer network systems, 

legislation should be provisioned to outline how 

cyber-attacks should be dealt with. In Social Contract 

theory, rules are established and then followed; in this 

case, the rules would be CISPA. Once this piece of 

legislation becomes active, it would serve as a 

deterrent to cybercrime. For those people that still 

committed cyber-attacks, companies and the 

government would be better prepared to track cyber-

attackers, and even have the ability to prevent future 

attacks. There is one potential problem with CISPA. 

Some people believe the cyber-security legislation 

may violate a person’s civil liberties. Because CISPA 

can give the government open-ended access to 

databases, data storage, and communication logs, 

there is [supposedly] a chance that the government 

could use this access, albeit legal, to spy on citizens 

(Jaycox & Opsahl, 2013). This is where 

understanding Social Contract theory is crucial. Per a 

social contract, rules that are advantageous to citizens 

may be enacted and enforced by the government. 

Therefore, unless there is proof that CISPA would be 

abused, the CISPA legislation would indeed be a 

benefit to society (by allowing computer security to 

be enforced at a national level). Cyber-attacks do pose 

a serious threat to the integrity of computer 

networking systems, and thus warrant legislation 

intended to deescalate this rising threat.  

 

SOPA. Of course, cyber-attacks are not the only 

threat to society; there is also online piracy. Referring 

back to what intellectual property is, and what the 

owners of digital content can do to protect their  
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 computing world, ethical codes exist to instill values 

and principles into technology professionals. 

Additionally, a professional code of conduct can 

provide a set of guidelines for handling specific types 

of computing issues, such as hacking, piracy, and 

security breaches (Quinn, 2013). As important as 

ethical codes are, they are by no means universal in 

natural. The wording and structure of ethical codes 

vary greatly; some codes may not seem very 

comprehensive, while others are overly detailed. 

Because each country, each culture, has a unique 

approach to creating ethical codes, these differences 

may actually do more harm than good. Therefore, it is 

necessary to compare and contrast a several of these 

codes, and make recommendations on how a unified 

code of ethics could be designed.  

 

Global Codes. In evaluating codes of ethics, the first 

ethical code comes from the Association for 

Computing Machinery (ACM), in the United States. 

ACM is a computer organization founded in 1947, 

and the ACM council adopted an updated code of 

ethics in 1992. The ACM is quite thorough, 

addressing twenty-four ethical and moral imperatives 

(ACM, 1992). Each imperative is centered on 

personal responsibility, commitment, and 

professionalism. Wording, such as avoiding harm, be 

honest, and respect others, is used throughout the 

document. Additionally, guidelines can be found to 

assist individuals fulfilling a leadership role. For 

example, phrases such as articulate social 

responsibilities, manage personnel, and create 

opportunities are detailed in the manager’s section of 

the code. The next code of ethics to be reviewed 

comes from India. From the Computing Society of 

India (CSI), a code of ethics was established for 

information technology professionals, on May 8th, 

1993 (Berleur & Brunnstein, 1997). While the ACM 

code was quite comprehensive, the CSI ethical code 

is shorter, and falls under four headings. In heading 

one, the wording in the code uses phrasing such as 

organize resources, use the codes of practice, [do] not 

misuse authority, comply with laws, conduct affairs,  

and maintain integrity (Berleur & Brunnstein, 1997). 

 

 

 

 

 

  

 

 

 

 

 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

online piracy causes. In a Kantian world, people that  

steal have violated a core moral principle, theft. A  

simple example of Kantian logic would be, if 

everyone stole products and services, the world would 

not function properly. Thus, theft must be morally 

wrong. SOPA would help restore social balance by 

enforcing moral goodness. Now, what is unclear in 

Kantianism are the consequences that are usually 

associated with criminal activity, such as punishing 

those that distribute illegal digital content. The SOPA 

legislation does outline two types of punishment, 

which are shutting down websites and paying fines. 

However, Kantianism specifically states that the 

rightness or wrongness of a person’s actions should 

be based on moral obligation and duty, not on the 

consequences of the action (Stanford University, 

2008). It is interesting to note, the SOPA legislation 

does use phrasing such as legal duty, bad actors, and 

has a responsibility. Because online piracy is a 

growing issue, creating legislation to reduce this 

piracy is justified. Whether SOPA will eventually be 

enacted or not, will be based upon the rationale of 

society. If society determines that all theft is bad, then 

the SOPA legislation should be enacted. If society 

reasons online theft should not be part of a universal 

moral guideline, then SOPA should not become 

active. In either case, SOPA and Kantianism are much 

closer than they would first appear. 

 

 

Part III                                              
 

 

Codes of Conduct                        .                                              

 

Understanding ethics in information technology is 

essential to securing computer systems, protecting the 

privacy and confidentiality of data, and to maintaining 

professional integrity. One of the best ways for 

professionals to apply ethics is to have a code of 

ethics, or a code of conduct. Ethical codes can be seen 

in businesses and organizations throughout the world. 

Sometimes a code of ethics is part of a company 

policy, and sometimes a code of ethics is accepted 

upon membership to certain organizations. In the  
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unified code of ethics, not to be a fully developed 

code. 

Unified Code of Ethics 

I, _____________, as a computing professional, 

solemnly swear to uphold the values, views, and 

standards listed here within this global code of 

professional computing ethics. 

I, as an IT professional, will always act professionally, 

be committed to my field of expertise, and accept 

responsibility for my actions. 

I, as an IT professional, will protect the privacy and 

confidentiality of all data in computer network systems. 

I, as an IT professional, will never misuse technology 

in ways that could harm other computer systems, or 

hurt people. 

I, as an IT professional, will seek advice from my peers 

when presented with an ethical dilemma or security 

situation that is beyond my understanding or control. 

I, as an IT professional, will immediately report the 

misuse or abuse of hardware and software. 

I, as an IT professional, will immediately report 

security breaches, data loss, or other nefarious 

activities.  

I, as an IT professional, will always treat my peers, 

customers, clients, and computing community with the 

upmost respect. 

I, as an IT professional, will share my knowledge and 

skills, when deemed practical and appropriate.  

 

 

 

Part IV                                              
 

 

Case Studies                        .                                              

 

Considering information technology case studies, and 

how ethical theory can be used to evaluate these  

studies, it is important to be able to apply theory to 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

   

In heading two, specific professional practices are 

highlighted, such as protecting privacy and 

confidentiality. Heading three is the official member 

swear in—where an individual must affirm they will 

abide by the rules. Finally, in heading four, the details 

of handling computer-related complaints are 

discussed. Overall, the CSI code does establish core 

principles that every professional should adhere to.  

Next, the South East Asia Regional Computer 

Confederation (SEARCC) code of ethics is assessed. 

SEARCC is a professional code that includes multiple 

countries, such as Australia, Hong Kong, Thailand, 

and Pakistan, just to name a few. In the SEARCC 

ethical code, there are general imperatives, relations 

with SEARCC, and relations with fellow members 

(Berleur & Brunnstein, 1997). The code lists a few 

core ethical principles. There is phrasing such as 

members will conform, act in a manner to support 

SEARCC, and act with integrity (Berleur & 

Brunnstein, 1997). The SEARCC code of ethics 

touches on a few essential core principles, however, 

does not list the details to handle specific ethical 

dilemmas or security problems. What is missing in the 

SEARCC code of ethics are computer guidelines, 

details of what professionalism means, and 

instructions to handle certain situations.  

 

Unified Code. The differences between these codes 

of ethics are quite obvious, which consequently raises 

a question about computing ethics. If all of these 

ethical codes are different, how is the computer 

professional affected by these variances? This is 

indeed a thoughtful question. If a professional selects 

a short code of ethics, circumstances may arise where 

the professional will not know how to conduct 

themselves. In contrast, if a computing professional 

chooses too extensive of a code of ethics, parts of the 

code may be missed, or not well-understood. Thus, to 

create a universal code of ethics, it is suggested that 

the best phrasing from each code be clearly stated, and 

compiled into a unified ethical code. For the 

recommended phrases, see the code below. Note, 

these phrases have been adapted from ACM, CSI, and  

SEARCC, and are meant to aid in the design of a 
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2015). The new system increased data integrity, 

offered a user-friendly interface, and provided real-

time financial information. NetSuite had successfully 

helped the company achieve its internal goals, as well 

as create a platform that better served customers. 

The NetSuite enterprise software was used to bring 

value to Fairrington, however, how exactly does a 

company upgrading its information system relate to 

ethical theory? In the Act Utilitarianism theory, the 

core principles of the theory seek to increase 

happiness, while maximizing positive outcomes 

(Harsanyi, 1985). It is clear that decommissioning a 

less effective information system, and implementing 

a more efficient, feature-rich enterprise system, does 

indeed increase happiness. Fairrington was much 

more satisfied with the NetSuite software. It is 

important to note, not only was Fairrington positively 

affected by the new system, Fairrington’s customers 

were also positively impacted; this was due to better 

services being offered to customers in customer 

support and sales (McGladrey, 2015). In Kantianism, 

universal truths and moral guidelines are sought to 

create a balanced society. Fairrington’s older 

information system had many problems. One issue 

was with data integrity. It is accepted that the 

protection of information and the integrity of data is 

of paramount concern. As such, Kantianism would 

consider such a claim as a categorical imperative 

(Stanford University, 2008). Meaning, if data 

integrity is important to all companies, which it is, it 

is only rational that upgrading to a new system 

becomes the duty and the obligation of the business. 

Using Social Contract theory to assess the case study, 

Fairrington is required to obey the laws of the land. 

This means, if and when upgrades are made to 

computer systems, the new technology must be 

implemented in ways that provide security to data. 

There are federal laws that govern exactly how 

companies must handle customer financial data. For 

example, the Sarbanes-Oxley Act of 2002 (SOX) 

establishes rules, or a code of ethics, which dictate 

how financial data is to be processed, secured, and 

transmitted (NetSuite, 2015). The core principle of  

Social Contract theory is that everyone gives up 

 

 

 

 

 

 

 

  

 

 

 

 

 

   

technology-based assessments. This ability to apply 

ethical theory to case studies is advantageous for two 

reasons. One, the professional will be able to identify 

when there are deficits in ethics in a technology study. 

Two, the computer professional will recognize when 

ethical theory has been properly implemented. After 

reviewing all the research presented thus far, the 

process of applying ethical theory should be easier, 

yield greater insights, and bring an increased 

awareness to ethical concepts in technology. Of 

course, this research could be applied to any and all 

information technology case studies (and should be), 

but for the sake of brevity, a single study has been 

selected for further evaluation.  

 

Applied Theory. The case study that has been 

selected to analyze through the lens of ethical theory 

is NetSuite helps logistics leader enhance general 

ledger, data and reporting, posted on January 15th, 

2015 (McGladrey, 2015). To fill-in the background of 

the study, and provide some of the pertinent details of 

the case, a brief summary has been prepared for 

review. Fairrington, a mailing logistics company, 

provides services for bulk mail. The original 

information system used to carry out business 

operations was antiquated, consequently causing a 

long list of problems. Fairrington struggled with data 

integrity, audit trails could not adequately track 

processes, and many of the reporting applications 

were proprietary and cumbersome (McGladrey, 

2015). Thus, to replace this older, inefficient system 

with a more robust computer system, Fairrington 

turned to NetSuite. NetSuite is enterprise software 

which integrates multiple business processes into one 

easily manageable platform (NetSuite, 2015). 

NetSuite can be used to integrate customer support, 

sales, marketing, and accounting departments. 

Additionally, because NetSuite offers built-in 

reporting features, all department data can be shared, 

quantified, and reported on (NetSuite, 2015). The 

NetSuite was implemented at Fairrington, and the 

results were remarkable. Rather than a business 

process taking up to ten days to complete, that same  

process only took three to five days (McGladrey, 
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problems for computer professionals. By 

understanding ethical theory, and learning how to 

weigh the good with the bad, this knowledge can 

empower professionals to make better decisions. 

Likewise, the more a professional understands about  

the laws that govern computers network systems, the  

more likely they are to make the right choices. When 

it comes to having a code of ethics, every computing 

professional should find a well-developed ethical 

code, and then apply it to their daily work. A code of 

ethics will provide core principles and guidelines that 

no professional should ever be without. Finally, once 

a professional has fully grasped the founding 

principles of ethical theory, and has obtained a code 

of ethics, having the ability to examine case studies, 

through the lens of ethics, can offer insight into what 

is considered industry best practices. Ultimately, the 

study of ethical theory, and how technology is 

affected by the fundamental concepts of ethics, will 

not only produce a better computing professional, but 

will also create a better society. 
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Conclusion                                              
                                           

The study of ethical theory provides valuable insight 

into human behavior, and seeks to understand which 

actions of people are considered right and which 

actions are wrong. The concepts defined in ethical 

theory range from simple to complex, and continue to 

evolve as the morality in society evolves. Because 

morality is ever-changing, creating laws and policies 

based upon ethical theory is particularly challenging, 

especially in an online world—where the ideals 

presented in theory, may or may not be universally 

accepted. Technology issues, such as cyber-attacks  

and the theft of digital intellectual property, create 
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