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Introduction                                           
 

Wireless security encompasses a wide range of 

technical concepts. These ideas include encryption 

standards, security software and hardware, and 

relative wireless local area network (WLAN) 

protocols. The interconnectivity of wireless devices 

has made it much easier to network laptops, tablets, 

printers, and even desktops and scanners. 

Additionally, there are numerous mobile devices, 

access points, routers, and switches that utilize the 

underlying principles of wireless security. With all 

these different types of devices accessing a wireless 

medium, this raises questions about the security and 

the reliability of transmitting voice and data across a 

wireless infrastructure. While it is easier, and in some 

cases cheaper, to implement wireless over a wired 

network, a wireless-based infrastructure is susceptible  
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to certain kinds of security attacks. Because wireless 

technology sends signals through the air, these signals 

can be captured, hijacked, and manipulated in ways 

that affect the transmission. Wireless network security 

addresses these weaknesses by developing encryption 

protocols. Wireless encryption protocols protect the 

network packets, and ultimately the voice and data 

being delivered over a wireless connection. Some of 

these wireless encryption protocols include WEP, 

WPA, and WPA2. 

 

Wireless Security                                               
 

Before delving into wireless security protocols, it is 

important to recognize that the wireless framework, 

specifically IEEE 802.11, provides the necessary 

network structure for wireless-based technologies to 

  

 

Wireless transmission is where one device sends voice and data signals to another 

device through the air. Using air as a mode of delivery subjects the wireless 

transmission to hacking and exploitation. Thus, wireless security technologies have 

been developed to protect the wireless signals while in transit. Some of these 

technologies include encryption protocols such as WEP, WPA, and WPA2. But, to truly 

appreciate wireless network security, research was done into the history of these 

security protocols, associated algorithms, as well as some of the internal workings of 

the protocol suites. This project delves into wireless network security and elaborates on 

why wireless security is important. 
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operate; these technologies include encryption, access 

points, wireless routers and switches, and a multitude 

of different wireless bands (Microsoft, 2003). With all 

these supported technologies being dependent upon 

the 802.11 protocol, the security of the wireless 

transmission becomes a paramount concern; this is 

where security protocols come into play. Security 

protocols provide a way to protect packets as they 

travel through the open air. The three security 

protocols that will be evaluated in this research 

project are WEP, WPA, and WPA2.  

 

WEP                        .                                              

 

The Wired Equivalent Privacy, or simply WEP, is a 

wireless security protocol based upon RC4 stream 

cipher. RC4, or Rivest Cipher 4, was created by Ron 

Rivest. Rivest was a professor at MIT in the late 

1980’s. During this time, it was recognized that 

unprotected packets moving through open air were 

subject to hacking and exploitation. As an immediate 

solution, WEP was developed using the RC4 

algorithm that employed the use of a 40-bit key; it was 

later raised to 104 bits (Jacobs, 2008, para. 3). 

Because WEP required very little processing power, 

the security protocol worked quite well the wireless 

hardware of the time (most hardware had extremely 

limited resources). WEP works through four primary 

stages: stage one is where a client sends an 

authentication packet to a receiving access point; 

stage two is where the receiving access points returns 

a challenge message in clear text; in the third stage, 

the client uses the RC4 algorithm to encrypt the 

message; finally, in the fourth stage, the access point 

receives the encrypted message and then decrypts it–

if the client and access point keys match up, the 

validity of the authentication request has been 

verified. This may sound like a secure process (and it 

was for its time), but WEP is now considered a weak 

security protocol. Some of the foundational principles 

behind WEP, such as 802.11, were shown to have 

inherent weaknesses in the authentication process. 

For example, when a sending station or client is 

 

 

communicating back and forth with an access point, it 

uses an IV, or initialization vector, to create a 64-bit 

key (Jacobs, 2008, para. 6). The problem with IV is 

that there are no standards specifying exactly how it 

works. Additionally, the IV could be easily seen in a 

packet; it was not encrypted. This particular 

deficiency led to hackers being able to hijack packets 

and create their own authentication responses to the 

access point; thus other security protocols would 

eventually take the place of WEP.  

 

WPA                        .                                              

 

Due to the obvious inadequacies of WEP security, 

other wireless security protocols were created–these 

would include WPA and WPA2. Wi-Fi Protected 

Access (WPA) addressed two problems in WEP; one 

was moving from 104-bit key to 256-bit key, and the 

other was changing how the authentication process 

worked. WPA implements a four-way handshake that 

works by employing the use EAPoL messages, or 

Extensible Authentication Protocol (EAP) over LAN 

(Vocal, n.d., para. 1). WPA EAPoL-key messages are 

broken-down into descriptor types, key information, 

key length, replay counter, key nonce, EAPOL-key 

IV, key receive sequence counter (RSC), key 

identifier, key MIC, key data length, and key data; this 

particular descriptor is exponentially more complex 

than WEP, and consequently offers much higher 

levels of security. The four-way handshake works by 

sending messages and passing values from the 

authenticator to the supplicant, and the supplicant 

back to the authenticator. In contrast to WEP, once the 

transmission is started, key data, trusted data, and 

group messages are sent in cipher text, not plaintext. 

These particular elements stop the authentication 

packets from being hijacked. Additionally, WPA 

extends security by using TKIP, or temporal key 

integrity protocol. TKIP is a suite of algorithms that is 

compatible with most hardware; it was one of the first 

solutions that actually worked with WEP to make it 

better. TKIP becomes a shell for the older WEP, but 

still uses RC4 at its core. The main difference between 
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Enterprise version is where passphrases or passwords 

are handled by a company authentication server (Beal, 

n.d., para. 2). In WPA2-PSK Personal, a person would 

add a passphrases or password to their own 

equipment, such as a router. And, then the pre-shared 

key information would be entered into the wireless 

network settings on the connecting device, such as a 

laptop. WPA2 with AES is considered the strongest 

wireless security available, a next-generation 

protocol; and, should be implemented when 

protecting the wireless transmission is critical to home 

or business operations. 

 

Example                                              
 

In regards to the research presented thus far, it is 

evident that wireless security is critical to maintaining 

the integrity and security of packets being transmitted 

over a wireless medium. To understand how wireless 

security will protect a home network, a real world 

example is in order. In this simple example, a wireless 

home network has been chosen to demonstrate what 

steps should be taken to protect the wireless medium. 

The initial settings of the Linksys prove to be highly 

insecure; there is no encryption and the router is open 

for anyone to connect to. Additionally, the router has 

not been configured and has the default password.  

The first step in securing the wireless network is to 

change the default router password from “admin” to 

something else. Next, the wireless encryption needs to 

be set. Upon entering the network encryption settings 

menu on the router, the available security protocols 

are WEP, WEP Personal, and WPA Enterprise. Of 

course, the WPA2 protocol is missing and is actually 

what is needed. Because WPA2 is not available on the 

out-of-box router, the Linksys website is checked for 

more current firmware. Firmware is a type of software 

that patches and/or upgrades the hardware of a device; 

in many cases an upgrade can actually increase 

functionality. In this particular instance, updated 

firmware is available for the home router. Upon 

updating the router’s firmware, WPA2 Personal and 

WPA2 Enterprise are now available under the 

network security protocols menu. WPA2 is selected  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

WPA TKIP and WEP, is that TKIP generates unique 

encryption keys for each packet. Of course, there 

could always be a weakness in the key generation, so 

TKIP implements four separate algorithms to create 

the strongest keys possible. These four algorithms 

include integrity checks on packets using encrypted 

messages; one-way hashing on the initialization 

vectors; increases the strength in cryptographic 

function by using a per-packet mixing function; and 

finally, every ten thousand packets there is a re-

keying process (Rouse, 2006, para. 4). TKIP has done 

an excellent job of patching the gaping security holes 

in WEP, however there are even better wireless 

security protocols that have been developed.  

 

WPA2                        .                                              

 

When considering wireless security, first there was 

WEP, and then came WPA. A natural progression in 

the evolution of wireless security was to address the 

security needs of the government, private sector 

companies, as well as the mainstream commer-

cialization of wireless technologies. There needed to 

be a wireless standard that was unbreakable and 

would become the de facto standard when it came to 

wireless security; this would be WPA2. WPA2 would 

be different from its predecessors by implementing 

the Advanced Encryption Standard (AES). According 

to James McCaffery (2003) at Microsoft, the new 

AES was established by the National Institute of 

Standards and Technology (NIST) on May 26, 2002 

(McCaffrey, 2003, para. 2). AES is different than the 

RC4 algorithm in that AES uses ever-changing 

permutations and substitutions to secure data; this 

process is complex, while at the same time providing 

the best wireless security. The WPA2 protocol using 

AES was ratified in 2004 by the IEEE and supports 

802.11i; 802.11i is a commercially-based security 

specification (IEEE, n.d., para. 2). Improvements in 

the next-generation protocol include unique keys per 

session, the caching of Pairwise Master Keys, and the 

implementation of a Pre-Shared Key (PSK) (Strom, 

2006, para. 4). When considering PSK, there are 

personal and enterprise versions. The WPA2-PSK 
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and a passphrase entered. Once those settings have 

been applied, the router’s default SSID, or service set 

identifier, is changed from Linksys to a more 

appropriate home SSID. The last two network 

security measures taken are to hide the SSID and 

reduce the power output of the router. Now that all of 

the essential security measures have been completed, 

the wireless network is far more secure. 

 

Conclusion                                              
 

Wireless networking has changed how devices such 

as computers, printers, and mobile phones connect to 

one another. While increasing the ease of connectivity 

of these devices was highly successful, it was obvious 

that the wireless medium was susceptible to 

exploitation. Consequently, an entire field of security 

has opened up around these wireless technologies to 

address security issues. Wireless network security 

includes encryption protocols and algorithms which 

protect packets as they travel through the open air. 

The technical timeline of wireless network security 

follows WEP, WPA, and WPA2 protocols. In the 

final assessment of these protocols, it has been 

determined that WPA2 offers the strongest form of 

wireless encryption. The final thought is this, “Is your 

wireless home network secure?” If it is not, it is time 

to implement wireless encryption. 
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